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Read Me First 
Welcome to Take Control of iOS & iPadOS Privacy and Security, 
Second Edition, version 2.0.1, published in October 2021 by alt con-
cepts inc. This book was written by Glenn Fleishman and edited by Joe 
Kissell. 

This book describes how to securely use your iPhone and iPod touch 
with iOS 15 and iPad with iPadOS 15 on Wi-Fi and cellular/mobile 
networks, making connections with ease while protecting your data 
and your privacy. 

If you want to share this ebook with a friend, we ask that you do so 
as you would with a physical book: “lend” it for a quick look, but ask 
your friend to buy a copy for careful reading or reference. Discounted 
classroom and user group copies are available. 

Copyright © 2021, Glenn Fleishman. All rights reserved. 

What’s New in Version 2.0.1  

I just learned after the initial version of this edition appeared that 
Apple and various mobile carriers had deployed slight changes and 
emendations to the way in which 5G networks are indicated in the iOS/ 
iPadOS status bar. This update adds a little more information and 
teases out fully the differences among 5G, 5G+, 5GUW, and 5GUC, the 
confusingly named overlapping flavors of 5G across carriers. See 
Which Network Are You On? 

More data appeared after the first version of this book about how an 
iPhone or iPad’s “powered down” status still continues to feed out 
Bluetooth-based data for Find My network crowdsourced location 
discovery. I’ve updated the book to include a sidebar that explains how 
works relative to privacy. See Bluetooth with the Find My Network. 
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Somewhere near the end of September 2021, Apple upgraded all 
Safari-related items synced via iCloud from cloud-encrypted to end-to-
end encrypted. This is explained in Cloud-Stored Data, where I have 
updated the lists of items in each category. 

What’s New in the Second Edition  

Apple made some substantial changes to privacy and security in iOS 
and iPadOS between version 14 and 15, many of which involve iCloud 
and cloud-based services and synchronization. 

This includes features available in iOS 15/iPadOS 15 only if you have a 
paid subscription to iCloud. Apple now calls its free tier “iCloud” and 
all the paid tiers “iCloud+”. Apple had increasingly added services on 
top of storage to paid iCloud tiers, and iCloud+ formalizes that with a 
new name and several new features. I call out iCloud+ throughout the 
book where relevant. 

In addition to all the small difference documented through the book, 
this new edition adds and updates: 

•  Automatic 5G selection with iPhone 12 or later models: iOS 
15 picks a 5G network if you have any iPhone 12 or later model, an 
active 5G plan, and an accessible 5G connection instead of Wi-Fi in 
several cases, explained in Work with Apple’s Automatic 5G Selec-
tion. 

•  iCloud Private Relay: iCloud Private Relay (part of iCloud+) 
creates a secure and anonymized browsing connection from Safari 
to websites you visit. See Protect Privacy with an Anonymity-Pre-
serving Relay. 

•  Mail Privacy Protection: You can turn on a new anti-tracking 
feature to prevent email messages from deriving your IP address, 
which can be used to approximate location, and from using embed-
ded images or code to see whether a message has been opened. See 
Enable Email Privacy. 
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•  Hide My Email: You can generate any number of icloud.com 
email aliases that Apple relays to your real email address without 
revealing that address to the sender. Hide My Email (iCloud+) is 
perfect for creating addresses to use in forms on webpages where 
you want to be sure you’re not spammed or your address abused 
later. See Hide Your Email. 

•  Obscuring IP addresses: Apple has added an option to obscure 
your IP address from web-based tracking as part of its Intelligent 
Tracking Protection. See Safari Blocks Cookies. 

•  Cloud-stored data: While mentioned in previous versions of the 
book, this edition explains more fully how your data may be stored 
in the cloud—particularly iCloud. See Cloud-Stored Data. 

•  iCloud Data Recovery Service: You can opt in to a recovery 
service that lets you add a contact who can help you regain access to 
an iCloud account’s website-accessible data: photos, contacts, 
device backups, notifications, and more. But not device-locked data, 
like that related to health, your iCloud Keychain entries, and much 
else. See iCloud Data Recovery Restores Some Data. 

•  App Privacy Report: You can see how apps have used your 
microphone, camera, location, contacts, and other personal or 
sensor information for the previous seven days. The feature isn’t 
due until after the initial release of iOS 15/iPadOS 15. See App 
Privacy Reporting (Coming Soon). 

•  Child protection initiatives: Apple has plans to introduce 
several measures later to iOS and iPadOS under the rubric of “ex-
panded child protection.” The new chapter Understand Apple’s 
Child Protection Approach provides an overview and an analysis of 
privacy pitfalls. Two specific sections worth calling out are on: 

‣  Communication Safety: Apple plans to offer parents an option in 
a Family Sharing plan to enable warnings children under 18 will 
see in Messages when they receive or attempt to send images 
that a machine-learning algorithm identifies as likely containing 
sexualized imagery. Parents would also be able to turn on a 
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notification option if a child under 13 proceeds to view or send 
the image. See Manage Messages for Minors. 

‣  Child Sexual Abuse Material (CSAM) scanning: To combat the 
re-victimization of people who appear in distributed images of 
sexual abuse, Apple plans to automatically check for exact 
matches of known material that is loaded onto an iPhone or iPad 
and queued for automatic syncing with iCloud Photos. See Un-
derstand Apple’s CSAM Scanning. 

•  Second-factor generation: Apple’s password manager can 
generate time-based one-time passwords (TOTPs) used as a second 
factor to validate a legitimate login at many websites and with many 
services. See Learn About Second Factors. 

Where To Find “Find My” 
Because this book has grown so much due to new features, this 
edition also sees a calving of its last chapter, formerly about the Find 
My features in iOS, iPadOS, macOS, and other Apple and third-party 
hardware. 

Originally included when Apple offered its simpler Find My iPhone/ 
iPad service, the technology has expanded significantly—including 
adding battery-powered trackers and other manufacturers’ hard-
ware—and doesn’t fit neatly into the networking, privacy, and securi-
ty focus of this book. We’ve also added details on opt-in person-
based and Family Sharing location sharing. 

We’ve created an entirely new title that encompasses all of the  
growing Find My universe, called Take Control of Find My and Air- 
Tags, which will itself become ever larger as Apple adds more fea-
tures and partners.  
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Updates and More  

You can access extras related to this ebook on the web (use the link 
in Ebook Extras, near the end; it’s available only to purchasers). On 
the ebook’s Take Control Extras page, you can: 

•  Download any available new version of the ebook for free, or buy 
any subsequent edition at a discount. 

•  Download various formats, including PDF, EPUB, and Mobipocket. 
(Learn about reading on mobile devices on our Device Advice page.) 

•  Read the ebook’s blog. You may find new tips or information, as 
well as a link to an author interview. 

If you bought this ebook from the Take Control website, it has been 
added to your account, where you can download it in other formats 
and access any future updates. 
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Introduction 
This book helps you understand networking, privacy, and security as 
they relate to connecting and securing an iPhone, iPad, or iPod touch: I 
teach you everything you need to know to make the best use of the 
tools, defaults, and options that Apple provides, while filling in the 
spots that they haven’t addressed. 

While networking be should be simple, privacy a human right, and 
security automatically configured to our best advantage, we don’t live 
an ideal world. I’ll help you cope with the differences between reality 
and what you need—and what’s possible. 

In the first part of the book, starting with Connect to a Wi-Fi Network, 
you’ll learn how to work with the three types of mobile wireless com-
munication—Wi-Fi, cellular, and Bluetooth—for general data connec-
tivity, for placing voice calls, and to enable a personal hotspot. I dig 
into Airplane Mode, AirDrop, and AirPlay as well. 

The second part begins with Control Privacy Leaks, and I explain how 
to use controls and filters to limit the ability of Apple and third parties 
to track you and to retain data to which you give them access. This 
includes new features that provide anonymized browsing (via iCloud+) 
and that block location tracking and reading messages in Mail. Apple 
has given us food for thought about how they engage with our sense of 
privacy with the addition of several elements they added with the 
intent of protecting children. 

The final section, which commences at Manage Passwords and Second 
Factors, encompasses all manner of security issues, including pass-
words, creating secure or anonymous connections over the internet, 
two-factor authentication with your Apple ID, protecting your device, 
and dealing with when it goes missing—or is stolen. 
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Connect and Secure Quick 
Start 

This book divides naturally into three parts: networking, privacy, and 
security, and chapters are organized sequentially in that fashion. You 
can also dive into particular topics across the book if you want to jump 
right into particular topics of interest. 

Connect your device: 
•  Manage the details of a Wi-Fi network and work through problems; 

see Connect to a Wi-Fi Network and Troubleshoot Wi-Fi. 

•  Tether your devices to a hotspot; see Make a Mobile Hotspot. 

•  Work with the cellular network for data and calls while managing 
usage; see Choose Between Cellular Data and Wi-Fi, Manage Cellu-
lar Features, and Place Cellular Calls via Wi-Fi. 

•  Conquer Bluetooth’s peculiarities; see Set Up Bluetooth. 

•  Dig into Apple’s particular network transfer and streaming proto-
cols; see Pass Files with AirDrop and Stream via AirPlay. 

Understand and control privacy: 
•  Learn how your privacy could be sacrificed; see Control Privacy 

Leaks. 

•  Protect your browsing habits and increase the privacy of reading 
email; see Protect Privacy with an Anonymity-Preserving Relay, 
Enable Email Privacy and Hide Your Email. 

•  Get into Safari’s many ways to block ad tracking, and how you can 
do even more; see Apple Blocks Tracking in Safari. 

•  Understand Apple’s choices to enhance child protection through 
methods that may challenge privacy; see Understand Apple’s Child 
Protection Approach. 
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•  Manage your overall device privacy; see Control System Privacy. 

Prevent intrusions, hijacking, and losses with good choices: 
•  Make good password choices; see Manage Passwords and Second 

Factors. 

•  Set up two-factor authentication and work through any problems; 
see Use Two-Factor Authentication. 

•  Use a VPN for umbrella coverage; see Protect Security with a VPN. 

•  Keep your device inaccessible to others; see Protect Your Device. 
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Connect to a Wi-Fi 
Network 

Wi-Fi works quite simply in iOS and iPadOS, but there’s a lot of detail 
hidden beneath the surface. In this chapter, learn the many ways to 
connect to Wi-Fi, manipulate network settings, and work with public 
hotspots. 

Join a Network  

Open the Settings app and tap Wi-Fi to view nearby networks. You see 
a single name for all Wi-Fi routers that broadcast a network with that 
name. Tap a network name to attempt to join it. 

You can also use a quicker method: 

1.  Swipe to reveal the Control Center—swipe up from the bottom of 
the screen on iPhones with a Home button or swipe down from the 
upper-right corner on all iPads and all other iPhones. 

2.  Touch and hold the network area. 

3.  Touch and hold the Wi-Fi icon. 

4.  Tap a network in the list that appears (Figure 1). You join the 
network immediately if there’s no password. 
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Figure 1: Touch and hold the Wi-Fi icon in the Control Center’s 
expanded network area to bring up a list of Wi-Fi networks to join. 

Tip: Tap Wi-Fi Settings to bring up Settings > Wi-Fi, which is dis-
cussed next.  

5.  A password-protected network asks you to enter that password. 
Enter the password and tap Join, and you’re connected. 

Note: For more on connecting with a password or other methods, see 
Connect to a Secure Wi-Fi Network. 

Note: In rare cases, a network’s name may be hidden and you need 
to enter its name. See Too Many Wi-Fi Networks for details on using 
the Settings > Wi-Fi > Other option. 

If you don’t have a network’s password and you’re near someone you 
know who has previously logged in, note what the Enter Password 
dialog states (Figure 2). You can bring your iPhone near any iPhone, 
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Troubleshoot Wi-Fi 
You may at times be unable to get a Wi-Fi connection to the internet. 
Here is troubleshooting advice for common cases. 

Can’t See Any Wi-Fi Networks or a 
Network You Need 

If your device can’t see any Wi-Fi networks or a network you think 
should be available, eliminate variables by trying the following: 

•  Wi-Fi disabled: Swipe to reveal the Control Center, and touch and 
hold the network panel. Make sure the label beneath Wi-Fi is set to 
On. If it is, you may need to re-select the current network. If it’s not, 
go to Settings > Wi-Fi and ensure the Wi-Fi switch is enabled. 

•  Wrong network: You may be connected to the wrong network. Go 
to Settings > Wi-Fi to see which network you’re connected to. 
Alternatively, reveal the network panel in Control Center to see the 
name below the Wi-Fi icon. 

•  Range: It’s possible that you are out of range of any network. Move 
the device closer to where you believe there’s a base station. Al-
though every Apple mobile device sports an excellent Wi-Fi radio, 
reception can be blocked by thick obstructions, such as solid stone 
and brick walls or walls made of chicken wire covered with plaster. 

•  Router: The router may be at fault. Check with others around you, 
if possible, to see if the network is visible or usable by them. 

•  Mobile device hardware failure: I have seen cases in which the 
Wi-Fi radio in an iPhone or iPad fails, requiring replacement. You 
might see the Wi-Fi switch dimmed or have constantly failing 
connections. 
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No Wi-Fi Signal Strength in the 
Indicator 

You’ve joined a network, but the signal-strength indicator in the upper 
left still shows gray radio waves instead of black. This means that an 
initial connection was made, but then you quickly moved too far away 
from the base station, or the base station was shut down or restarted 
with a new name or password. (If the connection process had failed 
while underway, you would have seen a notification alerting you.) 

Try connecting again. If that fails, restart your device: hold the side or 
top button until you see a red slider for powering down. Slide it, wait 
until the spinning indicator disappears and the screen goes entirely 
black, and then hold down the button again for a few seconds. An 
Apple icon appears and the device starts up. 

Too Many Wi-Fi Networks  

You can find yourself swimming in a sea of Wi-Fi networks in your 
vicinity, which often makes it hard to select the one you want to join. If 
you know the network’s exact name, you can type it in. Go to Settings > 
Wi-Fi and slide down until you can tap the Other button (Figure 8). 
Enter the network name exactly—near misses don’t work. 
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Make a Mobile Hotspot 
Every iPhone and every iPad with cellular has a built-in data modem 
that lets the device access high-speed mobile data networks. This 
modem lets us use our iPhone or cellular iPad while we’re traveling 
instead of having to buy a separate cellular modem or router with a 
separate monthly service fee. 

Personal Hotspot is Apple’s name for the feature that lets you connect 
other devices to your phone or tablet as a conduit to the mobile inter-
net. While the name implies a Wi-Fi hotspot connection, which is one 
component of it, you may also tether via Bluetooth or USB with desk-
top computers and other devices to extend access. All three methods 
may even be used simultaneously. 

Personal Hotspot’s availability varies by carrier, although operators 
around the world offer it: Consult this list by Apple to check on yours. 

Note: I refer to a mobile hotspot or Personal Hotspot when I mean all 
its features, but I use the term tethering when the discussion is 
specifically about Bluetooth or USB. 

Warning! Most cellular operators put limits on Personal Hotspot use. 
They may offer a data rate lower than that of your phone (600 Kbps 
instead of LTE, for instance), cut you off after a certain amount of 
data (like 15 GB), or throttle you to 128 Kbps (2G) or 3G speeds 
after a monthly cap is hit. 

Work with Personal Hotspot Settings 

Personal Hotspot is always available even when it says it’s off. That 
sounds like a strange way to provide a service, but it’s how Apple has 
approached it ever since iOS 13.1 and iPadOS 13.1. 
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In that release, a Personal Hotspot became a connection any device 
logged in to the same iCloud account can access on demand. You can 
also make it available to family members if you use Family Sharing. 
And if you want to let other people or devices outside have access, you 
can tap a button and make the device act like any mobile hotspot. 

Avoid Blowing Through Bandwidth 
Devices that connect to a Personal Hotspot treat it like a regular Wi-Fi 
or Ethernet network, making it easy to consume huge amounts of 
cellular data. On your devices that connect to a Personal Hotspot, 
pause or disable sync and backup services, like Dropbox and Back-
blaze. Some third-party apps in macOS let you disable the use of 
specific Wi-Fi networks. 

On other iPhones and iPads, you can enable Low Data Mode for their 
connections to the hotspot Wi-Fi network in Settings > Wi-Fi > 
network name. You have to be connected to change the Low Data 
Mode setting. (See Low Data Mode for more details.) 

macOS doesn’t offer a Low Data Mode, though Android does and  
Windows 10 has some tools. (The third-party app TripMode is one  
way to monitor and throttle network usage.) It would be great if  
every platform were cognizant of the increased use of mobile  
hotspots, almost all of which come with limits or overage charges.  

Personal Hotspot has three states, which are not represented by 
switches but a combination of switches and buttons: 

•  Off: You would think Off means off, but it means “standby.” Off 
appears in the main Settings app next to the Personal Hotspot item. 

•  On: If you connect with another iCloud-linked device, or a member 
of your Family Sharing group connects, the Settings app shows On 
next to its item. The On label also appears if you allow access from 
other devices or people and one of them is connected. 

•  On and Discoverable: Other devices can also connect. The label 
“Discoverable” appears only in the Control Center if you hold on the 
network area to reveal the Personal Hotspot button (Figure 10). In 
Settings, no label appears in this state! Yes, it’s very consistent. 
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Choose Between Cellular 
Data and Wi-Fi 

There are plenty of good reasons to pay attention to whether your 
iPhone or cellular iPad is accessing the internet via a Wi-Fi network or 
mobile broadband. You may need greater bandwidth than the cellular 
network can provide, or be budgeting data on a low-bandwidth plan or 
while traveling. 

Whatever the reason, you can determine which network you’re cur-
rently on and set the type of network to which your device connects. 
And you can even enable a hybrid mode to tap into cellular data when 
Wi-Fi is flaky. 

Which Network Are You On?  

iOS/iPadOS has an indicator in the status bar that shows the active 
network connection. The range of throughput is huge—from kilobits 
per second to over 1 Gbps—due to wide ranges of generations of 
cellular networks and Wi-Fi base stations still in use. 

And each mobile device supports many rates for each standard while 
also offering backward-compatible support for older networks. 

Here’s what the indicators mean: 

• No service: Can’t connect to any network. 

• : Connected via Wi-Fi. The number of waves, from a dot to three, 
indicates signal strength. Downstream rates from can be as fast as 
1.2 Gbps with an iPhone 11 series or later and the newest Wi-Fi 6 
gateways. 

•  Wi-Fi (in text): Wi-Fi Calling is enabled; see Place Cellular Calls 
via Wi-Fi for an explanation of that option. It’s a strange choice to 
use the Wi-Fi label just for calling, but there you go. 
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•  5G: 5G is the highest-speed cellular network now available world-
wide; Apple’s first 5G-capable phones shipped in October 2020. 
Because nothing is easy, you might see one of four different icons 
depending on the type or 5G network your phone has connected to 
and even the telephone carrier. This depends on which frequency 
bands are being used: low-band, mid-band, and high-band. While 
these frequency ranges don’t always correspond to throughput, in 
this case they do: low, mid, and high are slightly faster, much faster, 
and way faster than LTE, respectively. Here’s what you’ll see: 

‣ Low-band 5G: A icon appears when connected to a low-
band 5G network that roughly overlaps the wireless frequencies 
used for previous LTE networks. T-Mobile uses this symbol to 
indicate its “extended range” network, as its 5G upgrade allows a 
greater high-speed coverage area than LTE cellular transmitters 
in the same locations. Data rates will be somewhat faster than 
LTE, but not lightning fast. 

‣  Mid-band 5G: Depending on your carrier and part of the world, 
you might see either an unadorned icon or a fancier 
5GUC (Ultra Capacity) icon when your phone is on this higher-
speed 5G flavor. Data rates can average up to 100 to 300 Mbps 
downstream. 

‣  High-band 5G: In the United States only (for now), another 
version of 5G uses millimeter wave (around 30 GHz) that can 
offer up to 1 Gbps, and some carriers call this “ultrawideband.” 
For that flavor Apple shows (for some carriers, including AT&T) 
a 5G+ icon and (for others, like Verizon) a  5GUW 
icon. Upstream rates are rarely reported, but they seem to be 
about a third of downstream. 

Note: And just to scream further into the void, because ultra-fast 5G 
hasn’t deployed in most of the world, we will likely see more foot-
notes, icons, and confusing explanations in the future. 

• 5GE, shown as , and LTE: While these two identifiers seem 
entirely different, they’re really both stages between 3G and 5G. 
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Manage Cellular Features 
You can manage several features particular to cellular networks on any 
iPhone that has active service with a carrier. One of these features also 
applies to an iPad with cellular that has an active plan. 

You should consider how your carrier tracks, charges for, and throttles 
data usage on an iPhone or cellular iPad; understand limitations when 
trying to place voice calls and use data at the same time on an iPhone; 
and configure your iPhone to allow cellular calls relayed via other 
devices you own. 

Consider Bandwidth Usage  

When Apple introduced the iPhone, they convinced AT&T, the first 
carrier to offer it, to create unlimited data plans in the United States 
and a few other places. Other carriers followed. But as smartphones 
multiplied and Google entered the modern smartphone market with its 
Android operating system, networks became congested. Carriers 
pushed back and started limiting “unlimited” plans and offering fixed 
amounts of data, while charging overages beyond that. 

However, in the last few years, the pendulum has swung back to 
expansive data usage. In the United States, some major carriers offer 
only plans that are effectively unlimited: hefty monthly limits before 
service is throttled to lower speeds. A few have plans that have modest 
to generous limits in exchange for lower costs or other features. 

Carriers Outside the United States 
Carriers in many other countries also charge a flat rate and throttle  
throughput after a certain amount of data has been used. There are  
still many provisos, but overage fees in many countries have largely  
disappeared. I apologize for the slight provincialism in not digging in  
further for other nations due to the complexity; it’s difficult to keep  
up just with the constant changes among domestic U.S. carriers.  
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Carriers Shift to Throttling 
All three major U.S. cellular carriers removed overage fees on nearly all 
plans a couple of years ago and switched to what are semi-accurately 
described as “unlimited” plans, in that there is no hard limit at which 
data is throttled. (Sprint was acquired by T-Mobile, and it no longer 
offers new Sprint plans.) 

In these unlimited plans above a base tier, each line gets 50 GB or 
more a month of prioritized data. The entry-level tier and lines that 
exceed their monthly priority are then subject to congestion-based 
availability. If you’re in an area with heavy usage by other customers of 
the carrier, their throughput needs are handled first. This means you 
can get anything from modest to perfectly normal performance; there’s 
no guarantee, however. 

Carriers also used to have binary hotspot access: no hotspot usage at 
all on a plan or as much as your total data limit on the plan. With these 
no-cap plans, carriers added per-line hotspot restrictions on ones that 
include any hotspot service. 

Note: Carriers also restrict video streaming and other high-data-
usage services based on service level. Some plans only include 480p  
video, no matter how much other data you’re consuming. Carriers  
use various techniques, including detecting video streams and throt-
tling their bandwidth, even with secured connections that don’t let  
them snoop on what the content or service is.  

Here’s how the carriers provide data service along with hotspot data, 
including an older, limited plan AT&T still offers: 

•  AT&T (limited): AT&T is the only remaining carrier with a 
limited data plan and which charges for overages. In its “4GB Plan,” 
every line receives up to 4 GB of data per month, and customers pay 
$10 above that for units up to 2 GB. Phones on this plan can use 
only AT&T’s 4G LTE network. 

•  AT&T (unlimited): AT&T has three tiers of plans: the lowest is 
always congestion throttled and has no hotspot access; each line on 
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Manage Airplane Mode 
Before you’re flying so high with some guy in the sky, you need to 
disable radio communications on your mobile device. The Airplane 
Mode switch makes this simple. 

The United States allows the use of handheld personal electronics 
below 10,000 feet, even though laptops and other large devices are 
supposed to be stowed so they don’t become projectiles. (1,000-page 
books are still fine, bizarrely.) Other countries’ rules vary. 

Cellular radios remain banned, and one ostensibly should not turn on 
Wi-Fi unless in a plane equipped with Wi-Fi service. Short-range 
Bluetooth services, like those used with headphones and keyboards, 
are permitted, however. 

The FAA Caught Up with Science 
Until 2013, the FAA enforced a kind of commercial urban myth: that 
the cellular radios in cell phones as well as the circuitry in personal 
electronics like an ebook reader could cause interference with the 
avionics (electronic flight systems) on commercial aircraft. 

What’s Airplane Mode?  

Airplane Mode is available to all iPhones, iPads, and Apple Watches, 
and is a simple way to set your device to a legally required quiet mode 
as required during some stages of flight or for the entirety of some 
flights, depending on the airline, region, and other rules. 

In the Settings app, tap the switch next to Airplane Mode. You see an 
airplane icon in the top status bar when the mode is active. 

With a Watch, turning on Airplane Mode one enables it on its paired 
iPhone and vice versa. 
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When you turn on Airplane Mode in the Settings app—or by swiping to 
show Control Center and tapping the airplane button—the operating 
system turns off three separate radio systems on an iPhone, cellular 
iPad, or cellular Watch: cellular, Wi-Fi, and Bluetooth. On a Wi-Fi– 
only iPad or any iPod touch or non-cellular Watch, Wi-Fi and Blue-
tooth are disabled. 

GPS Works in Airplane Mode 
At one time, Airplane Mode disabled the GPS radio, even though 
there was no reason for that, as the radio passively receives signals 
from satellites. For years now, you can use GPS positioning with a 
map that has data stored offline, to track your path with GPS coordi-
nates, and to geotag photos and other documents. 

On flights on which Wi-Fi is available for internet access, you can 
separately tap and re-enable Wi-Fi in the Settings app. Some people 
also use Airplane Mode to reduce battery usage by disabling its radios, 
and turn Wi-Fi on for local network access. 

When you turn off Airplane Mode, all your previous settings for access 
are flipped back on. With a Watch, you have to separately disable 
Airplane mode on both the Watch and its paired iPhone. 

To Sleep, Perchance To Transmit 
When you push the side or top button on your device to put it to 
sleep, you might think it stops doing everything. But this standby 
mode is pretty active. Certain background operations continue, and a 
cellular iPad, cellular Watch, and any iPhone can receive email and 
other updates via push over a cellular data connection. 

The operating system also maintains Wi-Fi connections on a minimal 
continuous level. Sleep is more like lightly daydreaming. That’s a 
reason to use Airplane Mode: to prevent all of this from happening 
when you don’t intend it to. 
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Set Up Bluetooth 
Bluetooth wireless networking lets you connect peripherals like 
battery-powered headphones, earpieces, headsets, and keyboards to an 
iPad or iPhone for listening to music and entering text. It’s also the 
glue that binds together devices for Continuity’s Handoff features and 
connects the Apple Watch with an iPhone by default. 

While this book covers aspects of Bluetooth elsewhere, read this 
chapter to learn how to set up and manage Bluetooth devices. 

Note: Bluetooth can provide internet service by connecting an iPhone 
or iPad to another piece of hardware, such as an iPhone with Personal 
Hotspot enabled, a laptop, or a cellular router with Bluetooth as an 
option. See Make a Mobile Hotspot for details. 

Bluetooth Basics  

The Bluetooth SIG, a trade group, certifies devices as Bluetooth com-
pliant for particular profiles, which include things like text entry, 
stereo audio, file transfer, and modem access. Apple’s mobile devices 
work with any device that meets the Bluetooth spec for several profiles, 
including audio, peer-to-peer transfer, and external keyboards. 

When you connect with Bluetooth, the process is known as pairing. 
Some devices can be paired with several hosts (like computers or 
mobile devices); others can pair with only one host at a time, and must 
be re-paired to switch. Bluetooth devices are discoverable when they 
are set to allow a pairing connection. 

Note: Apple has some additional wireless technology it builds in to its 
AirPods and AirPods Pro, among other devices, that lets them connect 
to Apple equipment more quickly and simply than with the standard 
Bluetooth connection. However, the earbuds work with other hard-
ware and use standard Bluetooth for audio streaming. 
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Bluetooth is handled from Settings > Bluetooth. This view lets you turn 
Bluetooth on and off and displays a list of Bluetooth peripherals under 
My Devices and Other Devices. The My Devices list shows any devices 
that have been previously attached to the device and the current status 
of such devices. The Other Devices list displays any discoverable 
devices within range. (It’s labeled just Devices before you connect any 
Bluetooth device.) 

Bluetooth and Low Energy (LE) 
Bluetooth 4 brought a low-power mode called Bluetooth LE (some-
times called Bluetooth Smart) to the mix. It lets devices with tiny 
batteries that are meant to be changed infrequently communicate in 
tiny, power-conserving bursts. You could have Smart devices in your 
home’s alarm system, and an app could let you tap to see if any 
windows are ajar, for instance. 

Apple has used Bluetooth LE extensively in later releases of iOS, 
iPadOS, and macOS to enable signaling between devices for AirDrop 
(see Pass Files with AirDrop) and some of the Continuity features, like 
Instant Hotspot (see Access via iCloud Devices). 

Bluetooth LE is also used to communicate with the Apple Watch, and 
is a key part of HomeKit, Apple’s home-automation technology. With 
both the Watch and HomeKit, Wi-Fi is a fallback when Bluetooth 
signals don’t reach, but it consumes much more power on both ends. 

Apple supports Bluetooth 5 in most of their devices released since 
2018. It builds on features in version 4 and increases throughput and 
range. 

Pairing Any Device  

To start pairing, follow these general steps (the specifics for particular 
profiles are given later in this chapter): 

1.  Go to Settings > Bluetooth. 

2.  Activate Bluetooth discovery on the other device if required. This 
may require enabling a setting or holding down a button (some-
times a special pairing button) for several seconds. 
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Pass Files with AirDrop 
AirDrop lets you pass photos, URLs, contact cards, and any arbitrary 
file from a Mac, iPhone, or iPad to another of any of those kinds of 
hardware on the same Wi-Fi network. It’s a neat way to bypass email, 
text messaging, or a sync service like Dropbox. 

Configure AirDrop  

AirDrop is one of the simplest pieces of iOS and iPadOS technology. 
There’s only one set of choices to make (Figure 39). 

Figure 39: Control Center is where you set AirDrop access. 

To enable AirDrop, follow this sequence: 

1.  Touch and hold the networking panel, which displays the AirDrop 
icon and its status at bottom left (cellular devices) or upper right 
(Wi-Fi iPad). 

2.  Tap the AirDrop button. 

3.  Tap one of the options (Figure 40): 

‣  Receiving Off disables AirDrop. 

‣  Contacts Only shows your device only to people whose email 
address is in your Contacts. This is the default option. 

‣  Everyone lets anyone on the local network see that you’re avail-
able. 
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Figure 40: Pick how AirDrop advertises itself on a network. 

Warning! A number of people have reported receiving unwanted 
images, including obscene ones, in public places if they have AirDrop 
set to Everyone. My advice is to leave it set to Contacts Only except 
at times you need to change it momentarily to receive an item from 
someone not in your contacts. 

Regardless of this setting, anyone who has your iCloud account email 
address in their contacts will appear for you in the latest operating 
system as a more-privileged destination than folks who don’t have you 
as a contact. 

Share with AirDrop  

AirDrop is available in any share sheet in iOS, iPadOS, and macOS: 
you can send URLs, files, photos, contacts, and other items to anyone 
nearby. 

When you tap the Share icon on an iPhone or iPad, AirDrop be-
comes available in two ways. First, any nearby person for whom you’re 
a contact appears among a list of possible recipients in a top row 
starting at furthest left with an AirDrop icon overlaid (Figure 41). 
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Stream via AirPlay 
Apple’s AirPlay technology lets you stream audio and video from Apple 
equipment to other hardware. On an iPhone or iPad, that includes 
mirroring the display. 

AirPlay destinations include stereo receivers, wireless speaker systems, 
computers, smart TVs, the Apple TV, HomePods, and more. Apple 
licenses the specification to other companies, and a wide range of 
audio/video equipment includes AirPlay support. 

In this chapter, you’ll learn how to configure devices to receive AirPlay 
streams, use AirPlay from your iPhone or iPad, and how to use AirPlay 
beyond the limits Apple’s software and hardware. 

Configure AirPlay Destinations  

It’s hard to buy a current model of any device that can play audio, 
video, or both, or pass it through—like a stereo receiver/switcher—that 
lacks AirPlay support. Some come with AirPlay configured to work out 
of the box; others require some configuration, or let you set a passcode 
for network-based access. 

In all cases, an AirPlay destination has to be on the same local Wi-Fi 
network as the device that wants to stream to it. For some devices, you 
may also need Bluetooth enabled for certain features, such as audio 
transfer with a HomePod. 

Configure an Apple TV for Audio and Video 
To configure an Apple TV for AirPlay audio and video, turn on your 
Apple TV, navigate to its Settings menu, and then select AirPlay. You 
can now: 

• Select AirPlay to toggle it on or off (Figure 47). 
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Figure 47: Apple TV lets you set AirPlay’s name and whether securi-
ty is active. 

•  Select Apple TV Name to set the device’s identifier in the AirPlay list 
used by other hardware and software on the network. 

•  Select Security and set a password. 

Any AirPlay source can now stream audio or video, including mirror-
ing its displays and streaming the associated device audio. 

Connecting with a Passcode or Password 
An AirPlay audio or video device can be locked with either a four-digit 
passcode or a password. You may be prompted to enter the code 
once ever or every time you connect. 

Your two options for access are: 

✦ Code access: The device to which you’re connecting will display 
the four digits. Enter those in the mobile device to connect. 

✦ Password: You enter the password set on the destination device. 

Configure Other Destinations 
Fortunately, most non-Apple audio/video gear that supports AirPlay 
automatically enables it out of the box. You may need to check whether 
your model includes AirPlay features, or consult the maker’s documen-
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Control Privacy Leaks 
What information should you be concerned about other people getting 
their hands on, whether it’s owned by you or about you? In this chap-
ter, I take a walk through a few different ways to slice that question so 
that you know in the coming chapters precisely what you want to 
allow, monitor, and block. 

The difference here between privacy and security is that to constitute 
an invasion of privacy it doesn’t necessarily require that a malicious 
party or malware obtain the information discussed below. Where it 
tips into security issues, discussed in the last section of the book, is 
when you’re explicitly preventing unwanted intrusion that is malicious, 
criminal, or on behalf of government agencies. 

Where Data Lives  

Data is a monolithic term, but when we talk about your data being 
accessible to other parties, or leaking, we should define where it comes 
from: 

•  Stored data on your device. The operating system, its apps, and 
remote systems may be able to access, with or without permission, 
information you have stored on your mobile hardware. This can 
include contacts, photos, and emails. 

•  Device hardware. The operating system offers highly granular 
permission control for every kind of hardware element, whether a 
microphone or an activity sensor. This information can be extreme-
ly private. An app that can record you speaking or that can shoot 
video without your knowledge and stream or upload it later would 
be terrifying. 

•  Data in transit. Information traveling between your iPhone or 
iPad and a legitimate destination could be intercepted or tampered 
with. 
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•  Information stored at a website. Any interaction with a site 
can lead to it storing information about you, whether associated 
with an account and willingly provided or tracked and associated 
with a unique ID. This might include a stream of location data, 
identifying exactly or roughly where you were and at what time. 

•  Cloud-stored data. Many services we use rely on data stored in 
the cloud, a collection of servers without a specific location, as 
information can be fluidly stored among whatever servers are 
available for primary storage and redundancy. Clouds often diffuse 
storage within a data center, among servers across a country, and 
spanning locations around the globe. 

What Kinds of Data  

Beyond where data is located, you should also consider the kinds of 
information that you store on your iPhone and iPad and how it might 
be used. Just the way in which you use the internet could provide 
fodder for legitimate and illegitimate purposes. 

Behavior 
Whatever you do can be tracked, although Apple makes it hard for 
some of this information to leak or be requested by anyone other than 
Apple. Almost all of the following requires permission from a user 
(discussed in Apple Blocks Tracking in Safari), unless a malicious app 
was installed, which is unlikely. 
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Apple Blocks Tracking in 
Safari 

Advertising-technology companies have built elaborate ways to track 
us across websites, apps, and even real-world purchases that we make. 
They extract location information from ads and trackers embedded in 
apps that let them overlay our physical location—without our explicit 
permission or knowledge—with our digital activities. It’s incredibly 
creepy and a huge violation of trust. In some countries and regions, it’s 
outright illegal. 

The goal isn’t just to invade our privacy. Rather, ad-tech networks 
assemble a valuable profile of us, full of demographics (our age, race, 
income, and so on) and our purchasing habits. This allows them to 
charge the highest fees from advertisers, who believe super-targeted 
ads produce better outcomes. 

Note: There’s evidence that some kinds of targeted ads work. But 
ad-tech companies charge so much, go to such lengths to obscure 
their workings, and provide such poor results overall, that the majori-
ty of the premium paid for targeting is basically wasted by advertis-
ers, who are starting to get wise. 

Consumers increasingly have had enough, and hundreds of millions of 
people use ad blockers, anti-tracking software, private browsing, and 
other tools to disrupt unwanted online tracking. 

Apple has taken a strong stance in this area, and in each new release of 
Safari across all its platforms in the last few years has added additional 
features designed to block unwanted tracking—particularly tracking 
that uses loopholes or isn’t disclosed in an ongoing way—while also 
providing more information to users about exactly what’s going on. 

In this chapter, I look at some long-term Safari behaviors and several 
additions Apple has put in place over the last few years that limit how 
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ad-tech companies can match us to existing profiles or track us over 
time and place. 

Private Relay Enhances Privacy in iCloud+ 
The biggest change to Safari anti-tracking technology in iOS 15 and 
iPadOS 15 weirdly isn’t in Safari. Instead, it requires iCloud+, Apple’s 
new name for the bundle of service offered to any paid tier of iCloud. 
For Safari, iCloud+ adds the option of iCloud Private Relay for iOS, 
iPadOS, and macOS, enhancing anonymity while browsing. Because 
this feature also relates to securing data over a network, I discuss it 
in Protect Privacy with an Anonymity-Preserving Relay. 

Safari Blocks Cookies  

A browser cookie is a short piece of text that a web server sends a 
browser as part of its response to a page or media request. The brows-
er, based on various rules, may store the cookie and hold it for a period 
of time. On subsequent requests to the same web server, the browser 
sends back the text. 

Browser cookies are often used to store a unique identifier after some-
one logs in or across a visit. That allows the server to preserve state, or 
continuity of a session for a browser across the site. (The web was 
designed to be stateless, so that each page or media request stands 
alone. That’s great until you want to accomplish any task on a site, 
including setting a default text size.) 

Starting in 2017, Apple revamped how they approach cookie storage 
and user choice. Previously, you had to select one of four options that 
had a lot of nuance behind them, and it wasn’t always obvious which 
one was correct. 

Since then, there are just two switches: Prevent Cross-Site Tracking 
(on by default) and Block All Cookies (off by default). 

124 

Click here to buy the full 283-page “Take Control of iOS & iPadOS Privacy and Security” for only $14.99!

https://www.takecontrolbooks.com/cart/?add-to-cart=647502


 

         
            

            
          

       
      

         
        

        
            

          
         

           
        

             
            

          
             

           

           
           

        

        

      
             

          
       

Understand Apple’s Child 
Protection Approach 

In August 2021, Apple announced that various products, primarily iOS 
15 and iPadOS 15, would include a set of three distinct new behaviors 
and options that they said were designed to enhance the protection of 
children. That included children using Apple devices and those who 
might be victimized—or re-victimized as children or adults—through 
people’s use of Apple hardware and services. 

But not so fast. Apple’s proposals caused an extraordinary backlash 
from privacy advocates, electronic rights groups, and groups associat-
ed with domestic-violence victims, LGBTQ+ youth, and others. Maybe, 
they said, Apple didn’t think out the implications of how these new 
systems would work in exposing people’s privacy, offering inroads for 
governments to demand surveillance, and potentially put at-risk kids 
at greater risk from parents who rejected their identities? (See Be 
Informed on Privacy Concerns for more about these concerns.) 

As a result, on Sept. 3, 2021, Apple said they would delay the introduc-
tion of the features until after the release of their operating systems 
updates for iPhones, iPads, and Macs, and have discussions with many 
groups. They haven’t set a new date for when these features may roll 
out and we certainly don’t yet know what changes might be made. 

However, because Apple released a small ocean of details about their 
initial plans, this chapter addresses what we know in September 2021. 
This book will be updated when we do know. 

Here’s what Apple initially said they would roll out: 

•  Warnings and notifications in Messages (Communication 
Safety): Parents who have child under the age of 18 in a Family 
Sharing plan will have the option to let Messages use machine-
learning-based identification of images with sexual content. Minors 
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will be warned and, for those under 13, parents can optionally be 
notified. 

•  Child sexual abuse material (CSAM) detection of images 
queued for upload to iCloud Photos: Apple will rely on an 
encrypted database of fingerprints (a kind of non-image-based 
abstract of a picture) to mark potential CSAM among images a user 
adds via their iPhone or iPad with iCloud Photos enabled. 

•  Guidance in Siri and Search related to child-
endangerment-related requests: Making certain requests of 
Siri or via search for information related either to obtaining CSAM 
or about reporting or experiencing child abuse will result in more 
targeted responses. 

Note: These protective measures will first rollout to U.S. customers. 
No date or roadmap has been released about future expansion. 

There’s a lot to understand about these services, particularly given that 
Apple could decide to not roll out any or all them, revise parts of the 
way they work, or rebuild them from scratch. In this chapter, I’ll give 
you a sketch of what Apple initially planned to do and how it affects 
you—and what controls you will likely have over it. 

Warning! The following doesn’t constitute legal advice (or any 
recommendations about your behavior!), but an attempt to tease out 
the territory into which Apple is wading with its new feature. 

Manage Messages for Minors  

Communication Safety is a feature Apple has said they will add to 
Messages in future releases of iOS 15/iPadOS 15 and at or after the 
release macOS 12 Monterey. The intent is to give parents the ability to 
influence and even be notified by their under-18 children sending and 
receiving imagery that may be of a sexual nature—whether the minors 
are passing around pictures from online porn or taking pictures of 
themselves. 
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Set Up for Privacy 
It’s a privacy conundrum. When you’re setting up an iPad or iPhone 
from scratch, Apple encourages you to enter personal or private details 
and connect your mobile device to their services before they let you 
fully choose how you want to share data. 

In this brief chapter, I explain what you need to do when setting up a 
new device or erasing one to share as little as possible from the get-go. 
In each case, I explain how you can choose to set up a feature or share 
your data at a later point if you wish. 

After starting setup and selecting a language and country, Apple guides 
you through setup, which involves a number of decisions about what 
you disclose. 

Note: If you opt for the Quick Start process in iOS/iPadOS 15—which 
communicates over Wi-Fi to copy settings from a physically nearby 
phone you currently use—you can review privacy decisions instead of 
just copying ones on your current device. This is a significant im-
provement from the previous release. 

You may see all or just some of the following screens (and potentially a 
few different ones), although they should appear in this order: 

•  Choose a Wi-Fi Network: Apple won’t let you proceed until you 
either select a Wi-Fi network or, on a device with an active mobile 
data plan, tap Use Cellular Connection (Figure 63). The moment 
you do this, some information about your activities starts transmit-
ting immediately—although it’s not much at this point! 
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Figure 63: You have to pick a network to proceed. 

•  Data & Privacy: Apple alerts you that in using iOS or iPadOS, you 
see the icon shown in the screen whenever Apple wants to use your 
personal information (Figure 64). This step collects no informa-
tion. Tap More Info and Apple disgorges an incredibly long list by 
category that you can tap through (Figure 65). It’s really absurdly 
long—you could spend hours if you read every entry. 

Note: This Data & Privacy screen first appeared in iOS 14/iPadOS 14 
as a welcome preface to how the operating system later interacts 
with you. 
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Control System Privacy 
Apple states repeatedly that they are committed to keeping their 
customers’ data private, and they do seem to do a better job than other 
companies because they’re primarily interested in selling us products— 
hardware, software, and services—rather than treat us as the product 
for advertisers or advertising. 

However, there are both centralized and scattered settings that let you 
control on a large scale and in small ways all sorts of data that leaks 
from your iPhone or iPad to Apple and beyond. 

Note: Apple’s full privacy policy spells out in great detail how they  
promise to handle your personal data and information about you.  

Much of the information iOS/iPadOS captures about you and sends to 
Apple’s servers is used to improve your “experience.” For example, Siri 
can’t work without sending your voice off to central processing, and it 
learns more about you over time as you correct its dictation and travel. 
But you can also reset Siri at any point, and it forgets forever the 
connection between any interaction and your device. 

Apple typically tries to capture the least amount of information they 
need, and when they need to make a connection between you and that 
data, they associate your information with a tag that isn’t connected 
permanently to your identity. You can disassociate from that tag and 
forget most or all of that information with a tap. 

In this chapter, I examine the many places where you control what you 
allow Apple to know about you, and how to either prevent sharing 
details (such as your location) or cause Apple to delete your data. 

Note: Enable Screen Time in Settings > Screen Time, and its Content 
& Privacy Restrictions options let you lock all privacy settings in 
whatever state you like. You can choose to unlock them, but it cre-
ates a static default state. 
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Apple Doesn’t Track for Its Ad Services 
Apple used to engage in some permission-based tracking for ads 
served by its own ad platform. Starting with iOS 14/iPadOS 14, 
however, Apple no longer does. It states via a link at Settings > 
Privacy > Apple Advertising ”that it does not link user or device data 
collected from our apps with user or device data collected from third 
parties for targeted advertising or advertising measurement purpos-
es, and does not share user or device data with data brokers.” 

The one setting that remains in that area is a switch for Personalized 
Ads, off by default. If you enable it, Apple will deliver “relevant” ads, 
but it doesn’t explain exactly how it determines what’s relevant. 

Manage Siri Privacy  

iOS and iPadOS’s voice-processing technology mostly lives in Apple’s 
cloud, and thus you need a live network connection to use Siri and 
Dictation. When you speak to Siri, it passes what you say to Apple’s 
servers for a response—and other information to help provide better 
cues as to what you mean. 

Apple says they generate a random identifier that can’t be connected 
back to you and associate with it a variety of information for up to six 
months: computer-generated transcripts of what you said, audio (only 
if you opted in; see sidebar, next), approximate but not exact location 
(if you allow it), device specifications, and performance statistics. For 
Safari-based suggestions, which contain potentially more sensitive 
requests, the random ID changes every 15 minutes. 
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Keep Creeps Away 
Every technological breakthrough has a downside. iMessage was a big 
step up over text messaging: encrypted to just the members of a 
conversation, allowing long messages, including rich media. It was 
kind of perfect. Except Apple never thought about it being used for 
harassment. 

There was no way to block unwanted incoming iMessages, even though 
carriers offered various tools to block incoming calls and, in some 
cases, text messages from numbers you specified. The same was true 
for FaceTime audio and video. 

Apple added the first blocking tools several years ago and gradually 
broadened since then. In this chapter, I look at Apple and third-party 
options for blocking and improved carrier-based caller ID signals. Let’s 
start, however, with what Apple doesn’t block—and doesn’t provide 
tools for other companies to, either. 

What Apple Doesn’t Block  

Despite Apple and third-party options, the company still provides too 
many ways for targeted harassment and spammy patterns of contact to 
occur, both of which should be well within their ability to curtail: 

•  You can’t create a list of permitted phone numbers representing the 
only calls you want to receive at all or have your phone notify you 
about. 

•  Management tools for blocked phone numbers are extremely poor— 
basically a list. There’s no good way to manage the block list de-
scribed below and you can’t create wildcard matches, like “all 
numbers starting (939) 555-”. 

•  You can’t block SMS/MMS messages from unknown recipients 
(they are placed in a separate tab, as noted below). 
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•  Your iPhone doesn’t let you block a frequent pattern of calls, either 
from unknown sources (no Caller ID), from similar numbers, or 
over short periods of time. Some third-party tools may help. 

You’d think given the severity of phone and text harassment, Apple 
would advance further on these fronts. 

Block Numbers and Email Addresses  

Apple lets you block incoming voice calls, text messages, iMessages, 
FaceTime calls, and email messages by specifying a phone number or 
email address. 

Because email addresses can be used with iMessage, FaceTime, and 
email, and phone numbers can be used with SMS, calling, iMessage, 
and FaceTime, it makes sense to have a single block list across all these 
services. Block lists are also synchronized across appropriate software 
on iOS, iPadOS, and macOS on all devices logged in to the same iCloud 
account. 

You can block phone numbers and email addresses one at a time: 

• In Phone, you can select any number and tap the info button (or 
select any contact) and then tap Block This Caller. 

•  In Messages, tap a conversation, tap the avatar, tap the info 
button, tap Info button, and tap “Block this Caller.” 

• In FaceTime, tap the info button next to any Video or Audio 
entry, and tap “Block this Caller.” 

• In Mail, tap a sending address and then tap “Block this Contact.” 

Once you tap and confirm with “Block this Contact/Caller,” all associ-
ated information is added to the Blocked or Blocked Contacts list 
(Figure 89). 
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Manage Passwords and 
Second Factors 

Apple’s built-in password-management system creates, manages, and 
fills in strong, unique passwords for every website you visit and every 
app you use that has opted to work with the system. 

Whenever you visit a webpage in Safari, tapping in the password 
field—or sometimes also in the username or account name field— 
prompts you with a stored password that the operating system thinks 
is the best fit. This is often the case as well in both Apple and third-
party apps. 

Apple first presents a single password, which is one of the following: 

•  The most likely best-matching password the operating system has 
stored in iCloud Keychain or the local operating system store of 
passwords. 

•  The password you used previously for the site or app if you logged 
in to it before using this system. 

•  The best-matching password in a third-party manager if there’s no 
iCloud or locally stored one. (Apple offers full-fledged integration of 
these third-party apps.) 

If there’s no match, Apple displays a key icon and the word Pass-
words. 

If iOS/iPadOS has additional matching logins for a website or app than 
the single one, you can tap a key icon to bring up a list of all those 
that match under the “Choose a saved password to use” list, identified 
by if stored in a third-party manager. If none of those logins suffice, 
you can also select, from the bottom of that list, iCloud Keychain or 
any third-party password manager installed. 
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To apply a stored password, you’re prompted for Touch ID or Face ID 
before the system fills in the password. 

Tip: For a lot more about the ins and outs of creating good pass-
words and using password managers, read Joe Kissell’s Take Control  
of Your Passwords. For insight on 1Password, read his more tightly  
focused Take Control of 1Password.  

If you have iCloud Keychain enabled, all your passwords are synced 
among all your devices logged in to the same iCloud account and on 
which you have iCloud Keychain active. Apple uses a cryptographic 
approach for syncing in which they never have access to keys necessary 
to decrypt your data—only your devices possess those. 

Tip: You can enable and disable iCloud Keychain in Settings in iOS  
and iPadOS and via the Apple ID system preference pane’s iCloud  
settings in macOS.  

Examine Stored Passwords  

Settings > Passwords is the main interface through which you manage 
the operating system’s security for your secrets. Tap it and then vali-
date via finger or face, and you’ll see a list that can be scrolled through 
or searched within (Figure 92). 

Figure 92: This is a heavily redacted list of my passwords. 
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Connect to a Secure Wi-Fi 
Network 

Most home networks are secured, and business networks almost 
universally employ some way of keeping outsiders out. Connecting 
to these secured networks is often as easy as entering a password, but 
not always. This chapter helps you handle any difficult security situa-
tions you encounter. 

For anyone setting up Wi-Fi security for a network, you can read up 
about the kind of security to deploy and how users with mobile devices 
can connect. 

Note: Cellular networks have their own security methods that users  
can’t change or control.  

Warning! Public hotspots, whether free or fee, typically have no  
encryption protecting data; if they have security enabled, it’s via a  
shared password that provides no effective protection from other  
people on the network. That’s changing with WPA3 (see WPA3 Pro-
vides More Discrete Encryption, below), but it’s not in deployment  
yet. When you connect, I recommend using only secured services,  
and you might consider a virtual private network (VPN) service, too.  
Read Protect Security with a VPN for details.  

Connect to a Small Network  

Nearly all home and small-office networks with wireless security 
enabled require the entry of a password. Enter the password when 
prompted, tap Join, and, if entered correctly, you’re done. 

The password is stored in iOS/iPadOS, and the next time you’re near 
the same network it’s automatically supplied. If you don’t want to join 
the network automatically the next time you’re nearby, or don’t want 
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to store the password on your device, launch Settings, tap Wi-Fi, tap 
the info button next to the network, and tap Forget This Network. 
(This works only while you’re connected to the network.) See Forget 
This Network for more information. 

iCloud Syncs Wi-Fi Passwords 
If you have iCloud Keychain enabled, entering a Wi-Fi network 
password synchronizes it against all devices connected to the same 
iCloud account. You won’t have to enter the password on any of those 
devices after the next time they have internet service. Thus, you 
might connect to a network via the operating system that you’ve 
already connected to in macOS and not be prompted, and vice versa. 

Because this data is synced only via a local network or the internet, I 
recommend connecting your non-cellular device or devices first to a 
new network. They will sync the Wi-Fi password once connected to 
your iPhone or cellular iPad if those devices have mobile connections, 
and then they will automatically connect. 

Warning! Readers have told me that they can wind up in an iCloud 
Keychain loop: they delete a network on one device, but iCloud 
Keychain re-syncs it from another before the deletion takes place and 
syncs outward! There’s no real solution: persist at removing the 
network until it “sticks.” 

Share a Wi-Fi Password 
iOS and iPadOS have two easy ways to share a Wi-Fi password with 
someone in the vicinity: via Bluetooth and with a QR Code. 

Share a Wi-Fi Password with Someone in Your 
Contacts 
You have a simple way to share a Wi-Fi password with someone 
nearby—it requires just a single tap. Both the person already connected 
and the person connecting must have Bluetooth enabled, and the 
sharing person needs the other person’s iCloud account email in their 
Contacts. 

226 

Click here to buy the full 283-page “Take Control of iOS & iPadOS Privacy and Security” for only $14.99!

https://support.apple.com/en-us/HT204085
https://www.takecontrolbooks.com/cart/?add-to-cart=647502


 

        
           

         
         

 

              
           

      

            
          

            
             

            
         

             
             

             
        

        
   

        
           

               
  

Use Two-Factor 
Authentication 

Apple’s two-factor authentication (2FA) for Apple ID lets you secure 
access to your accounts with a password plus something extra that you 
have under your control. I discussed second factors briefly—in Learn 
About Second Factors, focusing how second factors are used with 
account logins. 

In this chapter, you learn how to set up 2FA, how to secure your 
trusted elements against discovery or loss, and how to reset an ac-
count. 

What Have You Got in Your Pocket?  

Apple lets you tie in an Apple ID for many purposes in iOS and 
iPadOS: for iCloud sync, iCloud Drive, App Store purchases, iMessage, 
and more. However, unless you make an extra effort, an Apple ID is 
protected only by the password you set. It can be reset and potentially 
hijacked in a number of ways should someone gain access to your 
email or know your security questions for resetting a password. 

The way around this is two-factor authentication. A factor is a bit of 
proof that you are who you say you are. Requiring two factors of 
different sorts makes it more likely that you are the legitimate owner of 
an account or have authorized access for a service. 

A two-factor system generally employs something you know, such as a 
memorized password, coupled with something you have or possess— 
such as a phone, a smartcard, or other hardware—or something you 
are, like a fingerprint. Usually there’s an emergency backup, too: a 
one-time code that can be used in a pinch, or a process that lets you 
prove your identity. 
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In Apple’s implementation, when you enable 2FA, you keep your 
existing Apple ID password, and add at least one phone number that 
can receive SMS (text) messages or voice calls, and one or more trusted 
devices, which can be an iPhone, iPad, iPod touch, or Mac. 

Warning! Once you turn on 2FA, if you can’t recall your password or 
lose access to your phone number and all your trusted devices, you 
have to go through a recovery process with Apple to regain access to 
your account, which can take up to a week. If you can’t prove to 
Apple you’re the legitimate owner, you have to create a new Apple ID, 
which makes you lose access to any associated purchases, unsynced 
items, backups, and the like. 

The Risk of SMS 2FA Factors  

Apple’s system doesn’t rely primarily on SMS codes to deliver a second 
factor. Some other companies that use 2FA also now prefer their own 
system (like Dropbox and Google’s device-based app approval for 
logins). Many also emphasize authentication-app generated code that 
uses time-based one-time passwords (TOTPs), discussed earlier in 
Learn About Second Factors. 

Note: Apple’s TOTP can’t be generated by any authentication app:  
not its own built-in support in iOS 15/iPadOS 15 or any third-party  
app’s system.  

But Apple and nearly all of these other companies allow SMS as a 
fallback option. Apple doesn’t let you disable trusted phone numbers 
entirely. That’s unfortunate, because text messaging has become an 
unreliable way to deliver a security token, even though you might think 
it won’t affect you. 

People engaged in identity theft, particularly to siphon cryptocurrency 
from wallets and real currency from bank accounts, use a combination 
of social engineering (talking people into something, like customer-
service reps), phishing, and account hacking to move a phone number 
from the authorized party’s phone to one under their control. 
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Protect Privacy and 
Security on a Network 

When your data is sent over a network, particularly and largely over 
the internet, there’s no way of knowing the route it takes from your 
device to a server or other person’s phone, tablet, computer, or gaming 
system on the other end. For many years, we just lived with this 
uncertainty, reserving encryption for e-commerce, financial services, 
and account logins over the web. 

But about a decade ago, it became crystal clear through whistleblow-
ers, leaks of government information, and independent researchers 
that governments, criminals, and other hostile parties were huffing 
heavily from the data pipes used to carry our information around. 

The only solution was to encrypt data as it entered and left our hard-
ware, and the only question was “by which methods?” 

A multi-year effort by browser makers (including Apple, Mozilla, and 
Google), cloud-services providers, and open-source security projects 
and nonprofit organizations led to a massive increase in the percentage 
of websites that employ HTTPS to allow fully encrypted sessions 
between a browser and the website (Figure 115). Email hosting 
companies and apps also shifted hard towards encrypted data links in 
this period, too; in fact, it’s difficult to find a service that lets you 
retrieve or send email over an unsecured connection. 

Behind the scenes, apps in iOS, iPadOS, and macOS increasingly 
shifted from unencrypted communications with servers to encrypted 
ones, too, typically relying on the same technology. Apple added a 
requirement for nearly all apps in its various App Stores to upgrade to 
encrypted communications starting in 2016. 
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Figure 115: This chart shows the increase in percentage of pages 
loaded using HTTPS via the Chrome browser. All charts by browser 
or pinging websites show similar results over that period. 

Encrypted web and email connections can still leak information. 
Someone on a local network or any point between you and a server can 
determine you’re connecting to a given website, email host, or using a 
particular company’s app—and sometimes infer a lot about what 
actions may be going on inside that protected tunnel. 

Meanwhile, from a privacy standpoint, any website you visit or app you 
use—and sometimes their ad-network partners—learn a lot about you, 
as discussed extensively in Control Privacy Leaks and Apple Blocks 
Tracking in Safari. 

What if you could extend a veil of privacy more comprehensively, 
preventing other parties from learning too much about you when you 
don’t want them to and staunching the leak of metadata about your 
encrypted activities? 

You can employ two strategies separately or together quite easily in 
iOS 15/iPadOS 15, one of them new. With Apple’s iCloud Private Relay, 
you can obscure your identity when browsing in Safari. And by sub-
scribing to a virtual private network (VPN) service, your behavior 
becomes fully shrouded in mystery from all who want to invade your 
privacy. Let’s look at iCloud Private Relay first. 
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Protect Your Device 
Now that you know how to keep your data from being intercepted in 
transit, how can you prevent your stored data from being rifled if your 
iPhone or iPad is outside your control? 

Apple has three robust ways to secure a device: with a passcode, Touch 
ID for fingerprint recognition, and Face ID for facial recognition. Apple 
includes Touch ID or Face ID as part of all its current models of mobile 
hardware. Only iPhone and iPad models with Touch ID or Face ID can 
run iOS 15 and iPadOS 15. 

Note: iOS 15 runs only on the latest iPod touch, the 7th-generation  
model, which ironically doesn’t have Touch ID.  

When a device is on and locked, its data is inaccessible until a passcode 
is entered or Touch ID/Face ID accepted, which unlocks the encryp-
tion keys needed to read stored information. 

Warning! If you forget the passcode and Touch ID or Face ID isn’t 
available (such as after a reboot), your data stored only on the device 
is lost forever. iCloud and other cloud-stored data remains available 
as long as you have that account information. 

Use a Passcode  

Your single best protection against anyone unauthorized having access 
to data is enabling the passcode lock. This allows you to set a code 
required to wake and gain access to the device. 

When Touch ID or Face ID is enabled, you must also have a passcode 
set, and Apple will ask you for that passcode on a regular basis. 

Let’s start with setting up a strong passcode, and then move on to 
when you’ll be prompted for one. 
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Set up a Passcode 
To set the passcode lock, follow these steps: 

1.  In Settings, tap Passcode. On Touch ID-equipped devices, the 
option reads Touch ID & Passcode; with Face ID, Face ID & Pass-
code. 

2.  Tap Turn Passcode On. 

3.  If you want to use the default, a six-digit passcode, tap it in and re-
enter it when prompted. 

You can also opt to tap Passcode Options and pick an alphanumeric 
password of letters, punctuation, and numbers; a custom numeric 
code; or a four-digit numeric code (Figure 120). 

Figure 120: You can opt for a more complicated or shorter pass-
code. 

Warning! Many mobile security gurus say not only are four digits too 
few to resist cracking, but six aren’t enough, either. They recommend 
picking a memorable short phrase that’s easy to enter but impossible 
to guess. See Manage Passwords and Second Factors for advice. 
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About This Book 
Thank you for purchasing this Take Control book. We hope you find 
it both useful and enjoyable to read. We welcome your comments. 

Ebook Extras  

You can access extras related to this ebook on the web. Once you’re 
on the ebook’s Take Control Extras page, you can: 

•  Download any available new version of the ebook for free, or buy 
a subsequent edition at a discount. 

•  Download various formats, including PDF, EPUB, and Mobipocket. 
(Learn about reading on mobile devices on our Device Advice page.) 

•  Read the ebook’s blog. You may find new tips or information, as 
well as a link to an author interview. 

•  Find out if we have any update plans for the ebook. 

If you bought this ebook from the Take Control website, it has been 
automatically added to your account, where you can download it in 
other formats and access any future updates. 

More Take Control Books 
This is but one of many Take Control titles! We have books that cover 
a wide range of technology topics, with extra emphasis on the Mac 
and other Apple products. 

You can buy Take Control books from the Take Control online catalog 
as well as from venues such as Amazon and the Apple Books Store. 
But it’s a better user experience and our authors earn more when you 
buy directly from us. Just saying… 

Our ebooks are available in three popular formats: PDF, EPUB, and 
the Kindle’s Mobipocket. All are DRM-free. 
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About the Author  

Glenn Fleishman never stops writing about technology and its implica-
tions. He’s in his third decade of writing for publications as varied as 
American History, Fast Company, the Economist, Increment, the 
New York Times, Macworld, and TidBITS, and many others. In 2012, 
he was a two-game champion on Jeopardy! 

Shameless Plug 
I don’t write just ebooks—I also produce ones of actual physical matter, 
too. My latest is Six Centuries of Type & Printing, a title that traces the 
technology and advancements in making type, composing it into words 
and pages, putting ink on it, and pressing it to paper from before 
Gutenberg’s perfection of metal printing types through the digital era 
in which type transcends the printed page. 
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cloth-bound hardcover book with foil stamping that comes in its own 
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Copyright and Fine Print 
Take Control of iOS & iPadOS Privacy and Security, Second Edition 
ISBN: 978-1-95-454613-4  
Copyright © 2021, Glenn Fleishman. All rights reserved.  

alt concepts inc. 4142 Adams Ave. #103-619, San Diego CA 92116, USA 

Why Take Control? We designed Take Control electronic books to help readers regain 
a measure of control in an oftentimes out-of-control universe. With Take Control, we also 
work to streamline the publication process so that information about quickly changing 
technical topics can be published while it’s still relevant and accurate. 

Our books are DRM-free: This ebook doesn’t use digital rights management in any 
way because DRM makes life harder for everyone. So we ask a favor of our readers. If you 
want to share your copy of this ebook with a friend, please do so as you would a physical 
book, meaning that if your friend uses it regularly, they should buy a copy. Your support 
makes it possible for future Take Control ebooks to hit the internet long before you’d find 
the same information in a printed book. Plus, if you buy the ebook, you’re entitled to any 
free updates that become available. 

Remember the trees! You have our permission to make a single print copy of this 
ebook for personal use, if you must. Please reference this page if a print service refuses 
to print the ebook for copyright reasons. 

Caveat lector: Although the author and alt concepts inc. have made a reasonable effort 
to ensure the accuracy of the information herein, they assume no responsibility for errors 
or omissions. The information in this book is distributed “As Is,” without warranty of any 
kind. Neither alt concepts inc. nor the author shall be liable to any person or entity for any 
special, indirect, incidental, or consequential damages, including without limitation lost 
revenues or lost profits, that may result (or that are alleged to result) from the use of these 
materials. In other words, use this information at your own risk. 

It’s just a name: Many of the designations in this ebook used to distinguish products 
and services are claimed as trademarks or service marks. Any trademarks, service marks, 
product names, or named features that appear in this title are assumed to be the property 
of their respective owners. All product names and services are used in an editorial fashion 
only, with no intention of infringement. No such use, or the use of any trade name, is 
meant to convey endorsement or other affiliation with this title. 

We aren’t Apple: This title is an independent publication and has not been authorized, 
sponsored, or otherwise approved by Apple Inc. Because of the nature of this title, it uses 
terms that are registered trademarks or service marks of Apple Inc. If you’re into that sort 
of thing, you can view a complete list of Apple Inc.’s registered trademarks and service 
marks. 
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