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Read Me First
Welcome to Take Control of Your Online Privacy, Second Edition,
version 2.0, published in May 2015 by TidBITS Publishing Inc. This
book was written by Joe Kissell and edited by Geoff Duncan.
This book explains potential privacy risks in everyday online activities
like Web browsing and sending email, and suggests strategies for
avoiding common pitfalls and improving online privacy.
If you want to share this ebook with a friend, we ask that you do so
as you would with a physical book: “lend” it for a quick look, but ask
your friend to buy a copy for careful reading or reference. Also, you
can Teach This Book.
Copyright © 2015, alt concepts inc. All rights reserved.

Updates and More
You can access extras related to this book on the Web (use the link in
Ebook Extras, near the end; it’s available only to purchasers). On the
ebook’s Take Control Extras page, you can:
• Download any available new version of the ebook for free, or buy
any subsequent edition at a discount.
• Download various formats, including PDF, EPUB, and Mobipocket.
(Learn about reading on mobile devices on our Device Advice page.)
• Read the ebook’s blog. You may find new tips or information, links
to author interviews, and update plans for the ebook.
If you bought this ebook from the Take Control Web site, it has been
added to your account, where you can download it in other formats
and access any future updates. However, if you bought this ebook
elsewhere, you can add it to your account manually; see Ebook Extras.
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Basics
To review background information that might help you understand
this book better, such as finding System Preferences and working with
files in the Finder, read Tonya Engst’s free Read Me First: A Take
Control Crash Course, available on the Web or as a standalone ebook
in PDF, EPUB, and the Kindle’s Mobipocket format.

What’s New in the Second Edition
Version 2.0 of this book brings it up to date with the latest developments in online privacy and adds information on some particularly hot
topics. The most significant changes are as follows:
• Added Data Brokers and Doxxers to the list of people who might
want your private data
• Explained how to Purge Your Info from Data Brokers
• Included a sidebar, What about Adware?, that discusses this special
flavor of malware designed to display intrusive advertising
• Added the topic Mind Your Camera and Microphone as another
step to Keep Your Internet Connection Private
• Updated Web Privacy Software with more information on Adblock
Plus and AdBlock; and provided additional recommendations in
Search Privately, including a sidebar about Browsers with Enhanced
Privacy
• Expanded the discussion of how to Encrypt Your Email with information on proprietary encrypted email services
• Added a new chapter, Manage Your Mobile Privacy, about additional privacy considerations when using a smartphone or tablet with a
cellular Internet connection
• Added a new chapter, Keep the Internet of Things Private, on
privacy for objects not normally considered computing devices
4
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Introduction
“A book about online privacy? That’ll be pretty short!” my friend
joked. It was his way of saying, “We both know there’s no such thing
as privacy on the Internet.”
He’s not far from the truth, but to be fair, the illusion of privacy
extends far beyond the world of computers and networks.
If you want complete privacy, go live in a remote cave without any
electronics. Don’t build a fire, because the smoke could give away your
location. Never step outside, because a satellite or a passing drone
might snap your picture. And avoid all human contact, because you
never know who might be a spy. I hope you packed plenty of food,
water, and clothing, too—you won’t be getting any more!
In other words, there’s essentially no such thing as total privacy, online
or otherwise. People have to interact with each other to survive, and
every interaction reveals something about each participant.
I don’t know about you, but I wouldn’t want it any other way. I like
having family and friends who know me well, and who can get in touch
with me whenever they want (or need) to. I like sharing thoughts and
opinions with a wider audience online. And I like the convenience of
using my computer, phone, or tablet to communicate, find directions,
and make purchases anywhere in the world. All these things involve
revealing information about myself, so I wouldn’t want complete
privacy.
And yet, the Internet turns many of our everyday assumptions about
privacy upside down. If I’m at home, I can close the curtains and feel
reasonably confident that whatever I say or do inside my house won’t
be seen or heard by anyone else unless I (or a family member) choose
to reveal it. Not so with electronic communications. Whether I’m
sending email, browsing the Web, or doing a video chat with a friend,
the only safe assumption I can make is that strangers might be able to
see that information—now or in the future.
5

Click here to buy the full 135-page “Take Control of Your Online Privacy” for only $15!

Once something has traveled over the Internet in any way, it’s potentially out there forever—and potentially public. You can delete a file
from your computer, but once data has gone into the cloud, there’s
never a guarantee that all copies of it have been eternally expunged.
In fact, it’s far more likely that any given piece of data on the Internet
will live on indefinitely. Not only that, but data tends to escape even
strong restraints—hence the saying “information wants to be free.”
To be brutally honest, someone who wants badly enough to learn what
you’ve transmitted or received on the Internet can probably do so,
given enough time, effort, and skill. Part of the reason for this book is
to explain how your words, personal information, and activities could
become known to individual strangers or even the public—and that
knowledge may lead you to make different choices about how you use
the Internet. But I’m not saying you must give up any hope of basic
privacy. On the contrary, common-sense strategies—the Internet
equivalent of drawing the curtains and locking your door—can significantly reduce the risk of having your personal information fall into
unwelcome hands. And, when you have more sensitive or valuable data
to protect, you can take appropriately stronger measures.
Of course, there are often trade-offs—you may lose convenience,
valuable social interaction, and even (paradoxically) personal safety
if you choose to keep certain information private. For example, the
same technology that can reveal your whereabouts to advertisers could
also help someone trying to rescue you during a natural disaster or
other emergency. Privacy cuts both ways. That’s why I don’t recommend attempting to lock down all electronic communication, all the
time. You need the curtains open to see the sunlight, and you need the
open Internet too.
This book isn’t a guide for the paranoid—or for people with outrageously sensitive or scary secrets to protect. It’s a book for ordinary
people with ordinary privacy needs. You want to go about your business, enjoying the many benefits of modern technology without worrying that someone is snooping on you—whether to sell you something
or for more sinister reasons. That’s what I’ll help you do, regardless
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of whether you use a Mac or PC, iOS or Android device, set-top box,
cell phone, or any of a thousand other network-enabled gadgets.
I focus more on general principles than on nitpicky settings, particular
apps, or elaborate technological rituals. I offer examples and pointers
to more information as appropriate, but I don’t dwell on minutiae. The
lack of detailed, step-by-step instructions may come as a surprise to
some readers, so let me spell out my reasons:
• Privacy settings are a matter of choice. There’s no single right
answer; each person’s decisions about what information to keep
private and how to do so will be different from the next person’s.
• Each app, operating system, and device has its own way of doing
things. Spelling out how to configure the privacy settings in every
email client, Web browser, telephony app, and other Internetconnected software—on every version of OS X, Windows, iOS,
Android, and other operating systems—would take hundreds of
dull pages. And all those instructions would go out of date as soon
as the next software or hardware update appears!
• I don’t want to give you a false sense of security. Although you can
certainly take steps to dramatically increase your privacy, I don’t
want you to think that some magical combination of software and
settings will keep your online activities completely and permanently
private. Knowledge and vigilance go a long way, however.
Think of this book as a primer on the things that affect your online
privacy. It tells you what’s going on, how it pertains to you, and why
you might care. More than that, it puts privacy issues in perspective.
If you feel overwhelmed by privacy concerns, you can take control of
your online privacy by replacing paranoia and guesses with knowledge
and smart choices.
Because I live in the United States, many of my examples involve
things I know or suspect to be the case here. But even though laws
and policies vary from country to country, nearly everything I say
here is applicable in some fashion to anyone in the world.
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Online Privacy Quick Start
You can think of this book as being divided into general topics (the
first four chapters) and specific topics (the rest). I recommend that
you read the first four chapters before you do anything else in order
to understand your overall privacy risks and the simple, preliminary
steps you can take to reduce them. Then feel free to skip to whichever
other chapters are of particular interest.
Identify your online privacy needs:
• Think you have nothing to hide? Think again. Read Learn What You
Have to Hide.
• Find out who might be trying to invade your privacy. See Learn
Who Wants Your Private Data (and Why).
Take preliminary steps:
• Come up with a plan to deal with most common privacy issues in
Develop a Privacy Strategy.
• Block the broadest and most likely privacy risks. See Keep Your
Internet Connection Private.
Use specific online services privately:
• Surf and shop without compromising your personal information.
Read Browse the Web Privately.
• Reduce the chances that email will be read by anyone other than the
intended sender and recipient. See Improve Email Privacy.
• Reduce the chances of eavesdropping when using instant messaging
and other audio, video, and chat services. Read Talk and Chat
Privately.
• Social may be another way to say “public,” but you need not give
up all your privacy when using Facebook, Twitter, and other social
networking services. See Keep Social Media Sort of Private-ish.
8
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• Cloud backups and syncing could involve privacy risks if you’re not
careful. See Keep File Syncing and Backups Private.
• There are many ways to share files online, but some of them may
expose data you’d rather keep private. Read Share Files Privately.
Use devices other than computers privately:
• Learn about the extra steps you may need to take while using your
mobile phone or tablet. See Manage Your Mobile Privacy.
• Find out about the privacy implications of set-top boxes, Internetconnected cameras and home automation products, as well as other
“smart” objects. See Keep the Internet of Things Private.
Help others with their online privacy:
• If you have children, you have the additional responsibility to take
control of their online privacy. See Maintain Privacy for Your Kids.
• Share what you’ve learned about online privacy with your friends,
family, or a large group. See Teach This Book.
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Learn What You Have
to Hide
I’m sure you’re an honest, moral, law-abiding citizen. Good for you!
But if you tell me you have nothing to hide, I’m going to laugh in your
face. I’m sorry, but “I have nothing to hide” is an absurd statement, no
matter who’s saying it. Of course you have things to hide! We all have
secrets, and that’s as it should be. But you may not realize how much
you want to keep private and how you might inadvertently give it away
online. That’s what I want to help you understand in this brief chapter.
Bear in mind that privacy nearly always depends on context. You may
want to keep certain information from your employer but not your
doctor; you may want to tell your spouse things that you wouldn’t tell
your kids; you may share information freely with your lawyer that you
would prefer not to have repeated in court. In the next chapter, Learn
Who Wants Your Private Data (and Why), I further explore that part
of the question—private from whom? You can’t keep all information
private from everyone (and you wouldn’t want to), but you can take
steps to keep some information private from some people.

Things You Might Want to Keep Private
If you’ll indulge me for a moment, I’d like to run down a list of some
categories of information you probably want to keep private in the
sense of controlling who it’s shared with online. This is in no way
intended as a complete list, but only as a few highlights:
• Contact information: You may hand out business cards freely,
but are you willing to let any stranger know your name, telephone
number, and home address? (Some people don’t mind at all, but
others find it problematic.) You enter this information nearly every
time you make a purchase online, and in many other situations.
10
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• Vital statistics: Personal facts such as your date and place of
birth, the names and ages of your parents and children, and your
marital status are probably well-known among family and close
friends. In the wrong hands, that data could help someone hack into
your accounts, steal your identity, or even blackmail you. And yet,
you’ve probably revealed much of this information on Facebook.
• Location: Unless you take deliberate steps to prevent it, the mere
act of turning on a mobile phone or visiting a Web site on your
computer can reveal your physical location, sometimes down to
your street address. This information may be stored, too, such that
your movements and online activity over time can be mapped out—
and that, in turn, can often suggest what you have been doing in all
those locations, or even with whom you’ve been doing it. Do you
mind that someone you don’t know can tell where you are now, and
where you’ve been in the past?
• Financial information: You may file your taxes online, and you
may submit online applications for credit or other financial services.
That’s all fine; tax authorities, banks, and lenders have a legitimate
need to know how much money you earn, what your Social Security
number is, and so forth. But I’ll bet you wouldn’t want everyone to
know that information. Likewise, you can probably log in to your
bank accounts online, but it may not be in your best interest for just
anyone to see your bank statements. And yet, any information that’s
transmitted online could conceivably be misused.
• Medical information: Everything that your doctor knows about
you—your height and weight, past and present illnesses, surgeries,
medications, pregnancies, genetic data, and so on—is almost certainly stored in a computer somewhere. If a security breach or
human error resulted in any of that information leaking, or if you
shared it injudiciously by email or social networking, might that
have any negative consequences?
• Purchases: When you buy anything online, the vendor keeps
a record. Your bank may know about all your transactions, too,
including those made in person with a credit card. And some of
your purchases will also be known to online advertisers. All that
11
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Learn Who Wants Your
Private Data (and Why)
We’ve seen that lots of information you may want to keep private
travels over the Internet. That in itself isn’t a problem; after all, you
want to share private information with your family, friends, doctor,
and so on. Problems can occur when someone accesses personally
identifiable information (see Personally Identifiable Information)
without your consent or even, in some cases, your knowledge.
Who exactly might be trying to learn private information about you
online? I’m glad you asked; this chapter shows you who wants to know
about you and, crucially, why. Knowing who you’re trying to keep your
private data private from is a useful first step.

Advertisers
The Web is powered by advertising as much as it’s powered by servers
and routers. Many Web sites devote far more space and resources to
ads than to their actual content. As you know, it’s difficult to read the
news, watch a video, check your email, or even search for pictures of
cute cats without being bombarded by ads.
Web sites sell advertising space because that’s the only way most of
them can make any money. However irritating or even slimy you may
consider online advertising, it is the mechanism that has kept most
Web sites and other Internet services free.
The companies that purchase advertising want to get their money’s
worth, and that happens only if the ads result in sales. So advertisers
expend a tremendous amount of effort to ensure the ads each person
sees are likely to be interesting and thus lead to purchases. When
advertisers make money, they’re able to keep buying ads and the sites
that display the ads can stay in business.
15
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Years of experimentation have shown that the most effective ads are
those that target individual needs and preferences (including things
you didn’t even think you needed!), not those that are merely relevant
to a site’s content or the perceived needs of a broad demographic
group. For example, if an advertiser knows I’m in the market for an
air conditioner and shows me an ad for one—even on a completely
unrelated site—the chances of making a sale go way up.
How might an advertiser know I’m in the market for an air conditioner
if I’m not on a site that sells air conditioners? There are a number of
techniques, including tracking cookies (which I discuss in Manage
Local Storage of Private Data), but most involve using instructions
hidden on a Web page that store data on my device when I visit one
site (say, a search at Amazon.com) and then check that same data
when I go to another site (say, weather.com) containing an ad from
the same provider or advertising network. Although the server may
store the details of my visit, the local data enables me to be identified
across sites.
As you search the Web, browse various sites, follow links, and use adsupported apps, advertisers can build up elaborate profiles of your
perceived interests and tastes. And, because your IP address (or profile
information you’ve entered into a social networking site like Google+
or Facebook) tells them roughly where you are, they can even display
ads for local businesses selling the products you’ve shown interest in.
Unless you regularly search for things that someone else might regard
as suspicious, none of this should be a concern. After all, if I truly do
want to buy an air conditioner, I’d rather see an ad for an air conditioner than an ad for weight-loss products or hair color. Targeted ads
should, in principle, be more helpful to me than random ads.
But…
Individually targeted advertising isn’t always to your benefit. The same
bits of data advertisers can piece together to determine your interests
and location can be used for things like showing higher prices on
furniture to people who live in wealthy neighborhoods—or higher
prices on electronics to people using Macs rather than PCs. They could
16
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Develop a Privacy Strategy
Online privacy is, as you now know, a complex problem with no
definitive solutions. But it doesn’t have to be overwhelming. In this
chapter, I help you think through a high-level strategy you can use
to inform your decisions about specific tasks such as Web browsing,
email, and file sharing (all of which I cover later in the book).
I suggest dividing your privacy concerns into three broad categories:
• First, Fix the Easy Things—that is, make simple changes to your
software, settings, and habits that will address many of your privacy
concerns but will require almost no planning or effort.
• Next, Create Privacy Rules for Yourself. These simple statements
focus on a few types of information you always want to take extra
care with and a few people you always want to communicate with
privately.
• Although it requires both time and a frustrating amount of effort,
I now also recommend that you Purge Your Info from Data Brokers
to the extent possible.
• Finally, Cope with Special Cases. Troubling situations may come up
that require extra privacy but for which you don’t have an existing
system. Think through the possibilities in advance and prepare so
you don’t make a foolish decision on the spur of the moment.
For extra credit, Take the Pledge: promise me, yourself, and the rest of
the world that you won’t do stupid things online.

Fix the Easy Things
You instinctively take measures to protect your real-world privacy—
you draw the curtains at night, use a changing room to try on clothes,
and lower your voice when discussing something sensitive in public.
Adopting a comparable set of habits for online communication can
27
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eliminate some of your most serious privacy risks. Better yet, you can
make a number of simple, one-time adjustments to your devices and
software that will improve your ongoing privacy without further effort.
I cover many of these “easy things” elsewhere in the book, but I’ll list
some prominent examples now.
First, here are some one-time changes you might consider:
• For your Internet connection: Follow the advice in Keep Your
Internet Connection Private, including using WPA encryption on
your Wi-Fi network (see Encrypt Your Wi-Fi Connection), turning
on your computer’s firewall (see Use a Firewall), and fortifying your
DNS settings (see Avoid DNS Mischief).
• When browsing the Web: Use your browser’s built-in controls
or third-party software to confirm that you’re not visiting fake or
dangerous sites; see Go to the Right Site. Also, configure your Web
browsers not to store third-party cookies and other unnecessary
private data, or take even stronger measures such as blocking all
ads and trackers; see Manage Local Storage of Private Data.
• For email: Make sure your email program transmits your password in an encrypted form (see Log In Securely), or better yet, use
SSL for incoming and outgoing mail (see Transfer Email Securely).
Next, consider adopting some new customs, such as:
• Always use a VPN to connect to the Internet when you’re on an
open or unfamiliar network; see Use a VPN.
• Use a password manager not only to store passwords and credit
card data securely, but also to reduce the risk of phishing; see
Protect Passwords and Credit Card Info.
• Kick the Google (Bing, Yahoo, etc.) habit for searches; see Search
Privately.
• If your device supports multiple user accounts, set up an account
for each family member or coworker who uses it—with each account
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Keep Your Internet
Connection Private
Whether you’re on a Wi-Fi, cellular, or wired connection, keeping
your link to the Internet private is an important step that affects all
the other traffic your devices send and receive—Web, email, video, and
everything else. In this chapter I discuss some of the ways in which
another person or company could eavesdrop on your Internet activities
or even misdirect you into connecting to bogus sites in order to steal
information from you. Then I describe steps you can take to reduce
the most serious of these risks.

Understand the Privacy Risks of Your
Internet Connection
The connection between your device (computer, smartphone, set-top
box, etc.) and a server (Web server, email server, streaming video
server, etc.) may involve numerous steps. For example, your laptop
may connect to a wireless router via Wi-Fi, which then connects to a
cable modem via Ethernet, and then to your ISP over coaxial or fiberoptic cable. Your ISP, in turn, sends requests for data through a series
of routers and network operators until they reach the desired destination. Sometimes the simple act of visiting a Web page can involve
requests going back and forth between dozens of routers and servers
all over the world.
So, although you may have the impression that your computer is
talking “directly” to a server somewhere, that’s almost never the case.
Internet connections, by their nature, are indirect. And at any point
between your device and the remote server, the data could be monitored or intercepted.
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To get the bad news out of the way first, let’s look at some of the likely
trouble spots:
• Wi-Fi connections: If your device connects to the Internet
wirelessly, as most do, someone nearby (even in another building)
could “sniff” the Wi-Fi signal and watch or record all the data
transmitted and received. This is easy to do when Wi-Fi connections
are open, or unencrypted, and if a connection uses WEP, an older
security method, it’s only a tiny bit more challenging. Newer Wi-Fi
security protocols, such as WPA, offer protection that’s much
better—although still not foolproof (especially if the network’s
password is weak or can be guessed by brute force).
A compromised Wi-Fi connection can lead to not only passive
snooping but also active attacks. For example, a man-in-the-middle
attack is one in which two parties think they’re communicating
directly but are instead manipulated into channeling their data
through a third party, who can monitor and alter it in transit. (A
man-in-the-middle attack can occur anywhere, but it’s especially
easy to perpetrate on an open Wi-Fi network.)
If I used a man-in-the-middle attack on an instant messaging
conversation, I would see what each party types, but they would see
only what I relay—which may or may not be what the other person
said.
• Cellular connections: The cellular data connection between
your phone or tablet and your ISP can also be monitored and intercepted. Unless you work for the carrier (which can presumably
monitor anything that’s not encrypted), doing so requires the use of
specialized equipment and skills. It’s not something a kid in a coffee
shop is likely to pull off, but it’s certainly within the capabilities of
law enforcement and sophisticated criminals. (See Manage Your
Mobile Privacy for more on this topic.)
• DNS disruptions: DNS (Domain Name System) servers translate
domain names (such as apple.com) into IP addresses (such as
17.149.160.49). But if your device were tricked into using the wrong
address for a server, you could end up at a fake but look-alike site
36
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Browse the Web Privately
In the previous chapter, I told you how to keep your connection to the
Internet private. That can close quite a few holes that might put your
privacy at risk—but even if you do all that, as soon as you open a Web
browser, new risks emerge.
Simply browsing the Web reveals a great deal about you personally,
your computer, your location, and your habits. There are many steps
that you can take to reveal less about yourself, although some entail
some loss of convenience. Never is this more the case than when
shopping on the Web. This chapter explores the risks, the measures
you can take to avoid them, and certain negative consequences of those
measures.

Understand the Privacy Risks of
Web Browsing
Assuming you’ve taken all the steps in Keep Your Internet Connection
Private, browsing the Web privately comes down to two main things:
• Preventing information about your browsing activities from being
stored on your own device (see On Your Device)
• Preventing the sites you visit (including search engines) from
collecting information that can identify you personally (see On a
Web Server)
(If you have not taken all the necessary steps to secure your Internet
connection, there’s a third factor to worry about—having information
intercepted in transit on its way to or from a Web site you visit. We’ll
come back to that momentarily, in In Transit.)
Both of these categories are often misunderstood, and your actual risk
may be greater or less than you imagine.
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If information is stored on your computer, it’s available to anyone
who has physical or network access to your computer (assuming it’s
not protected in some other way, such as by using full-disk encryption
or keeping it in a locked cabinet). To use the obvious example, your
spouse or roommate might sneak a peak at the list of Web sites you’ve
visited when you’re not looking. But some of this stored information,
including cookies, is also available to advertisers and other online
entities as you browse the Web. One person may not care whether
someone in his home or office sees what’s on his computer, but may
have a principled objection to advertisers knowing about his browsing
habits. For another person, the opposite may be the case—advertisers
might be irrelevant, but it would be problematic if a family member,
coworker, or (let’s just say) the FBI found out what sites she’s visited.
Even if your computer is squeaky clean, every site you visit may record
what pages you’ve read, what search terms you’ve entered, and much
more (see On a Web Server, ahead). Unless you’ve logged in to a site
with a username and password, it probably won’t know who you are by
name, but the other information the site logs could very well be enough
to identify you uniquely, given sufficient effort and ingenuity.
Finally, information you send to, or receive from, a Web site could be
intercepted in transit. If you use an encrypted Wi-Fi connection, you
eliminate one avenue that could be used to eavesdrop on your Web
surfing. If you activate a VPN, you eliminate another. And if you
connect to a site that uses HTTPS (which I talk about ahead, in Browse
Securely), you reduce the likelihood of in-transit eavesdropping to the
point that most of us need not worry about it at all. In the absence of
any of these protections, I’d be extremely hesitant to enter or view any
sensitive personal information on the Web.
That’s a long list of risks. But before freaking out about all the potential
privacy risks of Web browsing, remember to ask yourself what data
you’re trying to keep private, and from whom. Do you care what
someone could find physically on your computer? Do you care what
advertisers know about you? Both? Neither?
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Improve Email Privacy
When we began discussing this book, Take Control publisher Adam
Engst told me that his rule is, “don’t write anything in email that you
couldn’t stomach appearing on the front page of the New York Times.”
I said I didn’t think that was a very good rule, and we discussed it (by
email, naturally) in what became an increasingly contentious debate.
I won’t repeat the entire exchange here, because I’m sure you’ll read
it soon enough in the New York Times.
But to summarize, Adam was trying to make the point that you can
never have an ironclad guarantee of privacy when it comes to email. In
that respect he’s absolutely right, for reasons I’ll explain in a moment.
My point was that in many cases, email is the only practical means
of communication, and yet it’s completely impractical for me to avoid
ever sending personal facts, business secrets, colorful language, or
anything else by email that wouldn’t cause serious problems if made
public. I think I’m right about that, too.
But email privacy is extraordinarily difficult to achieve, and the more
control you try to exert, the more cumbersome it becomes. By the end
of this chapter, you should have a better appreciation of what makes
email privacy so tricky. But you’ll also learn how to keep most email
safe from casual snooping, how to make top-secret email messages
as private as they reasonably can be, and when it’s best to choose an
entirely different means of communication.

Understand the Privacy Risks of Email
If you send me an email message, you might have the impression that
you and I are the only two people who can read it. Such assumptions
are unwise. Let’s look at a few of the places email might be visible to
someone other than the sender or recipient:
• On your end: Your email client may keep a copy of the messages
that you send. If so, anyone who gained access to your computer
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(including thieves and people reading over your shoulder—not to
mention your employer) could see what you’ve sent.
• In transit: At minimum, an email message must travel from the
device where you compose it to a server, and from a server to the
recipient. (If both you and the recipient happen to use the same
email server, no further hops are required, but usually messages
go to an outgoing email server and then take one or more steps
over the Internet to the recipient’s email server.) An email message
could be intercepted along any segment of this journey—for
example, by someone “sniffing” an open Wi-Fi network, or by ISPs,
corporations, or government agencies monitoring a router. As I’ll
explain shortly, the message data might be encrypted during part
of its journey across the Internet, but you can’t count on this, even
if you use SSL to communicate with your email server.
• On email servers: The email server you connect to in order to
send a message may hold onto that message only for as long as it
takes to send it, and then delete it. Or it may cache the message for
much longer—even indefinitely. Unless you run the email server
yourself, you have no way to know for sure. Once it reaches the
recipient’s email server, it’ll stay there at least until the recipient
reads it, but more likely it’ll stick around forever, because most
modern email systems work best when the server stores the master
copies of incoming messages, which then sync to client devices.
In any case, for whatever period of time the message is on a server
somewhere, anyone with access to that server could conceivably
read the message without you or the recipient ever knowing.
Note: The U.S. government currently needs a search warrant to
access unopened email that’s been stored online for 180 days or
less—older unopened messages can be obtained with a (simpler)
subpoena. But don’t assume opened messages older than 180 days,
or more-recent unopened messages, are off-limits; the law is murky
enough that any message on an email server could be fair game.

• On the recipient’s end: Everything that’s true on your end is
also true on the recipient’s end, with the additional complication
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Talk and Chat Privately
I am old enough to remember the days when, if someone wanted to
converse with another person who wasn’t nearby, both people would
talk into analog devices called “telephones” to have real-time audio
conversations. Perhaps you’ve seen such devices in old movies or read
about them in antique documents called “books.”
I kid, but analog telephones are rapidly on the way out. My home
phone, which I used to refer to as a “landline,” bypasses the phone
company altogether and relies on a box that plugs into my broadband
router. I happen to use Vonage for my home VoIP (voice-over-IP)
telephone service, but I could have chosen a similar service from my
broadband provider or from any of numerous other companies. In
other words, for me, telephone service is a variety of Internet service.
And then there’s my smartphone, which is almost never out of reach.
I use it for conventional audio phone calls maybe once a week on
average. Of course, I constantly use it for email, instant messages,
SMS, Twitter, and video chats—most of which, again, travel over the
Internet—and even those occasional audio calls are more likely than
not to use a VoIP app such as Skype.
Meanwhile, my computers and tablets have software for a long list of
services that provide real-time text, audio, and/or video communication—not just Skype but also Google+ Hangouts, AIM (AOL Instant
Messenger), Apple’s FaceTime and Messages, and numerous others
you may or may not have heard of, to say nothing of the chat services
built into games, Facebook, and other social networking services.
Xbox, PlayStation, and Nintendo game consoles all support messaging
and voice chat too.
The question is: How private are any of these real-time communication
services?
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Understand the Privacy Risks of Realtime Communication
One of the best ways to acquaint yourself with the risks of real-time
communication is to watch the HBO TV series The Wire. Yes, all five
seasons. (Go ahead and do that, if you haven’t already, and then come
back to this page.)
I’ve mentioned The Wire because a lot of it has to do with electronic
surveillance (hence the name)—but the main target of this surveillance
is ordinary mobile phones. On the show, law enforcement agents need
both special equipment and legal permission to monitor the mobile
phone use of suspected criminals. But the process ultimately poses
little technological challenge, and the people being monitored have no
way to know their conversations aren’t private.
Now, think about that and consider the fact that monitoring real-time
communication over the Internet is potentially easier. And, although
government and law-enforcement entities have greater access to this
sort of data than ordinary citizens, professional hackers and even
casual snoops likely have the capability to see (or hear) far more of this
data than you might suspect.
As with everything else I’ve discussed in this book, precisely what that
means to your personal privacy depends on what you say and to whom,
but in principle there’s almost no limit to your potential risk. However,
let me now backpedal a bit and point out a few mitigating factors:
• Audio data is more difficult to store and analyze than textual data,
and video data poses a bigger challenge than audio data. Due to the
inconvenience of dealing with such large amounts of data, it’s less
likely that audio or video calls will be kept or searched than email,
text messages, or chats. Of course, if your VoIP connection were
compromised, a computer could attempt to transcribe every word
of a conversation and turn it into searchable text without having to
store the audio or video. So although there are no guarantees, on
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Keep Social Media
Sort of Private-ish
At the risk of stating the obvious, social implies interaction with other
people, which is somewhat at odds with privacy. On the Internet, it’s
best to think of “social” as synonymous with “public” (even though
that’s not necessarily true), because once you’ve shared something
online—in any of a hundred senses of sharing—whoever you’ve shared
it with can, in turn, share it with someone else.
As a result, the very best advice I can give you about privacy when it
comes to social media is not to expect any, regardless of your privacy
settings. You may imagine that the things you post or tweet are just
between you and your friends (or “friends,” as the case may be), but
that’s optimistic at best. Instead, assume anything you put online using
social media—including chats and private messages on Facebook,
direct messages on Twitter, and profile details such as your name,
location, and date of birth—could be discovered by anyone, and could
be online forever. If you’re unwilling to make any of that information
public, don’t share it in the first place.
However, there are still better and worse approaches to social media,
and you should know how to protect yourself to the extent possible.

Understand the Privacy Risks of
Social Media
Wait, didn’t we just cover that? Yes, any data you put online using any
social network can potentially become public. I know you know that.
What I’d like to emphasize here is how that could be a problem for you.
As I mentioned early in this book, everyone from Local Villains to Big
Data can easily find you on social media. You might be astonished how
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much private data could be culled from years of Facebook updates,
tweets, LinkedIn updates, Instagram pictures, Yelp reviews, blog
posts, and a long list of other social media activities.
It’s easy to discover not only basic facts about you and your family but
also where you’ve been, who you hang out with, which causes you support, what your political and religious beliefs might be, and, perhaps
most important of all, what sort of person you are. Even if no individual statement tells the story, the combined data from all these sites and
services can do something akin to browser fingerprinting (see On a
Web Server)—it can paint a vivid and precise picture of you. So…
• If you’re trying to get a job, a prospective employer may use social
media to determine whether you’re likely to be trustworthy, polite,
punctual, and loyal—and to see how you’ve behaved in other jobs.
• If you’re applying to a college or university, admissions officers
may use online profiles to judge your seriousness and confirm any
personal details you’ve submitted.
• If you’re dating, someone thinking about starting a relationship
with you could also learn a lot about your tastes, biases, character,
and history with previous partners.
• If you’re ever suspected of a crime, the police or prosecutor could
scour social media for evidence of bad behavior—or a defense
attorney could try to demonstrate a pattern of selflessness.
• If you ever run for political office…well, I hope you’re a saint,
because anything you’ve ever said online can and will be used
against you.
And those sorts of concerns merely involve the historical record. Dayto-day social media posts can also cause privacy problems:
• You mention on Twitter that you’re going on vacation (or just going
to a concert), and burglars break into your house.
• You post geotagged pictures on Flickr that show your location and
the time you took them—today, just after you called in sick to work.
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Share Files Privately
In my world, “sharing files” generally means exchanging business
documents such as word processing files, PDFs, and screenshots—
maybe the odd font or disk image. I may be atypical in that regard.
I have heard stories suggesting that people sometimes share lesswholesome files, including pirated movies, games, and software. If
you’re tempted to do that, I invite you to skip back to Take the Pledge
and follow the instructions there for avoiding online stupidity.
Having dispensed with that obligatory disclaimer, the fact is that
what you have to share is none of my business or concern. You may
have digital content of some kind that, for any of numerous legitimate
reasons, you want to share online, but for which you have a privacy
concern. In this chapter, I talk briefly about the privacy risks in file
sharing and explore a few ways of addressing them.
Note: If you’re looking for the ultimate guide to sharing illegal stuff
without getting caught, sorry—this isn’t it. I’ll outline the basics of
private file sharing here, but remember: this book is about ordinary
privacy for ordinary people.

Understand the Privacy Risks of
File Sharing
To put it as concisely as I can, most privacy concerns with file sharing
fall into one of the following categories:
• You want to share files with a specific person or group without
letting anyone else know what you were sharing or with whom.
• You want to share files publicly, but without anyone knowing you
were the person who uploaded or downloaded them.
Most methods of sharing files offer neither sort of privacy protection,
which is why you may want to use extra precautions.
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And what are the risks if you don’t? That all depends on what you’re
sharing. Perhaps a competitor sneaks a look at trade secrets in confidential business files you’re sharing with your employees, clients, or
contractors. Maybe the public gets early access to the top-secret new
album, software, or game that you were only previewing for your agent
or investors. Or the other side in a legal dispute sees potentially damaging information in a file you intended for your lawyer’s eyes alone.
And, if you’re sharing copyrighted media, the copyright holder can rain
all sorts of legal trouble on you.

Encrypt Transfers, Files, or Both
A danger when sharing files is that their contents could be intercepted
in transit between your computer and the recipient’s computer. You
can reduce the risk of eavesdropping if you Encrypt Your Wi-Fi Connection or Use a VPN, but these measures protect data only for part
of its journey. For end-to-end protection, the connection between your
computer and the remote computer must be encrypted.
When you’re connecting to a file server, that generally means using
protocols such as SFTP (SSH File Transfer Protocol), FTPS (FTP
over SSL), FTP over SSH, or WebDAV HTTPS. Whatever you do, you
should not use plain FTP (File Transfer Protocol), which is about the
least secure file transfer method there is. (Not only is ordinary FTP
not encrypted, but even your password is sent in the clear!)
However, protecting files while in transit may not always be an option—and even when it is, it only solves part of the problem. If a file
is going to be sitting on a server someplace, and if you want to restrict
access only to trusted parties, you might want to encrypt it as well.
Back in Encrypt Your Email, I mentioned that you might use a program such as WinZip to encrypt files, or, to transfer files solely between Mac users to create an encrypted disk image in Disk Utility. The
same advice holds for files you share with other methods—whether you
upload to a public server or use any of numerous file sharing services
such as Dropbox, Google Drive, SugarSync, or SpiderOak.
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Manage Your Mobile
Privacy
Everything I’ve discussed so far about online privacy applies when
you’re using a computer to access the Internet. Your smartphone or
tablet is also a computer that can connect to the Internet, and I’ve
called out a number of issues that affect mobile devices as much as
their desktop counterparts (including private Web browsing and email
access) But mobile devices pose additional, unique challenges:
• Smartphones and some tablets connect to cellular data networks,
which increase your privacy in limited respects but put you at
greater risk in other ways. I discuss these issues in Cellular Data
Considerations.
• Because your mobile device is much more likely than your computer
to be with you all the time, the fact that it (and, by extension, other
entities on the Internet) can determine your physical location can
become a problem. See Location Awareness.
• Your mobile device is also a camera! In fact, it may be your main
camera. If you take photos or videos of anything, ahem, sensitive in
nature, you now have to think about whether or under what circumstances they might be automatically uploaded to the cloud. I talk
about that in Photos and Videos.
• Do you back up the data on your mobile device? I hope so! But some
methods of backup could inadvertently expose your private data to
hackers. Read Mobile Backups for details.

Cellular Data Considerations
When your smartphone or tablet happens to be connected to a Wi-Fi
network, the same rules apply as for any other device—unless you or
your employer control the network and it uses WPA encryption, you
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should use a VPN to connect to the Internet (see Prevent Snooping).
But when you’re using your carrier’s cellular network (LTE, 3G/4G,
or whatever), you have to worry about some additional problems.

Your SIM Card
First, consider your device’s SIM card, which specifies its phone
number, carrier preference, and so on. A report published in February
2015 revealed that the world’s largest SIM card supplier had been
hacked and its SIM card encryption keys stolen, with the result that
security agencies in the United States and Britain might have the
capability to decrypt any information—phone calls, text messages, or
data—sent or received by any of countless millions of mobile users (see
GCHQ and NSA Collaborate to Steal the Keys to Your Cellphone).
That’s a real pity, because were it not for that fact, I could tell you that
the content of most of your cellular communication is much more
secure than data transferred over an open Wi-Fi connection. Now, I’m
not so sure.
To be fair, the problem may be much smaller than that article makes
it out to be. Perhaps only a limited number of SIM cards with compromised encryption keys were manufactured, and perhaps your phone
has a SIM card from another manufacturer. Even if every SIM card in
the world is compromised, that doesn’t mean anyone is actively trying
to decrypt every instance of cellular communication. Most likely that
capability would be used only in targeted situations.
But still, the situation is awful, and there’s little you can do about it.
You can download apps that use their own encryption for voice calls—
but the person on the other end will need a compatible app too. I
mentioned Silent Circle earlier; there’s also Signal for iOS and RedPhone for Android (which interoperate). You can use apps that provide
their own encryption for text messages (such as Messages when used
with iCloud accounts). And you can use a VPN on your mobile device
to protect data transfers. But all these things make your phone harder
to use for everyday activities.
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Keep the Internet of
Things Private
Computers, smartphones, and tablets aren’t the only devices that
connect to the Internet. My television, Apple TV, TiVo, Blu-ray player,
telephone, and home alarm system all have Internet connections too.
So do game consoles and music-streaming devices, not to mention
many newer scanners, printers, cameras, and storage devices. So can
a wide variety of home-automation devices, including “smart” door
locks, light switches, light bulbs, thermostats, outlets, garage door
openers, and sprinklers. And appliances such as refrigerators, washers,
and dyers. In fact, even objects as mundane as suitcases, bicycles,
utility meters, and pet food dispensers may have radio transmitters
and IP addresses. The list will only get longer and wackier with time—
consider Amazon Dash, devices that let you re-order specific products
(like detergent) at the touch of a Wi-Fi–enabled button.
Welcome to the Internet of Things—a truly horrid term for everyday
objects that wouldn’t normally be considered computing devices, but
which nevertheless are accessible online. It’s worth asking to what
extent you need to worry about online privacy for those devices.

Set-top Devices
Let’s start with the first group—entertainment devices, typically those
hooked up to your TV. Such products can tell providers and advertisers
a lot about your tastes and interests. For example, if you stream videos
from Amazon or Netflix to your TV, the provider will know what you
watch and at what time of day; from this, they could attempt to deduce
your age, gender, political persuasion, and whether there are any
children in your home—as well as when you’re home and when you’re
away.
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That’s just the start. Here are a few other ways a set-top box might
infringe on your privacy:
• A set-top box (or your TV itself) might include a camera and microphone for video calls, and your remote control might also include
a microphone. These cameras and mics can be misused just like the
ones on your computer (see Mind Your Camera and Microphone)—
without your knowledge, other people could see you and hear what
you say in your own living room.
• Devices like Xbox Kinect can often accurately determine how many
people are in a room, as well as their gender and even age.
• A Blu-ray or DVD player may send information about discs you play
to online services such as Gracenote, as well as to the manufacturer.
Furthermore, your privacy controls are limited—you may not be able
to configure settings or install extra software as you can on a computer
or mobile device, and using a VPN is generally out of the question.
(One exception is WiTopia’s CloakBox, described previously in Prevent
Snooping—it can provide a VPN connection to all your devices, albeit
with a speed penalty. But video providers still know who you are and
what you watch because you must log in, so you’re not gaining much
privacy that way.)
As privacy concerns go, I have trouble working up much anxiety about
set-top devices, and there’s not much I could do about it anyway (other
than stop using them). But you should at least be aware of the sorts
of data you may be giving away. And if you’re in the market for a new
device in one of these categories, look carefully for any hints that the
manufacturer offers you control over privacy settings—that’s definitely
a selling point.

Web-connected Cameras
Let’s turn our attention to a class of devices that you should definitely
be quite anxious about: Web-connected cameras. These come in every
conceivable shape and size, with many different intended uses. Some
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Maintain Privacy for
Your Kids
Everything else in this book has been about managing your own
privacy. But if you’re a parent of a young child, you have an additional
challenge: maintaining your child’s privacy. Speaking as the father of
both a preschooler and an adult child, this isn’t as easy as you might
think.
At a certain age, your child will begin making his own decisions about
what to share online. I can’t tell you what that age is or should be; I
can only say it will be too young and you will likely be horrified at some
of your child’s choices. You’ll have to sit down with your child and have
the online privacy talk, which could be even more stressful than the sex
talk. You’ll try to lay down the law, but your child will push back and
find ways around whatever controls you exert. Regardless of when and
how this plays out, you should brace for the certainty that your child’s
online privacy will eventually be out of your control, and remember
that kids always make poor decisions on their way to learning how to
make good ones.
Note: In the United States, 13 is a “magic” age when it comes to
online privacy. COPPA (Children’s Online Privacy Protection Act)
prohibits Web sites or online services aimed at children from collecting personally identifiable information from children under 13 without
parental consent, a requirement that many sites meet by refusing to
let younger kids have accounts at all.

I want to talk about what comes before then—the time between your
child’s birth and the moment you hand over the keys to the digital
world. This is the period when your child’s online privacy depends
mainly on you, and the choices you make now can affect your child
forever.
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My mother has snapshots of me as a young child that were great for
embarrassing me in front of college girlfriends, but the photos were
kept in boxes or albums and dragged out only on special occasions.
At worst, a girl might tell a story about a picture she’d seen, but she
couldn’t show anyone else.
But pictures don’t work like that anymore. If you snap a cute shot of
your young daughter in some comically brilliant situation, it’s much
more likely to go on Facebook or Twitter than on paper in an album. A
few years from now, her classmates will be able to see it. All her future
friends, love interests, employers, and children will be able to see it—
so will unsavory characters you’d like to protect her from. And anyone
who sees it will be able to share it with anyone else in the world. Is
there any possibility your daughter might live to regret your choice?
Everything you say about your child online—every picture and
video, every story told or fact revealed—becomes part of your child’s
permanent Internet record. You can’t ever take it back, and you can’t
ever control how it might be used. And things that seem innocent now
might cause all sorts of problems for your child in 10 or 15 years.
None of this means you should never talk about your child online or
post photos or videos. It only means you should do so circumspectly
and sparingly. You’ll have to determine your own rules, but here are
my tips:
• Never post anything online that could be used to predict your child’s
location (including a route to or from school), at least when a parent
isn’t around. This includes images with signs or landmarks in the
background.
• No matter how cute your kid is in the bathtub, seriously, don’t post
any nude photos online. (You did Take the Pledge, right?)
• Blog posts and other stories about your child’s behavior problems
might have far-reaching consequences. Keep it positive.
• Kids say and do the darnedest things, but even though your
children’s antics may entertain other adults, they could result in
untold cruelty in the hands of a class bully a few years from now.
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Teach This Book
This book helps you understand threats to your online privacy and take
steps to reduce them. But what if you need to help other people make
better online privacy choices? If you’d like to use the material in this
book as the basis of a presentation, class, training program, or other
teaching opportunity, we’d like to offer our assistance:
Share a Cheat Sheet
Lots of people won’t read a book like this but still long for better online
privacy. So we’ve developed a free, one-page PDF handout to cover the
main points and key tips in this book. You can give it to anyone who
needs quick advice. Download it here, and you can print copies for
colleagues, send it to them via email, or share it online.
Order Classroom Copies
You can buy discounted copies of this book for classroom use. If you
want to teach a group about online privacy, classroom copies are an
inexpensive way to ensure that each participant has a copy of the book.
Download Training Materials
Not sure what to say in a course about online privacy? You can download a free, simplified presentation (in an iPhone- and iPad-friendly
PDF format, with the option to purchase an editable Keynote or PowerPoint file) that covers the main points in this book (contact us for
purchasing details). Be sure to download the cheat sheet for your
students too.
Hire the Author
For the ultimate experience, you can hire Joe Kissell to speak to your
group about online privacy in person (or, if you prefer, by video). He’s
an entertaining and engaging speaker, and can work with groups of
any size. Besides teaching the material in this book, he can customize
a presentation to meet your organization’s needs, answer participants’
questions, and work with you to develop effective online privacy
policies. For more information and a price quote, please contact Joe.
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About This Book
Thank you for purchasing this Take Control book. We hope you find
it both useful and enjoyable to read. We welcome your comments.

Ebook Extras
You can access extras related to this ebook on the Web. Once you’re
on the ebook’s Take Control Extras page, you can:
• Download any available new version of the ebook for free, or buy
a subsequent edition at a discount.
• Download various formats, including PDF, EPUB, and Mobipocket.
(Learn about reading on mobile devices on our Device Advice page.)
• Read postings to the ebook’s blog. These may include new information and tips, as well as links to author interviews. At the top of the
blog, you can also see any update plans for the ebook.
If you bought this ebook from the Take Control Web site, it has been
automatically added to your account, where you can download it in
other formats and access any future updates. However, if you bought
this ebook elsewhere, you can add it to your account manually:
• If you already have a Take Control account, log in to your account,
and then click the “access extras…” link above.
• If you don’t have a Take Control account, first make one by following the directions that appear when you click the “access extras…”
link above. Then, once you are logged in to your new account, add
your ebook by clicking the “access extras…” link a second time.
Note: If you try these directions and find that your device is incompatible with the Take Control Web site, contact us.
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Shameless Plug
At my site Joe On Tech, I write about how people can improve their
relationship with technology. I’d be delighted if you stopped by for a
visit! You can also sign up for joeMail, my free, low-volume, no-spam
mailing list, or follow me on Twitter (@joekissell). To learn more about
me personally, visit JoeKissell.com.
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effort to ensure the accuracy of the information herein, they assume no responsibility for
errors or omissions. The information in this book is distributed “As Is,” without warranty
of any kind. Neither TidBITS Publishing Inc. nor the author shall be liable to any person
or entity for any special, indirect, incidental, or consequential damages, including without
limitation lost revenues or lost profits, that may result (or that are alleged to result) from
the use of these materials. In other words, use this information at your own risk.
It’s just a name: Many of the designations in this ebook used to distinguish products
and services are claimed as trademarks or service marks. Any trademarks, service marks,
product names, or named features that appear in this title are assumed to be the property
of their respective owners. All product names and services are used in an editorial fashion
only, with no intention of infringement. No such use, or the use of any trade name, is
meant to convey endorsement or other affiliation with this title.
We aren’t Apple: This title is an independent publication and has not been authorized,
sponsored, or otherwise approved by Apple Inc. Because of the nature of this title, it uses
terms that are registered trademarks or service marks of Apple Inc. If you’re into that sort
of thing, you can view a complete list of Apple Inc.’s registered trademarks and service
marks.
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