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Read Me First
Welcome to Take Control of Your Digital Legacy, version 1.0, published
in January 2017 by TidBITS Publishing Inc. This book was written by
Joe Kissell and edited by Tonya Engst.
This book walks you through the process of digital estate planning.
It helps you identify the important information you may want to pass
on to future generations, document your wishes in detail, and make
practical decisions about preserving your data.
Discounted classroom and Mac user group copies are available.
Copyright © 2017, alt concepts inc. All rights reserved.

Updates and More
You can access extras related to this ebook on the Web (use the link
in Ebook Extras, near the end; it’s available only to purchasers). On
the ebook’s Take Control Extras page, you can:
❖ Download any available new version of the ebook for free, or buy
any subsequent edition at a discount.
❖ Download various formats, including PDF, EPUB, and Mobipocket.
(Learn about reading on mobile devices on our Device Advice page.)
❖ Read the ebook’s blog. You may find new tips or information, as
well as a link to an author interview.
If you bought this ebook from the Take Control Web site, it has been
added to your account, where you can download it in other formats
and access any future updates. However, if you bought this ebook
elsewhere, you can add it to your account manually; see Ebook Extras.
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Introduction
I turned 50 on January 9, 2017—a little over 21 years after I started
writing books about technology. For whatever reason, much of my
audience over these years has been a generation or so older than me.
I constantly get email from readers in their 80s and 90s, and when I
speak to user groups, I’m often the youngest person in the room by
a considerable margin.
For a long time, this phenomenon was a mere curiosity, and I didn’t
consciously tailor my writing to an older reader. But then I started
noticing that lots of the questions and comments I received had to do
with topics I hadn’t thought very deeply about myself: namely, how to
deal with files, photos, email, online accounts, and other digital items
when their owner died or became unable to handle them personally.
People would come up to me after a talk about passwords or backups
and say something like, “Well, I’m 89 so I won’t be around much longer, and I want to make sure my son can get into my accounts when I’m
gone,” or “I’m trying to figure out how my great-grandchildren will be
able to read my documents 50 years from now.”
Those questions deserve answers, and that’s what I aim to provide in
this book. Your digital legacy—whether, how, and in what ways your
data will carry on without you—is a hugely important topic in the 21st
century. No matter your age or health, something could happen to you
at any time, and having a plan in place to deal with your accounts,
files, and other digital data is a great kindness to your family and
friends—to say nothing of future generations who may want to know
all about you. (And, lest this all sound terribly morbid, the very same
steps can be equally useful to someone who needs to take care of
business for you temporarily if you’re sick, injured, or even just on
vacation.)
4
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We have tools such as wills and trusts to spell out what should happen
to our physical and financial assets, but more often than not, those
instruments say nothing about our incredibly valuable digital assets.
Maybe you have tens of thousands of beautiful family photos, but
what if they’re on an encrypted computer and no one else knows the
password? What will become of your Web site, Facebook account, or
email if you alone know how to access it, and leave no instructions?
And what will happen to all the data you’ve trusted to various cloud
services when your credit card expires and no one else is paying the
bills?
These are just a few of the many questions I help you answer in this
book. I walk you through the process of inventorying your digital
assets, figuring out what to do with each of them, drafting a digital
will, choosing a digital executor, and much more. I also talk about
information that isn’t currently digital, but maybe should be if you
want to preserve it for a long time—things like paper photos, analog
video and audio tapes, and important family documents. And I discuss
at length the nuts and bolts of decisions you’ll have to consider like
which file formats and physical media you should use to preserve data
for posterity, whether you should entrust any of this data to a cloud
service, and how to be sure all your preferences are clearly spelled out.
In short, this book is about digital estate planning. It’s not going to
teach you new tech skills or get you excited about the latest apps and
gadgets, but I’ve done my best to make this essential topic interesting
and engaging. By the time you’ve finished the steps in this book, you
should be confident that your data will be in good hands when you’re
no longer able to manage it. In the process, you may just find yourself
becoming more organized and better prepared for random, fleeting
emergencies too.
In much the same way that a book could walk you through the mechanics of writing a will but not tell you which assets to leave to
5
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whom, I can’t give you precise step-by-step instructions for everything, because each person’s situation is unique. My goal, instead,
is to provide a thorough framework that will help you identify what
you need to do and make smart decisions about how to carry out
your plans.
Whether you’re 25 or 95, and regardless of which devices or operating
systems you use, I hope you’ll find the resources here to put your
digital affairs in order—and, with any luck, have some fun doing so.

What If I Can’t Do Everything in This Book?
Please don’t feel you have to follow every suggestion in this book,
in detail. Of course, you’re entirely welcome to do so, but depending
on the amount and types of digital data you have, it could take quite
a while to get through everything. As you develop your own digital
estate plan, you can incorporate as little or as much of this information as makes sense to you, and in any order.
Even if you accomplish only a fraction of what this book describes,
you’re still taking important steps toward preserving your digital
legacy and helping your family and friends make the most of your
data.
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Quick Start
In this book I lead you through a process of compiling, documenting,
and preserving information that you’ll leave for future generations.
For the most part, later topics build upon earlier topics, so I strongly
recommend reading the book in linear order. (You may, however,
choose to skip chapters or topics that don’t apply to you.)
Take preliminary steps:
❖ Learn about the benefits and challenges of planning for your digital
legacy; see Envision Your Digital Legacy.
❖ Make detailed lists of your major types of digital data in Inventory
Your Digital Assets.
❖ Decide what types of data you’ll preserve for the future, who will
handle your digital estate, what file formats to use, and more; see
Make High-level Decisions.
Prepare major categories of data for archiving:
❖ Scan (or have someone else scan) and organize photographs and
documents that currently exist only on paper; see Digitize Photos
and Documents.
❖ Make sure someone else will have the usernames, passwords, and
other details necessary to access all your accounts; see Deal with
Passwords.
❖ Provide instructions for both ongoing access to your email
account(s) and how to deal with all your saved messages; see Deal
with Email.
❖ Decide whether your social media accounts should be preserved
(online or offline) and whether any final messages should be
posted; see Deal with Social Media.
7
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❖ Make decisions about the files and software on your computer and
in the cloud, plus backups and other miscellaneous items; see Deal
with Other Digital Data.
Assemble the pieces:
❖ Make one or more copies of your digital data on media that’s likely
to last quite a while; see Preserve Your Data for Posterity.
❖ Create a file that includes your digital will, your data, detailed
instructions, and other components of your digital legacy; see
Create a Legacy Dossier.
Note: As you work through this book, you’ll be creating a digital will, as
I discuss in Begin Drafting Your Digital Will. At any time while reading
this book, you can download a Digital Will Template, in RTF format.
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Envision Your Digital Legacy

Your digital legacy goes beyond the possessions in your will to include a lifetime of data.

I know almost nothing about my paternal grandfather, who died a few
months before I was born. I’ve seen photographs of him, examined
census records in which his name appears, and heard a few stories, but
that’s about it. And of his parents I know even less. There are complicated reasons why so little information about these family members
9
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survived, but the fact remains that whatever documents or genealogical data I might dig up, I’ll never be able to know what they were like.
What were their interests, hopes, beliefs, and fears? Did they have a
sense of humor? How did they interact with other people? Were they
kind or cruel, interesting or dull? The answers to all such questions
are beyond my reach.
By contrast, my descendants should have a bountiful supply of information about me. During my lifetime I’ve written many thousands of
pages of books and articles, recorded hundreds of hours of audio and
video, bared my soul in innumerable email messages, and posed for
countless photos. I don’t fancy myself a person of particular historical
significance, but I would at the very least like family members in
future generations to be able to find out what sort of person I was—
what made me tick. And as long as I preserve all that data carefully,
they’ll be able to do just that. They won’t have to rely on faded photos
in a shoebox and half-forgotten, second-hand stories. And whether
they consider me a hero, a villain, a champion, or a loser, at least their
feelings about me will have a pretty strong basis in reality.
That’s a big part of how I envision my own digital legacy. In this
chapter, I want to help you get a sense of what yours might entail.
Crucially, that includes not just the things you’ll preserve for future
generations, or even the stuff you’ll want your next of kin to know
about in the days leading up to your funeral. It also entails information and concrete steps that can improve your life today (see How
Digital Legacy Planning Can Improve Your Life Now). At the same
time, the complexities of preserving your digital legacy may be more
involved than you imagine, and I hope to give you a realistic overview
of the challenges you’ll face (see Understand the Challenges). I also
offer a few quick reminders about conventional, non-digital estate
planning that you’ll want to take action on if you haven’t already done
so (see Review: Estate Planning Basics).
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What Your Digital Legacy Means
I’ve given some examples of what I mean by a digital legacy, and although the details of your vision may differ from mine, the underlying
concept is this:
You get to make decisions now about what will happen to your digital
data after you’re dead—and far into the future.
If you’re a public figure, or if you’ve done things that people are likely
to write about in history books a century from now, you’ve probably
already begun to take steps to insure that future generations look back
on your life in a complimentary way. But even those of us who consider ourselves ordinary folk usually care about how we’ll be remembered
by our friends, family members, and descendants. My great-grandchildren, should I have any, probably won’t see a statue of me in the park
or sing songs commemorating my mighty deeds. But they might like
to know what Grandpa Joe was like way back in the olden days of the
early twenty-first century, because their lives will have been shaped,
in part, by my choices.
Your actions, and the chains of events they cause, are part of your
legacy. Your possessions, and indeed your family members themselves, are part of your legacy too. But in this day and age in which
nearly everything is digital, when most people carry supercomputers
(with built-in cameras, microphones, and video recorders) wherever
they go, and when your every thought and emotion can be instantly
transmitted around the world via social media, the data you create and
accumulate over a lifetime is likely a larger part of your legacy than
your money and house. It will almost certainly last much longer, too!
So, when I speak of your digital legacy, I’m thinking of the following:
❖ Digitizing aspects of your life (such as old photos) that are still
analog

11

Click here to buy the full 127-page “Take Control of Your Digital Legacy” for only $15!

Inventory Your Digital Assets

Your computer is a virtual warehouse, with many thousands of files. Knowing what you have is a
crucial first step.

When you’re writing a will, it helps to have a fairly detailed list of your
tangible assets—home, car, money, furniture, artwork, and so on. Perhaps you’re leaving most of your estate to your spouse and kids, but
you know your nephew has always loved that old cuckoo clock in the
hall, or your neighbor would be thrilled to have your woodworking
tools, and you want to make sure each item goes to the right recipient.
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Many of your digital assets are qualitatively different in that they can
(if you wish) be left to more than one person—for example, you can
give everyone you know a copy of your entire digital photo album,
effectively for free. However, you may not truly own some of your
digital assets; items like software, music, and movies might simply
be licensed, which affects whether or how they can be passed on. And
other digital assets, like online accounts and digital currency, come
with additional legal and logistical issues.
Rather than leave it to someone else to sort through this stuff later,
I suggest starting now to create a list of your digital assets, including
notes about how key data types are organized. Because your inventory
of digital assets will form part of your digital will, I begin by helping
you start that document. Your inventory will help you Make Highlevel Decisions about how to prepare your digital legacy, which will
in turn inform the rest of the process.

Begin Drafting Your Digital Will
Unlike your regular will, which deals with your physical assets, money,
and so on, your digital will is an informal document that contains
instructions on the disposition of your digital assets.
A digital will doesn’t have to be fancy, and it doesn’t have to follow
any specific format. It can be a simple document you create in your
favorite word processor and then print out and keep with your regular
will. Depending on the extent and nature of your digital assets, it
might be just a few pages long or it might be much more extensive.
Tip: To prevent confusion, you might want to attach your digital will to
your regular will, and ideally, include a line in your regular will referencing the attachment—for example, “See attached Digital Will for further
instructions on handling my digital assets.”
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In any case, I recommend starting this document now. Although
you’re free to create your own from scratch in any word processor or
text editor, I’d like to offer you a shortcut: a downloadable Digital Will
Template in RTF format, which you can edit as needed. At various
points in this book I’ll ask you to fill in details applicable to certain
types of data. For the time being, add your name at the top (in the
heading “Digital Will for your name”), and then include a sentence or
two explaining the purpose of the document. For example, something
along these lines:
In the event of my death, I would like my electronic files, digital photos,
online accounts, and other digital assets to be managed as described in
this document.
As you go through the remainder of this chapter, you’ll type into this
document the inventories of your various digital assets, which will
includes a description of the way you’ve organized your files, email,
and photos. Your inventory won’t initially specify what should be
done with those items, but you’ll add those details later. By the time
you’re done working through this book, your digital will should
contain fairly detailed instructions for dealing with all your digital
assets.

Inventory Online Accounts
If you purchased this book online, you have an account with Take
Control Books, Apple, Amazon, or another online ebook distributor.
That account is likely just one of dozens if not hundreds of accounts
you have for online stores, social media sites, email providers, storage
and backup services, discussion forums, and other businesses. Some
of your online accounts are much more important than others, but
you should be able to list at least the most significant accounts—those
that someone else will have to deal with in some fashion after your
death.
20
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Make High-level Decisions

Pick a door! The decisions you make now will influence how you prepare your digital legacy.

If you’ve followed the steps in the previous chapter, Inventory Your
Digital Assets, you now have a fairly complete list of the items you
need to make decisions about. Rather than go through that list item
by item, we’re going to work our way from larger issues to smaller
ones.
In this chapter, I walk you through a number of high-level considerations. First I suggest figuring out the order in which you should attack
various parts of the digital legacy process (Determine Your Priorities)
and deciding which sorts of stuff, in general, you want to keep or
delete (Decide What to Preserve and Discard).
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Then we turn to what may be the most important step of all: choosing
a digital executor to manage your digital assets when you’re gone
(Choose a Digital Executor). You’ll record your instructions for this
person in your digital will, which I described earlier (Begin Drafting
Your Digital Will).
Finally, we take a somewhat technical trip into the world of file
formats (Decide on File Formats), as I help you decide which file types
are best suited for long-term storage.

Determine Your Priorities
The word “legacy” suggests the distant future—the way you want to
be remembered generations from now. And, to be sure, preparing your
data for the long haul is an important part of the process. However, as
you assemble the files and instructions that will comprise your digital
legacy, you should think about three time periods simultaneously:
❖ The present: Which of your digital assets could be useful right now
to your friends, family members, and relatives? For example, would
your siblings appreciate having access to your digital photo album?
What about the paper photos you’ll scan (see Digitize Photos and
Documents)—would your relatives like copies too? Are there key
passwords you should share with a family member now, to make
things more convenient for both of you (see Deal with Passwords)?
Could the sorts of instructions you might write for someone to
carry out after your death also be useful when you’re on vacation
next month (see How to Be Me)?
❖ Immediate post-mortem needs: If you die (or become suddenly
ill or incapacitated), what digital information would a family
member or other trusted person need right away? I’m thinking, for
example, of access to financial accounts, insurance information,
your pre-written obituary (see Your Autobituary), and anything
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else someone might need to plan your funeral and make other
arrangements in, say, the week following your death.
❖ The future: What digital elements from your life might your
children or grandchildren want to see in the next few years? What
documents, photos, and other digital data might be interesting or
useful years, decades, or centuries from now?
The preparations you make for your digital legacy should encompass
all these time periods. However, depending on how much data you
have and how you approach the process, it could take you weeks or
months to put everything together. What should your priorities be?
There’s no right or wrong answer, but I’ll offer my own perspective.
For me, the sorts of information needed immediately after my death
are the most urgent, because I’d want to spare my family as much
stress and work as possible if I were to expire unexpectedly. My
second priority would be the present, because I’d like to make life
better for my family and friends now, and if I didn’t get around to
archiving everything just so for the distant future, someone else could
do so later on. But the odds favor me living long enough to handle
that too; I’ll just make it a lower priority.
In any case, as you go through this book, try to keep all three time
periods in mind and make notes for yourself about your own priorities,
so you can tackle these steps in the order that suits you best.

Decide What to Preserve and Discard
By the time you’ve finished this book, you will have thought about a
great many digital assets—documents, photos, accounts, and much
more. No one has time to ponder the implications of keeping or
discarding every last email message, tweet, music track, and every
other item in their digital inventory. However, what I do suggest doing
at this point is thinking about your digital assets in broad categories
40
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Digitize Photos and Documents

Many of us have boxes full of old photos and documents that will last longer if converted to
digital form.

If you’re like most people, you have photos and videos in digital
format going back to whenever you started using a digital camera. You
probably also have digital documents of various kinds stretching back
even longer. But you may also have paper photos from earlier decades
in albums or shoeboxes, not to mention paper documents that may
have historical or sentimental value—school records, old love letters,
your recipe collection, and so on.
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Of course, you can (and probably should) leave those boxes of paper to
your heirs. But paper deteriorates over time and is also subject to the
damaging effects of moisture, heat, and other environmental issues
(not to mention fire, flood, and so on), so if you want that material to
be preserved indefinitely, making a digital copy is an excellent idea.
Doing so also enables you to make those photos and documents more
easily searchable and sharable, benefits you may well take advantage
of right now.
The effort and expense involved in scanning these photos and documents is largely a function of quantity—it’s no big deal for a handful
of pictures, but scanning tens of thousands of pages could take you
years or cost a great deal of money. In this chapter, I spell out various
ways you can tackle this task, discuss the ways the digital files should
be organized and preserved, and help you consider various options for
handling the original paper copies.
Tip: As useful as it is to digitize your paper photos and documents, I
consider this a lower-priority task than preserving data that started out
in digital form. After all, someone else could deal with the paper later
if need be. So, if you get partway through this chapter and start feeling
like this part of the process is too overwhelming, my advice is to skip it
and return to it later if you have the time and energy.

Take Preliminary Steps
Whether you’re looking at a single folder full of pictures or a huge
stack of boxes, each with thousands of pages, your first step should
be to take stock of exactly what you have and what your priorities are.
There’s no right or wrong way to approach this, and every situation
is a bit different. I’ll sketch out my basic suggestions, which you can
adapt to your own needs:
❖ Separate the wheat from the chaff: Not every photo or document
is worth preserving in digital form for posterity, and the more you
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scan, the more time or money you’ll spend. So, as a first pass, I
recommend separating all your paper photos and documents into
two piles (or boxes or whatever): those you consider important to
digitize and those you don’t.
I can’t tell you exactly what criteria to apply in making this decision for your own stuff, but I know I’d prioritize pictures of people
over pictures of places and things, and pictures of people I know
over those of people I can’t identify. Given several similar photos,
I’d choose just my favorite, or the one that’s clearest and sharpest.
❖ Sort by type: Each type of media (photographs, slides, and documents) needs its own pile. I would further sort photographs into
subcategories, such as:
‣ Ordinary photos: Photos, in good condition, printed on thick
photographic paper
‣ Mounted photos: Anything that’s framed, matted, glued into a
photo album, or otherwise attached to something larger
‣ Delicate photos: Photos on thin or fragile paper (such as newspaper clippings), those that are physically deteriorating, or anything that might require special care when handling
In addition, anything larger than roughly legal size, plus anything
that’s not flat or that for some other reason might not fit in an
ordinary scanner, should get its own pile (see What about Large,
Irregular, and 3D Objects?).
❖ Sort by date: If you already know (even approximately) when each
photograph or document was created, sorting each pile by date can
be helpful because it will simplify the process of naming and organizing the scanned files later. If you don’t know most of the dates,
or if it’s too much effort to think about it now, you can skip this
step for now and come back to it when you have the digital files.
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Deal with Passwords

Every site and service that asks you for a password represents information you need to pass on
to someone.

When I turn on my computer, it asks me for my password; without it,
no one would be able to access any of my files. The same goes for my
smartphone and tablet (although mobile devices typically use shorter,
numeric passcodes). And in the course of my work and play, I use (at
least occasionally) hundreds of Web sites, apps, and cloud services,
68
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each of which requires an account with a username and password, and
most of which contain at least some information that would be interesting or useful to my family and friends when I’m no longer around.
In fact, “useful” is an understatement: without access to certain
accounts, no one will be able to carry out my wishes—whether that
means shutting them down, preserving them for posterity, or keeping
them going under new ownership.
You should already have a list of your most important accounts (see
Inventory Online Accounts). Whether you have just a handful of
accounts or thousands, and whether you consider the information
in them to be trivial or essential, you should take steps to ensure that
the accounts are accessible to your digital executor—and that you’ve
clearly stated what you want to be done with them. In this chapter,
I discuss how to go about doing that.

Use a Password Manager
I’ve spent much of my writing career urging readers to protect themselves, their data, and their online privacy in various ways—backups,
encryption, secure Web browsing, and so on. One of my most important recommendations, which I’ve come back to time and time again
in books, articles, presentations, and courses, is to be smart about
the way you use passwords.
If you’d like all the details on improving your password security, you
can read my book Take Control of Your Passwords. But let me just offer
a few key pieces of advice from that book here:
❖ Don’t reuse the same password for more than one site or service,
no matter how inconsequential you think the account is.
❖ Choose passwords that are long, random, and contain a mix of
uppercase and lowercase letters, digits, and punctuation.
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❖ Use a password manager app (such as 1Password, LastPass, or
Dashlane) to generate, store, and fill in passwords for you.
Password managers don’t solve every password problem, but they do
make it incredibly easy to be safe. You choose a single, strong master
password that will unlock your password manager, and that becomes
the only password (or, realistically, one of just a few) that you need
to remember.
So, if you don’t already have excellent (strong and unique) passwords,
this is a good time to think about changing your habits to protect your
data for yourself and for your heirs—and a password manager makes
that process as painless as it can be.
Tip: I wrote an extensive comparison of The Best Password Managers
for The Wirecutter.

For the purpose of this book, a password manager serves another
essential function: It provides a repository of all your accounts and
their credentials, so your digital executor knows what accounts you
have and how to access them. In other words, it simplifies your digital
will; you need not provide a long list of accounts and passwords, but
rather just access to your password file and the master password that
unlocks it. (In fact, there may be an even better way to give your
digital executor access to your password manager, as I discuss ahead
in Give Your Digital Executor Access to Your Passwords.)
If you have hundreds of accounts that all use the same password—or
that use different but weak passwords—the process of changing your
passwords and moving all that information into a password manager
could take a while. In my personal and professional opinion, it’s well
worth the time and effort. But in the meantime, at least create a
simple password list (see the following sidebar) to include in your
digital will; something is better than nothing.
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Deal with Email

Your stored (sent and saved) email can tell future generations a great deal about you.

Some people treat email as an entirely ephemeral means of communication, along the lines of telephone calls. They receive a message,
reply to it (or not), delete it, and then never think about it again. At
the other end of the spectrum are people like me who save virtually
every email message they’ve ever sent or received. In between are
75
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numerous other strategies for handling email, but I think it’s fair to
say that most of us have some quantity of saved email, and it may turn
out to be one of our most important digital assets.
Without a doubt, a large percentage of email we send and receive is
unexciting (to say the least). And yet, a trip through my email archive
can tell me (or someone else) things like:
❖ Where I traveled and when
❖ What I purchased and when
❖ Extensive details of work and personal projects
❖ How I reacted to important events in my life and others’ lives
❖ When I set up various online accounts
And, of course, much more. This information could be incredibly
valuable to your heirs, even though it may take extensive searching
and filtering to find the useful tidbits.
On the other hand, I know people who, for the very same reasons,
want to make sure no one else can ever see their email! Maybe it
contains secrets you want to remain secret forever, or maybe it shows
an embarrassing side of you. Whatever the reason, if you want to avoid
letting other people access your email when you’re no longer around,
that, too, will require planning.
There’s also the matter of ongoing email access. If you get hit by a bus
tomorrow and an old friend (or coworker, or business) sends you email
next week, will someone else be able to see it and send an appropriate
reply on your behalf? What if a password to one of your accounts is
lost and someone needs to reset it by having a link sent to your email
address? For reasons like these, you should give some thought to how
your account itself will be handled, apart from the archived messages.
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Understand Email Complexities
You’ve already made a list of your Email accounts in your inventory
of digital assets. But before you make decisions about how your email
will be handled, you should be aware of some basic facts about email
that may affect how you think about it.

Where Is Your Email?
When you open your email program, you may see anywhere from a
handful to hundreds of thousands of messages. And so it’s tempting to
think that all those messages are “in your email program,” but that’s
almost never actually the case. In fact, your email is most likely in one
of the following places:
❖ In the cloud only: If you use Gmail or any of numerous other
Web-based email systems—and you check your email exclusively
using a Web browser or a browser-based app such as Mailplane—
then your messages exist only in the cloud, which is to say on the
provider’s servers in a data center somewhere. (If you can’t see
your email at all when you’re not connected to the Internet, you
know your messages are stored solely in the cloud.) If anyone else
is to gain access to that email, they must have your username and
password—but, if your account is deleted (or otherwise disabled)
after you die, all your email could disappear with it unless you take
extra steps to save copies of those messages elsewhere.
Tip: One easy way to get a local copy of all your messages, which works
with most webmail providers (including Gmail), is to set up a conventional email app to access your account via IMAP. Then (per the next
bullet point) you’ll have a copy of your messages on your computer in
addition to the copy in the cloud.

❖ In the cloud (with a local copy): The most common arrangement
is one in which your email provider stores the master copy of all
your incoming, sent, and saved messages, but you also have a local
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Deal with Social Media

Your social media accounts, such as Facebook and Twitter, can live on (in a sense)—if you want
them to.

Do you use Facebook, Twitter, LinkedIn, or other social media
services? (If not, nothing to see here—skip ahead to the next chapter,
Deal with Other Digital Data.) You may want a loved one to post a
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final message on your behalf, or you may want to hand ownership of
the account to someone else. You may also want to have your messages archived (online or offline).
As is the case with email (see Deal with Email), there are also some
people who shudder at the very thought of their social media accounts
existing at all after they’ve died, and would prefer for the accounts to
be shut down and expunged from the cloud.
Regardless of how you approach social media, it’s worth reviewing
what you have, how you use it, and what your options are for the
future—and then to include those wishes in your digital will.

Review Your Social Media Accounts
Earlier, in Social Media, I asked you to create a list of your social
media accounts (such as Facebook and Twitter) to include as part of
your inventory of digital assets. Refer back to that list now.
Take a few minutes to log in to each of the accounts on your list and
skim through your posts, photos, and other information. For each
service on your list, make a few notes about the extent to which you
use it and how important it is to preserve its data. You can then
choose any of several approaches for dealing with each account, as
I describe next.
Note: Even if you authorized a social media service to preserve your
data in perpetuity, the law may in some cases permit your executor or
other legal representative to request its deletion. Therefore, be sure to
state your wishes clearly in your digital will and talk them over with your
digital executor.
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Decide What to Do with Each Account
On a new page of your digital will, under the heading “Social Media,”
list each of your social media accounts along with their respective
usernames and passwords, and how you’d like your digital executor
to handle them.
Note: If you Use a Password Manager, it should already contain the
usernames and passwords for your social media accounts, so you can
omit them from this list—but you’ll still want to list your wishes for how
each account will be handled.

Although not every service offers every option, your choices usually
include the following:
❖ Final words: Your digital executor can post a final farewell, so that
anyone who sees your account in the future will know what happened and why you aren’t posting anymore. If you have a specific
message you’d like to include, write it down.
❖ Archive (online): Some services let you memorialize the account
of a deceased user in such a way that they remain online indefinitely (for example, as a place for loved ones to post memories and
condolences) but limit or disallow most access.
Tip: Facebook gives you the option to set up a legacy contact—someone you authorize in advance to memorialize your account (including
posting a ﬁnal message) or delete it when you’re gone.

❖ Archive (offline): Most services give you the option to download
all your posts so that you can store them locally and pass them on,
whether or not the data also remains online.
❖ Delete: A deceased user’s account can be deleted completely,
making its posts inaccessible to the public in the future. (If you do
this, I suggest archiving the site’s data offline first.)
89

Click here to buy the full 127-page “Take Control of Your Digital Legacy” for only $15!

Deal with Other Digital Data

Your media, software, and other miscellaneous digital data needs to have a plan, too.

The previous several chapters detailed how to deal with major categories of digital data, such as photos, accounts, email, and social
media. This chapter is about everything else—all the other bits (see
Inventory Your Digital Assets) for which you should record your
wishes.
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Although these topics aren’t long or complex, they’re no less crucial
than those I covered earlier. For example, they include all the miscellaneous files and software on your computer, as well as data you’ve
stored in cloud services such as Google Docs and Dropbox. This chapter also covers how to handle backups and archives of your data,
whether you’ve stored them on hard drives or optical discs, in the
cloud, or in some other way.

Handle Your Media
In Inventory Your Media, I asked you to list your audio and video
media and ebooks, divided into that which you’ve purchased and that
which you obtained in other ways.
Media you didn’t purchase (and that, presumably, has no DRM protections) can be distributed in almost any way you choose; simply record
your wishes in your digital will. Keep in mind, however, that unless
you created it yourself, even DRM-free media is subject to copyright
laws, and therefore should not be passed on to more than one person.
But, as I explained in An Aside: Digital Media Complications, leaving
purchased media to anyone is potentially problematic:
❖ Unlike photographs and other digital documents that can be copied
and passed on to multiple people, DRM-protected media can, at
best, be passed on to one person.
❖ To play media protected by DRM, the other person will need your
account credentials, which may prove inconvenient; and even then,
there are various circumstances under which the provider could cut
off access to the media.
❖ Although DRM is less often applied to purchased music than to
video, the practice varies by provider.
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❖ Any media you pay to stream (such as Netflix videos or Apple
Music) will stop being available when your account is closed, so you
shouldn’t consider it an asset at all.
❖ Although a relative or friend might appreciate having access to
your purchased media, it won’t have the same sort of sentimental
or historical value as your other data, because it’s not unique—
anyone can purchase the same media you did.
For these reasons, whatever choices you make regarding your purchased media, you should do so recognizing that it may be beyond the
technological capabilities or legal authority of your digital executor
and beneficiaries to carry out your wishes precisely. That said, your
major options are as follows:
❖ Destroy it. If you don’t want anyone to have to deal with the
potential ramifications of copyright and DRM, you could write off
all that media and ask your digital executor to erase the files.
❖ Leave it all to one person. If a particular beneficiary seems to be
a good recipient of your purchased media, state that person’s name
and exactly what items you want them to have. Your digital executor will need to figure out how to transfer the necessary files (on an
external hard drive, for example). Be sure to include in this portion
of your digital will the username(s) and password(s) applicable to
the account(s) where the media was purchased, and mention any
software that may be needed to play the files.
Note: If you do choose to leave your media to someone, you should
explicitly exclude it from the archives you create with the rest of your
data (as discussed in the next chapter, Preserve Your Data for Posterity),
because those media ﬁles won’t be useful to anyone else.

❖ Pass the buck. If you’re unable to decide what to do, or if you can’t
be bothered to think through all the complexities involved, you can
ask your digital executor to make decisions about your purchased
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Preserve Your Data for Posterity

What you’re creating amounts to a time capsule that will need to be preserved so people far in
the future can see and appreciate your data.

You’ve catalogued your digital data and decided what should be done
with it when you’re gone. That’s terrific—and essential—but if your
plan hinges on a great-grandchild being able to boot your old iMac
that’s been passed down for generations, you’ve still got a problem.
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Imagine finding a 1981 IBM PC, forgotten for decades in an attic. It
might still turn on, or maybe not. Depending on the configuration, it
may have included a hard drive or, more likely, 5¼-inch floppy drives
or even a cassette drive for data storage. Let’s be optimistic and say
the media was stored with the computer. Will it still be readable today
even if the computer works? Perhaps, but I wouldn’t count on it. And
if you’re lucky enough to be able to see those old files on a screen, you
still have the challenge of getting the information onto a modern
computer (or even printing it).
That’s what today’s devices will look like to your grandchildren. And
even if you store them in museum-like conditions, machines, media,
and the data they contain deteriorate over time. You can’t control how
technology will change years in the future, but you can take steps to
increase the likelihood that future generations will be able to read the
files you’ve so carefully preserved. The first part of this chapter covers
which media to use, how to preserve it for the near future, and instructions you can leave that will help your data last into the more
distant future.
In addition, even if your current devices won’t be passed on for generations, they could be incredibly valuable to the person handling your
estate, so you should also Decide What to Do with Your Hardware.
Tip: Since your digital executor will be intimately involved with handling your data, I recommend discussing your choices here (media, ﬁle
formats, and so on) with them and involving them in the decisions.

Choose Archival Media
In museums and libraries, you can often find books that are hundreds
of years old, and other documents (scrolls, papyrus, clay tablets, and
so on) that are much older. But for every document that survived
hundreds or thousands of years, a vast number of others did not. All
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the conditions have to be just right, because heat, humidity, pests,
mold, and other environmental factors can destroy almost anything
over a long enough period of time, and organic substances like paper
are especially vulnerable.
Even so, much of today’s digital media is, if anything, far more susceptible to the ravages of time than old-fashioned paper. The magnetic
particles that store data on the platter of a hard drive can lose their
charge over time, even if the disk hasn’t been used. And, although the
storage mechanisms (and the ways in which degradation occurs) vary,
almost all other modern media can also lose data over a period of
years or decades—that includes CD-ROMs and DVDs, digital tape, and
flash memory. On the other hand, what’s great about digital media is
that it’s so much easier to copy, over and over, than paper and other,
older forms of media.
So, what are your options? Well, there is currently no ideal long-term
option, but let me walk you through the pros and cons of a few alternatives you might consider. Any of these should be good for at least
10 years, but see Refresh Your Archives for advice about longer-term
maintenance.

Archival Quality Optical Discs
A number of companies make recordable CDs and DVDs—usually
using some type of gold and/or silver formula—that will supposedly
preserve their data for a century or more. For example:
❖ Media Supply sells JVC/Taiyo Yuden archival discs, such as DVD-R,
with an estimated 100+ year life.
❖ Delkin Devices sells archival gold storage media, including CD-R
with an estimated lifespan of 300+ years, DVD-R estimated at 100+
years, and Blu-ray estimated at 200+ years.
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Create a Legacy Dossier

It’s time to wrap up all the documents you’ve created into a (paper and/or digital) dossier.

Early in this book I advised you to Begin Drafting Your Digital Will,
and I hope you’ve been adding to it and refining it as you’ve gone
along. And, in the previous chapter, I explained how to Preserve Your
Data for Posterity by choosing appropriate media and storing it carefully. Your digital will, and your data itself, are obviously key components of your digital legacy.
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However, in this final chapter I’d like to go a step further and urge
you to create a legacy dossier for yourself. This will be a collection of
documents (which, ideally, should exist in both physical and digital
forms—for example, printouts in a folder plus a flash drive containing
digital copies) that includes your conventional will, your digital will,
and several other pieces of information that collectively constitute
the information about yourself that you want to pass on:
❖ Instructions: An overview of what’s in the dossier, how to use it,
and a summary of your wishes and concerns
❖ How to be me: An explanation of how to do key business and
household tasks that will help your executor—and may also come
in handy as a reference for yourself
❖ Your autobituary: Your self-written obituary, in which you get to
portray yourself exactly as you want to be remembered
❖ Genealogical and biographical data: Curated facts about
yourself, your family, and your ancestors
You’ll put this in a safe and accessible place for your next of kin or
digital executor, and update it from time to time as needed.

Instructions
Speaking as someone who has had to puzzle through the assembly of
way too many toys and pieces of furniture that included lots of pieces
but lacked adequate instructions, I would like to urge you to include,
as the very first thing a person will find when opening your dossier, a
simple “Read Me” file explaining what this collection of documents is
and what to do with it.
This instruction page should be quite brief, and it should basically
provide a table of contents for the dossier along with a one- or twosentence summary of how each component should be used.
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How to Be Me
Throughout this book I’ve mentioned cases in which portions of your
digital legacy may be useful to someone else while you’re still alive—
but on vacation, ill, or otherwise unable to discharge your usual
obligations. Although your digital will provides access to your passwords and instructions for closing or carrying on various accounts,
one component it doesn’t include is how someone else can do the dayto-day personal and business tasks that, at present, only you know
how to do. This sort of information is as valuable to a house-sitter
or a spouse taking over during a hospital stay as it is to your digital
executor.
I propose that you address this need by writing a brief instruction
manual of sorts that explains how to be you. As a bonus, this document may help you remember how to do a few things you do infrequently.
If I had to document how someone else were to go about doing everything I do during a given day—using every app, making every decision,
processing every email message—I’d be writing instructions for the
rest of my (hopefully quite long) life. For the purpose of your legacy
dossier, I’m not talking about anything nearly so detailed. When I say
“brief,” I mean it!
Because every person, household, and job is different, I can’t tell you
exactly what your mini instruction manual should include, but let me
offer some suggestions and examples:
❖ Essential tasks that aren’t on your calendar. Maybe you alone
know that on the 15th of every month, your gardener must be paid
in cash; or that every March you need to clean the gutters before
the spring rains hit; or that you have to leave your garage door
unlocked every Saturday morning so your neighbor can borrow
your lawnmower. If someone handling your affairs temporarily
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About This Book
Thank you for purchasing this Take Control book. We hope you find
it both useful and enjoyable to read. We welcome your comments.

Ebook Extras
You can access extras related to this ebook on the Web. Once you’re
on the ebook’s Take Control Extras page, you can:
❖ Download any available new version of the ebook for free, or buy
a subsequent edition at a discount.
❖ Download various formats, including PDF, EPUB, and Mobipocket.
(Learn about reading on mobile devices on our Device Advice
page.)
❖ Read the ebook’s blog. You may find new tips or information, as
well as a link to an author interview.
❖ Find out if we have any update plans for the ebook.
If you bought this ebook from the Take Control Web site, it has been
automatically added to your account, where you can download it in
other formats and access any future updates. However, if you bought
this ebook elsewhere, you can add it to your account manually:
❖ If you already have a Take Control account, log in to your account,
and then click the “access extras…” link above.
❖ If you don’t have a Take Control account, first make one by following the directions that appear when you click the “access extras…”
link above. Then, once you are logged in to your new account, add
your ebook by clicking the “access extras…” link a second time.
Note: If you try these directions and ﬁnd that your device is incompatible with the Take Control Web site, contact us.
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Shameless Plug
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mailing list, or follow me on Twitter (@joekissell). To learn more
about me personally, visit JoeKissell.com.
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