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Read Me First
Welcome to Take Control of Cryptocurrency, version 1.1, published in
January 2022 by alt concepts. This book was written by Glenn Fleishman and edited by Joe Kissell.
Cryptocurrency has entered the financial mainstream, and this book
helps you understand your place in relation to it. The book thoroughly
explains how cryptocurrency works, as well as how to buy, hold, and
sell cryptocurrency, use it to make purchases or sell items, and interact
with non-fungible tokens (NFTs), a new way to purchase digital art.
If you want to share this ebook with a friend, we ask that you do so
as you would with a physical book: “lend” it for a quick look, but ask
your friend to buy a copy for careful reading or reference. Discounted
classroom and user group copies are available.
Copyright © 2022, Glenn Fleishman. All rights reserved.

Updates and More
You can access extras related to this ebook on the web (use the link
in Ebook Extras, near the end; it’s available only to purchasers). On
the ebook’s Take Control Extras page, you can:
• Download any available new version of the ebook for free, or buy
any subsequent edition at a discount.
• Download various formats, including PDF, EPUB, and Mobipocket.
(Learn about reading on mobile devices on our Device Advice page.)
• Read the ebook’s blog. You may find new tips or information, as
well as a link to an author interview.
If you bought this ebook from the Take Control website, it has been
added to your account, where you can download it in other formats
and access any future updates.
4
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What’s New in Version 1.1
Writing about cryptocurrency can be as volatile as the exchange-based
value of the coins themselves. In this version, I’ve made these updates:
• Ethereum transaction fees: I updated the section in Ethereum
on transaction fees because these fees have gone through the roof
since mid-2021. See Ethereum 1.0 (Proof of Work).
• Price, volume, and other numeric changes: I’ve updated the
market-value prices of cryptocurrency throughout the book, as well
as hashing rates, transaction fees, and electricity consumed.
• Simplified cost per kilowatt: I reworked details in The Economics Stop Penciling Out to make it easier for you run your own
calculations on the break-even point for Bitcoin miners. Previously,
you had to follow my work and tease it out.
This version also fixes typos and minor errors.

What Was New in Version 1.0.1
This update has minor corrections, including fixing typos. I’ve also
updated the book where appropriate with fresher numbers and values
for cryptocurrency and regular currency.
After China cracked down on cryptocurrency in May 2021, the government outright banned mining nationally and issued stronger statements about its use being illegal in September 2021. See China.
The pressure continues on Tether, an alleged stablecoin that claims a
1:1 ration of holdings between its coin and U.S. dollars. See The True
Value of Tether Emerges.
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Introduction
Cryptocurrency is a new form of money. Since its first practical emergence, when Bitcoin fired up on January 3, 2009, it represented a new
kind of way in the history of humanity to store, transfer, and represent
value. What value? Well, that’s the question.
Every day, the majority of the people in the world pay for goods and
services or accept payment digitally. They dip a credit card, scan an
Alipay or WeChat Pay QR Code (about a billion people in China), tap a
smartphone, pay by SMS (as with M-Pesa across parts of Africa), or
click a button to send their financial details to a website. Hundreds of
billions of dollars annually are transferred electronically by international migrant workers, sending remittances home.
These massive transfers of value electronically power and have accelerated the global economy. Despite the ease with which many of them
work, they are mostly somewhat to very inefficient because of the
number of parties involved, each of whom takes some piece of the
action. And they all rely on trust in the institutions involved.
Cryptocurrency is a way to remove intermediaries (and thus inefficiency and costs) while replacing trust in the value, ownership, and transfer of something with proof based on mathematics in the form of
encryption implemented in a common set of software. At its heart,
that’s all it is, but the word “all” does a lot of work there.
Instead of moving around government-backed electronic equivalents
of money (or even physical currency), cryptocurrencies lock every
transaction—every shift of ownership from one party to another—in an
immutable, verifiable fashion in a public record that nonetheless
preserves many aspects of anonymity.
Encryption allows the owner of cryptocurrency to demonstrate ownership in a manner that other people, systems, and algorithms can
validate without trusting that ostensible owner. With printed currency,
possession of the cash is proof of ownership; with cryptocurrency,
6
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possession of encryption keys provides an analogous proof. (Just as
with cash, your ownership may be disputed by legal means, but you
still possess the value until a change is forced upon you.)
At some level, cryptocurrency is just a more efficient way to hand a bag
of cash to someone else; at other levels, it’s an entirely new creature
whose attributes haven’t yet been fully explored. Regardless, the
purported value of the two most popular digital coins—Bitcoin and
Ethereum—coupled with dozens of more specialized and niche ones is
over $1 trillion, so it’s a beast to examine carefully.
Skyrocketing exchange rates pushed cryptocurrency into heavy mainstream coverage across the pandemic in 2020. And in early 2021, a
way to sell a form of ownership of a digital work of art, a non-fungible
token or NFT, went from an obscure corner of the internet into a
multi-billion-dollar business in which the NBA, Christie’s, and other
reputable and well-known parties participated.
It’s all a little overwhelming, and this book is your key to unlock
cryptocurrency’s innards. It’s not a recommendation (nor a prospectus) to invest in it or purchase digital value. Nor is about valuation, or
what cryptocurrency is worth in dollars or euros or renminbi—that
would delve into investment advice and trying to understand why a
market attributes a certain exchange range to various coins.
Rather, what you’ll achieve by the end of this book is a solid working
knowledge of all the pieces that fit together in a cryptocurrency, plus
an idea of how various ones may mature and what the future brings.
The book spends a fair amount of time on background knowledge.
You’ll learn how money and cryptocurrency stand in relationship to
each other and then all the fundamentals of a cryptocurrency, like the
blockchain, mining, and wallets.
Along the way, I introduce cryptographic concepts necessary to achieve
a deeper insight, like public-key cryptography. There’s very little
math, however, and a perfect understanding of cryptography isn’t
critical to understanding how a cryptocurrency works—it just adds to
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your expertise. (I separated some of the most technical bits into an
appendix for reference.)
I also dig into the dangers cryptocurrency poses to the planet and to
financial markets, as well as risks you could experience from the dark
sides, legal and otherwise.
With that understood, I explain how to buy, hold, and sell cryptocurrency; how to purchase digital and physical assets with it; and what, in
fact, an NFT really is. (Spoiler: It’s not precisely a digital asset nor
really ownership of a digital asset. It’s closer to bragging rights.)
My hope is that you’ll achieve a level of comfort and familiarity with
the concepts and that whether you become a participant in cryptocurrency in any way, or you say, “thanks, but no thanks,” you do so from
an informed position of comfortable knowledge.
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Cryptocurrency Quick
Start
Cryptocurrency can be overwhelming, so I recommend figuring out
how you want to approach learning about it. You can work your way
sequentially through the book, which is designed to build on knowledge. Or you can jump ahead to chapters on risk, buying or selling, or
NFTs if you want to dig into one of those subjects first.
Master the basics:
• Start with first concepts as you examine what money is, where cryptocurrency fits in, and learn about liquidity; see Understand Cryptocurrency.
• Get to know all the elements of a cryptocurrency; see Learn How
Encryption Binds Cryptocurrency.
• Become an expert in mining, the reward-based mechanism that
records permanent transactions; see Dig into Currency Mining.
• Learn the salient facts about each major cryptocurrency; see Discover How Major Cryptocurrencies Work.
Understand the risks:
• Hazards abound in the ongoing maintenance of cryptocurrencies;
see Explore Environmental and Structural Hazards.
• You might experience danger to your finances, health, and freedom;
see Avoid the Dark Side of Cryptocurrency.
Participate in cryptocurrency:
• Buy, sell, and purchase stuff with cryptocurrency; see Buy and Sell
Cryptocurrency.
• Peer into the future of unique digital purchases; see Understand
Non-Fungible Tokens (NFTs).
9
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Understand
Cryptocurrency
Cryptocurrency was once the province of geeks, people who believed
leaving the gold standard was a mistake, conspiracy theorists, black
marketeers, speculators, criminals, and people with an obsessive sense
of curiosity—to name just a few categories. It was also of keen interest
to modern economic theorists, computer scientists, encryption researchers, and people who dabbled as a side interest in one or more of
those areas of study and practice.
The space opened up over time as the exchange value of Bitcoin and
cryptocurrencies that followed became significant—into the billions of
dollars—and the tools that let people participate became simpler.
Originally, cryptocurrency required a good understanding of encryption, security, and command-line interactions, including potentially
installing and compiling software. But participation evolved into
friendlier, GUI-based “wallets” to hold currency and ultimately to
websites that perform the heavy lifting.
Along the way, more people began to participate by buying, holding,
and selling cryptocurrency, which led reported coverage of the field to
grow from mentions in specialized publications to mainstream business stories in widely read periodicals and websites.
Cryptocurrency’s reach and ability to appeal to more people grew as
global politics and financial markets roiled, unsettling enough people
to a large enough extent to try to find safe ways to transfer money into
something they thought might be outside the vagaries of government
oversight and mismanagement. For some, that also meant largely
outside the gaze of regulators, prosecutors, and tax collectors.
The increasing involvement by people with extreme wealth, venture
capitalists, highly capitalized public companies (notably, the Tesla
electric-car firm run by Elon Musk), PayPal and its Venmo division,
10
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and government regulators have made Bitcoin and Ethereum in
particular—the two leading digital money types—appear more rational
to interact with, even though nothing has truly changed in terms of
their basics, volatility, or inherent value.
For all that, I would wager (in any currency) that most people who
participate in cryptocurrency markets in any fashion don’t know all the
ins and outs of how they work. Since the point of this book is to give
you a basis of understanding and teach you how to engage with cryptocurrency, this chapter starts with the fundamentals.
Before we dig into the technical details of cryptocurrency, we have to
look at philosophical ones. This includes defining what money is—
what it means and how it works—and then the space cryptocurrency
fills in the current global financial market and internet space.
Finally, you must grasp the concept of liquidity, the difference between
assets that are freely exchangeable and tied up in a significant way. I
feel a lack of discussion of liquidity’s role in cryptocurrency is one of
the greatest missing pieces in everyday writing and reporting about it.
What Is Cryptography?
Let me slip in this concise explanation of cryptography: it is the
science of hiding information in a way that people who don’t know a
secret can’t uncover it. Forms of encryption—the practical application
of cryptography—date back millennia.
Methods can be as simple as letter-substitution ciphers, in which an A
in a piece of text is replaced by a D, a B by an E, a C by an F, and so
on. These methods are quickly broken.
More secure methods require the use of mathematical algorithms,
sequences of operations that transform source material into a form
that can’t be understood without knowing a secret. Some encryption
algorithms rely on a key that allows someone else with the same key
to decrypt and make use of the original material. In other situations,
an algorithm allows someone to prove possession of a secret.
More details about cryptography applied to cryptocurrency appear
throughout the book: see Public-Key Cryptography and a quite
technical explanation in an appendix, Make a Hash of It.
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Learn How Encryption
Binds Cryptocurrency
Cryptocurrency obviously mashes the words “crypto” and “currency”
together, but you can’t just say a buzzword and make it real. (I mean,
in some parts of the tech world you can.) The theory underlying cryptocurrency relies on a smart application of existing principles in
encryption that allow proof and validation of possession of a secret and
apply that by reference to the ownership of a specific number of units
of a digital-only asset.
The key concepts in cryptocurrency are as follows:
• The node, peer-to-peer software that collectively forms the network
• The unit of coin, the currency and its division
• A transaction, which specifies the transfer of value from one party
to another by creating an entry in the blockchain
• The blockchain, a distributed ledger of transactions available
publicly but the entries of which are abstracted from identities
• The wallet, used by individuals and organizations to manage the
cryptographic secrets required to buy, hold, and sell cryptocurrency
• Mining, a way to lock transactions into blocks that extend the
blockchain while receiving a reward paid in the cryptocurrency itself
as well as fees for each transaction added (and ultimately making
ledger entries immutable and thus irreversible)
Note: Mining is such an extensive topic it receives its own chapter
following this one, Dig into Currency Mining.

These components are described in an evolving standards or specifications document that outlines every detail to the nth degree of how a
cryptocurrency works. That starts with the node.
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Note: With Bitcoin as the big gorilla that set the model for what
followed, I’ll use it largely as the example. In the chapter Discover
How Major Cryptocurrencies Work, I explain the specifics of a number
of the biggest value holders.

The Node
A cryptocurrency generally starts with a white paper that defines how
it will work. This includes defining a way to adopt proposals for
changes that emerge over time, such as a majority of nodes or supermajority of miners. The specifications in the white paper are used to
build the software that forms the distributed truth of the network.
Each instance of this software is called a node. Nodes are peer-to-peer,
meaning they all discover each other instead of having a central server
or party that coordinates them. Nodes participate by issuing and
relaying transactions, holding full copies of the ledger of transactions,
and validating data that arrives. A sufficient number of nodes are
always running that have a full copy (or the equivalent) of the entire
ledger of transactions that have ever occurred.
Note: Nodes come in different forms. Among them, full nodes verify
transactions and blocks, while lightweight ones allow querying transactions. Bitcoin and Ethereum each have either around 10,000 or
100,000 full nodes each. No centralization means no agreement on
how to count them!

Everyone participating in a given cryptocurrency must run software
that conforms to the same version of the standard. People running
nodes based on different versions of the standard effectively aren’t
using the same cryptocurrency! (I explain more about what happens
when that occurs in What’s the Fork?, below.)
Early in the book, I said that cryptocurrency replaces trust in people
with a reliance on the cold, irrefutable nature of math. But really,
because that math is implemented in software, it’s more elaborately
“trust that the software that runs the networks isn’t cooking the math.”
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Dig into Currency Mining
The heart of cryptocurrency is mining. A miner, a specialized participant in a cryptocurrency network, takes transactions and binds them
up into the unit of the blockchain—the block. They then distribute
these blocks, which the rest of the cryptocurrency system validates and
then adds to the blockchain. Miners make the transactions embedded
in blocks as permanent as anything can be in cryptocurrency.
Much like wresting minerals from the earth, mining requires some
kind of hard effort and just like resource mining, the reason to do this
is profit. Cryptocurrencies offer a reward for mining that varies widely
among systems in use and which are issued in the form of the same
cryptocurrency that they’re mining.
The miners don’t need to care about the transactions—they only want
the reward. But the concepts under cryptocurrency are designed to
align the reward they obtain with an important outcome: locking
transactions so that the unique value associated with a transaction can
only be spent once. (Mining is essentially a very elaborate anti-counterfeiting effort.)
In the same way that most people don’t work for a government mint or
know anyone who prints currency or stamps coins, most people and
institutions participating in a cryptocurrency system have no connection to mining at all. They don’t exactly care about the miners—not in a
callous way, but a practical one. However, they want the miners to
keep working busily away forever, like an ant colony’s workers wanting
the queen to keep producing eggs that allow the colony to persist.
Those engaged in transactions in a cryptocurrency want them to be
written to the blockchain as securely and rapidly as possible.
Note: I mentioned that cryptocurrency requires peer-to-peer software known as nodes. Miners run entirely different software to create
proof needed for a given cryptocurrency. They use a node only to
broadcast their result. Only miners need to run mining software.
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In this chapter, I start by explaining aspects of mining that help you
understand its place in the cryptocurrency ecosystem. In the next
section, Proof Forms Consensus, I dive into proofs, or ways in which
consensus is achieved to assure blocks are valid.
Mining Versus Validation
Cryptocurrencies extend a blockchain through a consensus mechanism, a method of assuring everyone agrees that a block is valid and
should be added to the ledger. The vast majority of value tied up in
cryptocurrencies currently relies on coins that are produced through
proof of work, which requires mining; see Proof of Work.
However, as I explain later in this chapter, other forms of consensus
are achieved through different kinds of proof, the most significant of
which require validation, or an agreement among participating parties
on how to assure a block should be added without calculating fiendish
puzzles. I explain this starting in Proof of Stake.

You can approach mining by starting with the elements shared across
all cryptocurrencies, and for which I provide links to where these
details are discussed at length:
• Preserving the uniqueness of transactions and transfer of value to
avoid double spending and paradoxes; this is explained above in
What’s the Fork? and below in What Role Miners Occupy
• Locking transactions into a block; see How Blocks Are Mined and
Proof Forms Consensus
• Linking one block to its predecessor to create a verifiable
blockchain; see Proof Forms Consensus
• Receipt of a reward for mining the block; see How Blocks Are Mined
• Receipt of a fee for each transaction recorded in a block; see How
Blocks Are Mined
Let’s start with how miners work within the system.
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Discover How Major
Cryptocurrencies Work
Bitcoin may be the 800-bit gorilla, but it’s now one of hundreds and
hundreds of cryptocurrencies. To distinguish among them, there’s
Bitcoin and altcoins—that’s everybody else!
In terms of scale, as I type this in January 2022, Bitcoin’s total market
value based on exchange price is nearly $800 billion. The second
most-valuable, Ethereum, is half that at about $390 billion. The thirdhighest valued coin similar to those two is Cardano at $42 billion. The
rest of the altcoins drop off fairly after a couple of a few other peers.
Bitcoin Persisted, But Wasn’t the First
Bitcoin is not the first cryptocurrency, just like Johann Gutenberg
wasn’t the first person to print with movable type. (People in China
and Korea predate him by centuries.) Both Gutenberg and Bitcoin
built off previous innovations by pulling them together into a unique
form that caught fire and persisted.
Investopedia has an excellent rundown on Bitcoin’s crypto predecessors. (And here’s a great description of printing before Gutenberg.)

Yet valuation isn’t always an indication of importance. Two of the
currencies I discuss ahead, Bitcoin Cash (about $7.4 billion) and
Litecoin (about $10 billion), are often included in the list with Bitcoin
and Ethereum as cryptocurrencies accepted by platforms that support
few if any others. That includes PayPal and Venmo, as I discuss in
PayPal and Venmo Allow Certain Purchases.
Not all cryptocurrencies are worth detailing at length, because their
value, purpose, stability, or basis of participation (the number of nodes
or people helping to keep it running) are low. In the following sections,
I detail the biggest, most important, and most important to know
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about forms of digital currency—and that last category includes warnings as well as uniqueness.
Back in What Is Cryptocurrency? I offered a number of fundamental
elements seen as required to call something a cryptocurrency. For each
cryptocurrency below, where applicable, I provide information about a
few more nitty-gritty elements. Think of this like the difference between understanding how central banking works as a whole and how
coins are mined and currency printed.
The salient aspects listed below include:
• Maximum and outstanding coins: Bitcoin launched with a
maximum number of coins that could ever be issued within the
system. This makes Bitcoin more like literal mining—commodities
like gold become ever harder and more expensive to extract—than
fiat currency, the supply of which central banks continuously increase. Some cryptocurrencies have opted to have no limit.
• Cadence: Most cryptocurrencies have a built-in expectation for
how long it takes to mine a block and a mechanism to reset the
cadence after a certain interval has passed when it’s out of step.
• Difficulty: Back in Solve a Puzzle By Coming in Below a Target in
Proof of Work, you learned how most cryptocurrencies have a
dangerous race to the top: the computational power required to
mine a block (its difficulty) resets regularly to keep cadence. No
increase or decrease in computational capacity truly matters, because the difficulty adjusts to accommodate it to ensure blocks are
mined at the same cadence. Difficulty is typically measured in
hashing operations per second and usually denominated in trillions
of those, or TH/s: trillion hashing operations per second.
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Explore Environmental and
Structural Hazards
Cryptocurrencies have challenges from within about how they operate,
scale, and resist attack. They also have external costs and threats that
are incidental to the value created, but have a cost to individuals,
companies, societies, and the future of humanity.
If you are someone considering or participating in cryptocurrency, I
would try to convince you that there’s an ethical and societal duty to
consider the first of these, which is resource consumption, led largely
by running through huge amounts of electricity to no good purpose.
The second category encompasses a broader variety of threats to the
value and viability of cryptocurrency, and you should understand as
part of the risk you assume if you trade, accept payment, or create
contracts with Bitcoin, Ethereum, or other digital coin.
I end the chapter with ransomware, which might seem completely off
base. But the increased scale of blackmail paid with cryptocurrency
means governments may try to reduce the partial anonymity of cryptocurrency and crack down in many other ways to reduce the impact
ransomware has on the smooth functioning of national economies.

Resource Consumption
Nearly all cryptocurrencies that are valued in fiat currency at any
significant level currently rely on massive amounts of computation via
proof of work (see Proof of Work). To create that proof, Bitcoin and
others burn through the equivalent of a modest-sized European nation’s worth of electrical energy, most of it non-renewable.
That’s bad enough to start with. But the methods by which most digital
coinage operates provides an incentive to each party engaged in
mining to increase their computational power. In a zero-sum game,
97
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people are trying to grab as big a piece of the pie as they can profitably,
and with cryptocurrency that’s a race to burn up the Earth.
Note: Modern proof-of-work miners can produce staggeringly more
hashes per watt of energy than a decade ago, but The Red Queen’s
Mining Paradox means that the more efficient you become, the more
hashes you have to produce to stay in place with others.

But cryptocurrency can also burn through hardware because of the
intensive use that mining places on it.
Fortunately, there are some countervailing trends that may put a little
drag on the tendency towards wanton pointless destruction.

Electricity
If you don’t believe that climate change is significantly driven by
human industrial activity, you may want to skip to the next chapter.
(But you should also read NASA’s briefing on the subject, which
explains in plain terms why we are largely or entirely responsible.)
Bitcoin by itself consumes from 50 to 200 terawatt-hours (tWh) of
electricity each year, which is as much 0.7% of all electricity used
worldwide, and similar to Norway or Pakistan’s annual consumption
(Figure 9). That powers a system valued at over a trillion dollars and
which processes tens of millions of transactions each year.
Note: A watt-hour measures the consumption one watt for one hour.
Your monthly electrical bill is usually calculated in kilowatt-hours
(kWH), and the average American home uses under 1,000 kWh a
month. One tWh is a trillion watt-hours.

Note: Digiconomist has provided ongoing research about Bitcoin
energy consumption. Based on its research, it pegs its estimate for
actual energy consumed (shown as a solid line in Figure 9). But its
charts also include the least possible amount of electricity consumed
if all Bitcoin miners were using the most efficient equipment available
(shown as a dashed line).
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Avoid the Dark Side of
Cryptocurrency
Somewhat anonymous cash that flows across national borders and
outside global financial systems and accountability? What could go
wrong! As you might imagine, a lot.
In this chapter, I explain three common risks you may face through
normal use of cryptocurrency.

Lack of Anonymity
Bitcoin and other digital coinage shares the notion of anonymity with
cold, hard cash—with the same actuality that transactions may be
traceable. It’s more accurate to say that cryptocurrencies offer pseudonymity, or an obscured identity that’s consistent over transactions,
than true anonymity, which would allow someone’s identity in each
transaction to remain uncorrelated to another other transaction.
With physical cash, authorities or enemies who want to know where
cash came from can often use dint of hard effort to find out. Bills have
serial numbers on them, and thieves may steal cash that they can’t
request is in old, mixed bills with non-sequential numbers. You’re even
more traceable in a legitimate cash transaction. If you go to a bank and
withdraw $100,000 in cash, they have to report it as a suspicious
activity. And it’s unusual to carry around that much money for long.
Note: An old girlfriend rented an apartment in a small building
affordably in a metro area, but the landlord (who lived in the building) wanted the first and last month’s rent and the security deposit all
in cash—about $9,000. It was nerve wracking for her to obtain and
carry around that much money. Few of us do regularly!

116

Click here to buy the full 195-page “Take Control of Cryptocurrency” for only $14.99!

Note: You can see pictures of me interacting with about $220,000 in
cash when I wrote about the cartoonist of The Oatmeal raising money
to protect bears.

“Know your customer” laws for financial institutions designed to detect
and deter money laundering also make it difficult to deposit large sums
of cash without detection. Most criminals stealing significant sums are
known to authorities, who may be already monitoring deposits or other
actions. Criminals have to engage in an underground economy to shift
money around to ever be able to use it.
People with a reason to collect and deposit large sums aren’t tracked by
warrant, but they have a significant digital footprint across the system
as they move cash in and out of accounts.
Cryptocurrency has the appeal for both ordinary people who prefer the
government know the least about their affairs and for criminals that
you don’t have to register to use it or provide anything like an identity.
The only thing that people looking at a public blockchain can see for
unspent transactions is an address to which money was sent.
We’ve seen back in Bitcoin Addresses and Ethereum Addresses, these
digital slots to push money through are designed to resist decoding. It’s
effectively impossible knowing only the address to determine who
might be involved in receiving coin at that address.
The rub is the same as with physical currency, though. As long as you
don’t want to do anything with the stored value, you can leave it on the
blockchain. In some cases, people maliciously or for political reasons
do attempt to lock up value permanently and irretrievably.
But for most uses, money wants to be spent. It may be that it needs to
be split up among multiple parties, and transactions have to account
for that. Or someone hopes to further obscure the destination of the
cryptocurrency. Or its owner wants to cash it through an exchange.
These movements allow connecting inputs and outputs, and tracing
the flow of crypto-cash.
Once value flows, other factors can intrude. Researchers and law
enforcement have sometimes managed to figure out the actual identity
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Buy and Sell
Cryptocurrency
You’ve finally reached the point in the book you’ve been waiting for, if
you haven’t skipped previous chapters to get to this point: how you can
actually buy and sell cryptocurrency—really exchange fiat currency
with cryptocurrency—and buy actual real stuff and services with it.
And yet, because I want you to be fully informed, I start this chapter
with an explanation of legal and tax issues you may face that you
should fully understand before you buy your first fraction of e-cash.

Examine Legal and Tax Issues
Cryptocurrency is a brave new world, despite its practical existence
spanning back over a decade. It’s only as the received valuation
climbed from modest sums to over a trillion dollars and cryptocurrency systems multiplied like generations of digital rabbits that regulators
and tax authorities really started to get deeply involved.
Warning! This book is neither legal advice nor tax advice. Rather, it’s
reporting on what’s known and pointers to more information. Do not
make legal, financial, or tax-related decisions based solely on this
book; consult licensed professionals.

It’s possible that you can’t legally exchange value (really, invest) in a
given cryptocurrency or any cryptocurrency in your country. Depending on where you live it might be that:
• Cryptocurrency is illegal in your country: Some countries
have banned the ownership of cryptocurrency; others don’t allow it
to be exchanged to and from fiat currency, which is a sort of soft
ban. See Governments Crack Down and read up on local laws.
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• A given cryptocurrency is banned, illegal, or forbidden:
There are some cryptocurrencies that decided from the start they
wouldn’t do business with people living in some countries. Others
have been banned by the nation, or have agreed in a settlement to
stop working with people there.
• ICOs are illegal or strictly limited: Regulators in some countries have imposed rules regarding launching new cryptocurrencies,
promoting them (including through affiliate-style programs), and
purchasing them.
If you are certain or have secured advice that it’s legal for you to buy,
sell, accepts payments in, or make purchases with cryptocurrency, you
need to consider tax implications next.
Not all tax authorities worldwide in countries that haven’t banned or
limited cryptocurrency use are in agreement about the basis on which
cryptocurrency ownership and gains are taxed. This is partly because
the value doesn’t reside in a given country or central bank, but in the
current, varying potential exchange value worldwide.
Here’s how you can protect yourself:
• Read the regulations in your country: You can typically find
guidance online from local and national tax authorities, such as this
lengthy FAQ from the IRS.
Tip/Warning! Starting with the 2020 tax year, the IRS considers
cryptocurrency transactions just like you’re trading stock or making
sales and purchases.

• Consult an accountant: If you don’t have one, ask for a referral
to one who deals with digital assets, including online payments. An
accountant should be able to give you advice about how to track and
report cryptocurrency activity.
• Find a tax lawyer: If you need a legally backed opinion, you need
an attorney who specializes in taxation, who can answer specific
questions and potentially write an advisory letter that asserts they
have reviewed what you intend and agree it’s legal.
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Understand Non-Fungible
Tokens (NFTs)
Many people own original works of art, even if the work is a photograph, drawing, or painting that you, a family member, or a friend
made. You might have spent $100 on a framed original, or far more.
And you know that people spend tens to hundreds of millions of
dollars on rare, exceptional works.
The work you and wealthy folks and institutions collect can include
things written by hand (like an original manuscript or a marked-up
typewritten draft of a poem) or limited-edition lithographic, letterpress, or other print.
Collectible art is typically either a draft (which might be one of many),
an edition (one of many, but each having a particular hand in their
creation), or a unique original—one of a kind. When you own a work of
art, you own a thing that you can view, show, and understand as a
material object in space.
Now imagine if you could buy a digital work of art, writing, or a draft
or preproduction piece (Figure 23). What would you be purchasing?
Digital work can be produced in any quantity and with perfect replication. A draft might be a Photoshop file or a CAM/CAM document, but
the produced work is something that is by its nature ostensibly infinitely reproducible. What is a digital original? What is a limited
edition?
These are the questions that non-fungible tokens or NFTs set out to
both ask and answer. The results are imperfect, but the current state of
the art isn’t the ultimate one. And it’s impossible to discuss NFTs
without starting by asking if they’ve already peaked in value and may
ultimately descend into a niche curiosity most of us pay zero attention
to after a faddish rise to fame in early 2021.
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Figure 23: This creation by “beeple” (Mike Winkelmann) sold for
“$69 million” in early March 2021.

Have NFTs Already Peaked?
Anil Dash and Kevin McCoy accidentally created NFTs in May 2014 as
a proof of concept of how to protect ownership for artists and provide a
revenue stream to support their work. (Other people claim the invention, but Dash and McCoy’s was arguably the first or among the first
viable expressions.) Changes made to Ethereum in 2017 to allow
tokens (see Understand Tokens Embedded in Ethereum) were expanded in 2018 with ERC-721, allowing unique or non-fungible tokens.
That opened the door to NFTs, which slowly started to emerge at
marketplaces like OpenSea.
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Appendix A: Technical
Explanations
In this appendix, I explain some details of cryptocurrency at greater
length than what I believe a casual reader might have interest in. But
because I know some folks want a tour of the sausage factory, here are
the more low-level and technical details of several aspects of cryptocurrency, particularly blockchains.

Make a Hash of It
A huge part of how cryptography is used in routine ways, from securing the web to mining cryptocurrency, is in validating that a given
thing hasn’t changed since it was made. That might be an app, a hunk
of text, a Word file, an image, or a transaction in a digital currency.
To prove something hasn’t been changed, you use a hashing algorithm.
A hashing algorithm uses a massive amount of calculation to transform
an input—like a piece of text—into a short piece of output which can’t
be duplicated unless you know the exact, bit-for-bit input.
If a single value is changed on any part of the input—the letter “a”
becomes the letter “b,” or a bit is flipped from zero to one—the output
becomes dramatically different.
Part of the operations of a hashing algorithm condenses however long
the input is into a fixed length of output, like 64 hexadecimal bytes.
This called, simply, a hash.
Tip: Not sure what hexadecimal is? Read Learn About Hexadecimal.
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Note: You can read the details of how hashing works, but it’s just a
series of relatively simple mathematical operations performed repeatedly against the source text or binary data. The repetition improves
resistance to deciphering.

Knowing a hash doesn’t let a hacker figure out its input, nor does that
knowledge give clues on how to fake an input to produce an identical
hash to forge a hash.
Let’s look at a practical example. Let’s say I wanted to claim on January 1, 2021, I had predicted that Bitcoin’s price would double by June
2021. One way to make a prediction is to hash it and give the resulting
hash to other people.
Let’s say I wrote:
Bitcoin’s price will rise to about $120,000 by June 1, 2021. I,
Glenn Fleishman, declare this on January 1, 2021.

If I run that through the standard SHA-256 algorithm described below,
the resulting 64-byte string is
81B43F2C04A54FDE461A86812D169AB48982AAC296628AB7C496D72A1B9CAAC9

I sent this hash as a text to friends and post it on my blog. A newspaper
publishes it. Somebody engraves it into a mountain. It’s permanently
available for anyone who looks for it.
Ah, but I am a terrible prognosticator. Bitcoin fell by half. So, my
prediction is wrong and I can’t provide my text later to “prove” I was
right (since I wasn’t). But let’s say I composed a different message,
such as:
Bitcoin’s price will fall to about $30,000 by June 1, 2021. I,
Glenn Fleishman, declare this on January 1, 2021.

That’s great, but its hash is vastly different, as I explained:
44A3A1EE828FB221E9A1A49F107891A1E79C3B60305FF7E521DFCC23A795B592
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Appendix B: Crypto Slang
The cryptocurrency world is full of both jargon and slang. I’ve addressed jargon throughout the book: specialized terms used within that
world that have a specific meaning and may be used in more formal
discussions. For instance, talking about “coin” as the units of value in
cryptocurrency. A few terms I haven’t called out particularly and I
mention those in the first section.
But slang is another thing. There’s a huge array of slang most around
investing and valuation among casual and series traders. For a bit of
fun and in case you’ve searched the book for one of these meanings
and didn’t find it elsewhere, here’s a short list.
Note: Some of these terms are used across modern casual investing,
such as in meme stocks like AMC and GameStop. Others are particular to cryptocurrency.

ape: Buying a new cryptocurrency or someone who buys it
diamond hands: Holding on to an asset through significant drops in
value
flippening: A point at which Ethereum (or any cryptocurrency)
becomes worth more in exchange-based value than Bitcoin
HODL: Long-term retention or “holding” of a cryptocurrency, based
on a typo someone made of “hold” many years ago
mooning: A substantial rise in cryptocurrency value, like “going to
the moon”
no coiner: A person who owns no cryptocurrency and has an aggressively negative view of it
paper hands: Selling out of anxiety during drops in value
tendies: Indicates having made a financial gain in a market. It’s
related to a meme about chicken tenders (“tendies”) in which people
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living in their parents’ basement as adults ask for chicken tenders as a
reward for “being good.”
whale: someone who holds 5% or more of a given cryptocurrency
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About This Book
Thank you for purchasing this Take Control book. We hope you find
it both useful and enjoyable to read. We welcome your comments.

Ebook Extras
You can access extras related to this ebook on the web. Once you’re
on the ebook’s Take Control Extras page, you can:
• Download any available new version of the ebook for free, or buy
a subsequent edition at a discount.
• Download various formats, including PDF, EPUB, and Mobipocket.
(Learn about reading on mobile devices on our Device Advice page.)
• Read the ebook’s blog. You may find new tips or information, as
well as a link to an author interview.
• Find out if we have any update plans for the ebook.
If you bought this ebook from the Take Control website, it has been
automatically added to your account, where you can download it in
other formats and access any future updates.
More Take Control Books
This is but one of many Take Control titles! We have books that cover
a wide range of technology topics, with extra emphasis on Macs and
other Apple products.
You can buy Take Control books from the Take Control online catalog
as well as from venues such as Amazon and the Apple Books Store.
But it’s a better user experience and our authors earn more when you
buy directly from us. Just saying…
Our ebooks are available in three popular formats: PDF, EPUB, and
the Kindle’s Mobipocket. All are DRM-free.
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About the Author

Glenn Fleishman never stops writing about technology and its implications. He’s in his third decade of writing for publications as varied as
American History, Fast Company, the Economist, Increment, Macworld, and TidBITS, and many others. In 2012, he was a two-game
champion on Jeopardy!

Shameless Plug
It might be ironic for an author of electronic books to have a strong
focus on paper ones, but that’s my shtick. My latest is Six Centuries of
Type & Printing, a title that traces the technology and advancements
in making type, composing it into words and pages, putting ink on it,
and pressing it to paper from before Gutenberg’s perfection of metal
printing types through the digital era in which type transcends the
printed page.
The type for the book was composed on a hot-metal Monotype casting
system and printed by letterpress in London. The page is a 64-page
cloth-bound hardcover book with foil stamping that comes in its own
slipcase, bound in Germany. It unfolds nearly 600 years of printing
and is a work of art in its own right. You can order a copy directly.
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