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Read Me First 
Welcome to Are Your Bits Flipped?, version 1.0, published in April 
2016 by TidBITS Publishing Inc. This book was written by Joe Kissell 
and edited by Scholle McFarland. 

Even smart people sometimes get basic facts about technology wrong, 
leading them to waste time and effort. This book helps you overcome 
common sources of tech confusion and misconception. 

If you want to share this ebook with a friend, we ask that you do so 
as you would with a physical book: “lend” it for a quick look, but ask 
your friend to buy a copy for careful reading or reference. 

Copyright © 2016, alt concepts inc. All rights reserved. 

Updates and More 
You can access extras related to this ebook on the Web (use the link 
in Ebook Extras, near the end; it’s available only to purchasers). On 
the ebook’s Take Control Extras page, you can: 

❖	 Download any available new version of the ebook for free, or buy 
any subsequent edition at a discount. 

❖	 Download various formats, including PDF, EPUB, and Mobipocket. 
(Learn about reading on mobile devices on our Device Advice 
page.) 

❖	 Read the ebook’s blog. You may find new tips or information, as 
well as a link to an author interview. 

If you bought this ebook from the Take Control Web site, it has been 
added to your account, where you can download it in other formats 
and access any future updates. However, if you bought this ebook 
elsewhere, you can add it to your account manually; see Ebook Extras. 
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Introduction 
As a parent of two young children, I’ve been fascinated to watch how 
kids learn about the world and how their understanding of technology 
evolves. When my older son was about two, he’d pick up a remote 
control and try to talk on it like a telephone. In his mind, any oblong 
plastic box with buttons on one side must be a telephone—it’s easy to 
see how he might make that mistake. Within a couple of months, he 
understood that a remote control is different—it’s the thing we point 
at the TV to make it play his favorite shows. But then he became 
confused and frustrated when we handed him a toy remote control 
that only made noise when he pressed the buttons; he couldn’t under-
stand why the TV wouldn’t respond. 

We expect kids to make these kinds of errors, and we laugh knowingly 
as we watch how they try to put something into one logical category, 
notice that it doesn’t quite fit, and then try another. This is all part of 
growing up. But in fact, we never stop trying to make sense of the 
world. When we encounter a new thing we don’t entirely understand, 
we automatically—perhaps unconsciously—try to construct a mental 
model of what must be happening behind the scenes. These models 
not only help us explain what we’re seeing, they also help us predict 
how things will work in the future. It’s just that sometimes, through 
no fault of our own, we guess wrong. 

I get lots of technical questions from people who have read my books 
and articles or heard me speak somewhere. All too often, the ques-
tions are phrased in a way that shows they come from a mistaken 
mental model. For example, since I’ve written a lot about security in 
general and encryption in particular, I’m often asked “Since OS X’s 
FileVault encrypts all the files on my disk, doesn’t that mean when I 
copy a file to another disk, it’s still encrypted?” No! It absolutely does 
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not mean that—and the same is true of other full-disk encryption 
systems, regardless of which platform you use. (I explain why in 
Encryption Misunderstandings.) But I can easily see how someone 
might draw such a conclusion—and misunderstanding something like 
that could cause someone to make an unsafe decision about how to 
handle sensitive files. 

That’s how I came to the premise of the “flipped bit.” Computers, as 
we all know, store information as a series of ones and zeroes. Every 
“slot” that can hold either a one or a zero is a bit. If the bit’s value is 
zero and you flip it, it becomes a one. Flip it again, and it’s back to 
zero. 

Sometimes bits get flipped inadvertently due to programming errors, 
mechanical failures, media degradation, cosmic rays—really!—or 
other random occurrences. And unfortunately, a single flipped bit— 
a one where a zero should be, or vice-versa—can mean the difference 
between a program succeeding and failing. After all, 01110111 is w in 
binary, but 01110011—almost the same, but with one bit flipped—is s. 
Sometimes a change as small as a single flipped bit can spell the 
difference between a “win” and a “sin”! 

A flipped bit, in other words, is a tiny error—seemingly insignificant 
on its own. But if the wrong bit is flipped, an entire system can break 
down. In each chapter of this book, I examine one or more common 
tech misconceptions—metaphorical “flipped bits”—and set the record 
straight. Once you have a better mental model about what happens 
behind the scenes in an app, gadget, or service, you’ll be able to make 
better decisions about how to use it—saving yourself both time and 
aggravation. 

Even better, you can take steps to reduce the likelihood of acquiring 
new tech misconceptions in the future, as I discuss in the book’s final 
chapter, Keeping Your Bits from Being Flipped. 
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Flipped Bits: The Case of the Laser Printer
 
The first time I heard of a “laser printer” I was a freshman in college.
I got that paper went in blank and that, due to something involving 
a laser, it came out with crisp black text. But initially, I thought the 
laser was burning the letters directly on the paper, because after all,
burning is what lasers do. Later, when I found out that laser printers 
used a black powder called toner, I had to revise my theory. Maybe 
the paper was covered with toner before the laser zapped it, and the
heat from the laser caused the toner to melt in spots and stick to the 
paper. That was wildly wrong too, of course. I had no idea that a laser 
beam could reverse an electrostatic charge that otherwise causes
toner to stick to a drum; that when paper rolled along that drum, it 
picked up the remaining toner; and that a combination of heat and 
pressure then fused the toner to the paper. 
My theories seemed reasonable based on the available information, 
but my mental model didn’t reflect reality. Misconstruing how a laser
printer worked had no negative consequences for me. But sometimes 
erroneous mental models lead to serious problems. If your mental 
model of how a car’s air bags work is that they offer complete protec-
tion in any sort of crash, that could lead you not to bother wearing a 
seatbelt, which might prove deadly if, for example, your car flipped 
over. 

Before we begin, I want to make sure a few things are crystal clear so 
as not to create even more misconceptions: 

❖	 I first explored the flipped bit idea as a series of TidBITS articles 
called FlippedBITS. In fact, some of the chapters in this book are 
updated and improved versions of those articles (see Article 
Credits). Although I’ve tied them together in various ways, you can 
read them in any order. 

❖	 Likewise, many chapters refer to my Take Control and Joe On Tech 
books, and certain topics from those books (such as passwords, 
backups, and privacy) show up here repeatedly. If you need hands-
on advice to help you accomplish specific tasks or understand 
complex systems, that’s where you want to look. This book is 
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different; it will give you a view from higher up so you can recog-
nize and overcome misconceptions. You don’t need to read my 
other books to make use of this one and I’ve included links where 
relevant in case you’d like to learn more. 

❖	 A few chapters deal mostly or exclusively with Apple products; I 
point these out in the chapter introductions. If you happen not to 
use Macs or iOS devices, feel free to skip those topics, but you may 
still find useful information there that helps you understand how 
other platforms work. 

❖	 Except as noted, this book doesn’t assume you’re using any partic-
ular operating system or version. 
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(and Mistrust)

“Of course you can trust me to watch your lambs,” said Tawny. “I love lamb.” 
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With growing concerns about digital security and privacy, the ques-
tion of trust comes up with increasing regularity. My premise in this 
chapter is that most people fall into one of two equally dangerous 
extremes when it comes to technology, at least some of the time— 
trusting too much or trusting too little. I’d like to play the role of both 
the angel on one of your shoulders and the devil on the other, point-
ing out various situations in which your “trust bit” might be flipped 
the wrong way. 

“Trust” is a tricky word. For example, if you say, “I trust my bank,” 
I have to wonder what exactly you mean. Do you trust that the bank 
will protect the money you deposit, or that it’ll make good investment 
decisions, or provide excellent customer service? Do you trust it will 
stay in business, provide accurate information on its Web site, or 
follow all banking laws? Do you trust every individual employee, 
board member, and shareholder of the bank? Do you trust the bank’s 
digital infrastructure to be impervious to hackers and criminals? What 
about the physical security of the headquarters and every branch 
office, and the impenetrability of your safe deposit box? 

The next several pages go into some detail about the philosophy of 
trust. What does this have to do with your trust of technology? Stick 
with me—there’s a point. We’ll return, with gusto, to the matter of 
trusting technology and its purveyors. With a deeper understanding 
of what trust involves, you’ll be able to make smarter decisions. 

The Object of Your Trust 
Trust isn’t a simple, unambiguous matter. For starters, there’s what 
I’ll call the object of your trust: the fact, person, group, object, or 
other entity you regard as reliable. What or whom do you trust? 

Let’s look at a few examples. You might trust (or mistrust): 

❖ A fact 
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❖ A feeling 

❖ History 

❖ A particular person 

❖ A class of people (such as clergy, librarians, CPAs, or pilots) 

❖ Experts (such as scientists, doctors, authors, or tech pundits) 

❖ The media 

❖ A company 

❖ The government 

❖ A technology (such as an app, protocol, device, or cloud service) 

I could go on, but my point is that trust can have many objects, not all 
of which should be treated equally. Trusting a fact doesn’t necessarily 
mean trusting the person who reported that fact. Trusting a person 
doesn’t necessarily mean trusting the company the person works for. 
Trusting a technology doesn’t necessarily mean trusting everyone 
who might use or misuse that technology. When you say you trust 
something or someone, that trust does not automatically extend to 
other associated objects, people, or groups. 

The Domain of Trust 
Let’s say that, in a given situation, you’ve clarified for yourself that 
you trust a person, and not a fact, feeling, or technology. In Joe we 
trust! That’s lovely, and thanks, but it still doesn’t necessarily mean 
much, because you must further consider the domain of trust—the 
particular purpose(s) for which you trust that person. 

The fact that I trust someone in a certain domain or area of expertise 
doesn’t mean I trust that person universally. For example: 

❖ I trust my dentist to fix my teeth, but not to give me tax advice. 
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❖	 I trust my friend to plan my birthday party, but I don’t trust her to 
not drink too much wine during the party. 

❖	 I trust my son to look both ways before crossing the street, but I 
don’t trust him to remember to put on sunscreen before he goes 
outside. 

❖	 I trust the pilot to land my plane safely, but I wouldn’t necessarily 
trust him to keep a personal secret. 

Even when it comes to your most trusted (and trustworthy) family 
members and friends, trust has limits. There’s no one in the world I’d 
rather have take care of my kids than my wife, but I wouldn’t trust her 
to operate a forklift—that’s just not within her skill set. 

The same thing is true for companies, governments, and other groups 
of people. I trust Apple to fix my iPhone and protect my credit card 
number from hackers, but I do not trust Apple to fix the bugs in 
Messages or create an easy-to-use version of iTunes—after all, the 
company has shown repeatedly, over many years, a disinclination (or 
incapacity) to do either. 

And, when it comes to trusting technology itself, your trust can have a 
limited domain. I trust a lifejacket to keep me afloat but not to protect 
me from a shark attack. I trust the security of my Wi-Fi network when 
it comes to keeping out casual hackers, but I don’t trust it to keep out 
the NSA (if the NSA had any reason to be interested in me). 

Everything and everyone you trust, however reliable that thing or 
person may be within a certain domain, has a limit of trustworthiness. 
Again, this speaks to the ambiguity of the word “trust.” 
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Mediated Trust 
When we trust a fact, person, or group, the reason for that trust isn’t 
always (or even usually) direct experience. Often we’re trusting one or 
more intermediate things or people, and we simply extend that trust 
to the new situation. 

For example, I believe the moon landings occurred more or less as 
the history books report them. I didn’t witness any part of the moon 
expeditions, and have never spoken to anyone involved. So my belief 
is mediated—when I say I trust the fact, what I mean is that I trust 
the historical records of the fact. 

Some people, however, are convinced the moon landings never hap-
pened. They maintain that the photographs, TV broadcasts, rock 
samples, and all the other records of the lunar missions were part of 
an elaborate hoax perpetrated by the U.S. government on an unsus-
pecting public. 

In an effort to determine whether the historical record or the skeptics 
are correct, experts have examined the evidence for the lunar mis-
sions at great length. They concluded that, however untrustworthy 
the government may be in some respects, the moon landings were 
real. This expert analysis reinforces my beliefs, while it does little to 
change the minds of the skeptics—they’ll tell you the experts were in 
on it too. 

I have neither the means nor the expertise (and certainly not the time) 
to examine the evidence for the moon landings personally. The best I 
can do is to say, “I trust the experts.” So, if you want to be nitpicky 
about it, my trust is mediated at multiple levels: I trust the facts by 
way of the historical record by way of historians by way of expert 
researchers (to mention just a few links in a long chain). 

Needless to say, experts are sometimes wrong. Historians, scientists, 
doctors, politicians, lawyers, pollsters, parents, and every other group 
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of normally trustworthy people have—either accidentally or deliber-
ately—made incorrect assertions that led other people astray. Every 
time you accept mediated trust, you take the risk that you, too, will be 
wrong. But the odds certainly favor siding with expert opinion if you 
are unable to verify the facts yourself. 

How Outside Influences Disrupt Trust 
Now let’s make the matter of trust even more complicated, by bring-
ing in the notion of outside influences. 

Suppose Jane is an outstanding driver, and she picks me up in her 
brand new Tesla. I trust Jane’s skills and intentions—she has both the 
ability and the desire to get us to our destination safely. I also trust 
the experts—according to Consumer Reports, the Model S is the safest 
car on the road. 

Nevertheless, it is entirely possible that a drunk driver will run a red 
light, smash into the car, and kill us both. Or that a poorly secured 
sofa will fall off the roof of the minivan in front of us, smash into the 
car, and kill us both. Or that an earthquake will cause the bridge to 
collapse as we drive across it, killing us both. 

The drunk driver, the sofa, and the earthquake are all outside influ-
ences, in that none of them are objects of my trust (Jane and the car). 
So, even though my trust may not be misplaced, it’s not foolproof—I 
can’t trust every person in the world not to do some random, stupid 
thing that might affect me; and I certainly can’t trust the weather, 
Earth’s tectonic plates, or other natural forces to behave predictably. 

Similarly, I may say I trust Apple and its technology when it says its 
iPhone encryption is unassailable, and that the company won’t try to 
crack it even if the government demands it. But, as we saw in the 
early-2016 Apple-vs.-FBI case, that trust could be disrupted by a third 
party that figured out a way around Apple’s encryption and unlocked 
an iPhone for the government. 
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There are good reasons to trust certain companies and certain tech-
nologies, within narrow domains. But even when your trust-o-meter 
goes to 11, that trust could be thwarted by forces outside your rela-
tionship with the trustee. 

The Bottom Line on Trust 
If everything I’ve said about trust so far has left you feeling cynical 
and depressed, I’m sorry. You may suspect that, because the whole 
notion of trust is so fragile and perilous, my bottom line is to Trust 
No One. But it’s not. Rather, my position is this: 

Trust is not binary or absolute. 

Trust always comes with qualifications. You shouldn’t categorically 
trust or mistrust anything or anyone, because that suggests you don’t 
understand the nuances of trust (which, I trust, you now do!). 

Instead, you have to play the odds based on the available information. 
There is always a chance—however tiny—that the object of your trust 
will fail you, that someone trustworthy in one domain is untrustwor-
thy in another, that your trust was misplaced because the mediator 
was untrustworthy, that new information will come to light that 
makes you reconsider your position, or that an outside influence will 
invalidate your trust. But you can’t go through life mistrusting every-
thing and everyone, either. As a practical matter, you wouldn’t be able 
to function without some trust. So the trick is collecting data and then 
balancing risk on the one hand with need and common sense on the 
other. 

What you’re looking for is, as civil courts say, a preponderance of 
evidence. At a certain point we have to say that based on what we’re 
seeing and hearing from multiple sources we already trust for some 
other reason, we trust a new fact, person, or group. We might change 
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our minds later if new evidence turns up, but we make the best deci-
sions we can given what we know at the moment.

For example, I will absolutely ride in Jane’s Tesla, even though a 
drunk driver could hit us or a bridge could collapse, because the 
likelihood of those things happening is vanishingly small, while my 
need to get where I’m going is large and the alternatives (walking, 
biking, taking the bus) may have negative consequences—such as 
taking too long or subjecting me to bad weather. But if I acquire new 
information—oh no, I find out Jane is driving without a license be-
cause of some pesky DUIs!—my trust might disappear.

Don’t Sweat the TLAs
This book contains a number of TLAs (three-letter abbreviations), 
such as VPN, API, NAS, FTP, and SSD. In cases where I feel it’s espe-
cially important for you to know what they mean, I provide either an 
explanation or a link, but for the most part, you can read any such 
unfamiliar terms as “blah-blah-blah-technology” and still grasp the 
overall point.
More broadly, one of the messages I hope to convey in this book 
is that you don’t have to be a technology expert to form reasonably 
accurate mental models. So don’t worry if you encounter unfamiliar 
concepts now and then that don’t quite click, despite my explana-
tions. You’ll still be way ahead of the game if you learn just a few new 
things from what you read here.

Trusting Technology
Let’s apply these concepts to a few common examples in the technol-
ogy world. Should you trust a password manager? How about a virtual 
private network (VPN)? Or what about trusting iCloud for syncing 
data between your iPhone or iPad and your computer? Can you trust 
Google not to read your email or sell your personal information to 
advertisers?
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These aren’t hypothetical worries—they’re all things people have 
asked me about, and I know from many online discussions that people 
fall on both the too-trusting and too-untrusting side of the fence on 
all these issues. For each issue I point out the factors that might 
influence your trust or mistrust, along with my opinion. You might 
reach different conclusions than I do, but my hope is that by walking 
you through the process of evaluating trustworthiness, I’ll help you 
make smarter decisions about other questions of trust. 

Can You Trust a Password Manager? 
I’ve had spirited debates with people who insist I’m crazy for trusting 
any password manager with my sensitive data (refer to Four Password 
Myths and 1Password vs. iCloud Keychain, later in this book). How do 
I know it’s safe? What if it has a secret back door and the developer (or 
the government) is quietly collecting all my passwords? What if it has 
a security flaw that makes it less safe than it appears? What if (insert 
your favorite anxiety here)? 

Although I’m well aware of many threats to personal privacy, I don’t 
worry about my password manager—not even a tiny bit. Here’s why: 

❖	 The encryption algorithms used by most (if not all) password man-
agers have undergone lengthy, rigorous, public scrutiny by top 
cryptographers, even if the password manager’s code itself is not 
open-source. 

❖	 It is in the economic best interest of a developer to make your 
password manager as secure as possible. If a flaw (intentional or 
otherwise) was discovered and publicized, it could put the develop-
er out of business in the blink of an eye. 

❖	 In the case of my favorite password manager (1Password), I’ve met 
the developers personally and had many discussions with them— 
enough to convince me that they’re trustworthy and have their 
users’ best interests at heart. 
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Could my trust be unjustified? Of course it could. The likeliest threat 
is outside influences (hackers and government agencies with tools and 
techniques unknown to the developers), but even that strikes me as 
remote, given the information available to me right now. 

To be sure, my trust in password managers is mediated—I do not 
personally have sufficient expertise in cryptography to confirm that 
a password manager is protecting my data as strongly as the developer 
claims, nor do I have the programming chops to verify that the code 
contains no logic errors or security holes that could give an attacker 
a way in. 

On the other hand, if I chose not to use a password manager, the 
alternatives (memorizing hundreds of strong passwords, using fewer 
and/or weaker passwords, or manually typing in every password from 
a written list) would themselves be incredibly problematic; I’d be 
trading one problem for another. In other words, when it comes to 
passwords, I trust myself less than I do a password manager—and that 
makes the decision a no-brainer. 

If, in the future, I were to learn about a weakness or data breach that 
affected my password manager, my trust would certainly diminish— 
and I’d look for an alternative. But I can barely imagine a threat so 
widespread that I’d be willing to forgo using any password manager. 

Can You Trust a VPN? 
I’ve frequently recommended virtual private networks, or VPNs, as 
a way to reduce the risk that someone will spy on or tamper with the 
data traveling between your computer and various other places on the 
Internet—especially when you’re connected to an untrusted network 
such as a public Wi-Fi hotspot at a café or airport. A VPN creates 
what you can think of as an encrypted tunnel between your computer 
(or mobile device) and a remote server, and all your data—Web pages, 
email, photo uploads, and so on—travels through that tunnel. If 
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anyone were to intercept your Internet traffic at any point between 
your device and that server, all they’d see is gibberish. 

Some companies provide their own VPNs for their employees. If you 
don’t have such an employer, you can choose from any of hundreds 
of providers that offer VPN service to individuals at modest rates (or, 
in some cases, free with ads)—for example, Cloak, Hotspot Shield, 
HotSpotVPN, PublicVPN.com, or WiTopia. Once you have an account 
with a VPN provider, it usually requires nothing more than a quick 
one-time setup on your computer or mobile device, and then a couple 
of clicks or taps to enable it when you want to secure your connection. 

Tip: To learn more about VPNs, check out my book Take Control of 
Your Online Privacy. Mac owners may also be interested in Take Control 
of Security for Mac Users. 

But can you trust that VPN to always keep your data safe? Needless to 
say, I can’t give you a blanket “yes” or “no” answer, but I can suggest 
some factors to consider: 

❖	 The technology: VPN services use a variety of technologies— 
going by names like IPSec, PPTP, and L2TP—to encrypt your data 
in transit; each of these comes in multiple versions and implemen-
tations. I can’t guarantee that any of these technologies is funda-
mentally uncrackable, but they’re all open standards that have 
been vetted by experts, and I am unaware of any major unresolved 
systemic problems that should make you doubt that your data is 
indeed safe in transit if you’re using a VPN. 

❖	 The companies: VPN providers range from tiny, one- or two-
person operations to gigantic corporations. You’ll have to read 
up on a prospective provider to get a sense of how trustworthy it 
appears. Although you can never know for certain whether you 
can trust a company based solely on its Web site, it is an excellent 
idea to read the privacy policy of any service you’re considering 
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(see the next chapter, Do Privacy Policies Mean Anything?), which 
may either reassure you or raise red flags. 

In particular, look for language about whether and how the compa-
ny monitors or logs your connections, and under what circum-
stances it may release information about your activities to an 
outside entity (such as a government agency). Companies might 
merit a bit more trust if they pledge not to maintain records of your 
activities so that there’s nothing for them to show if someone asks. 

❖	 Objects and domains of trust: Let’s say you trust the technology 
and the company implicitly. Do you also trust every potential 
employee or contractor who could have access to your data? (Easy 
answer: of course not.) If you trust the connection between your 
computer and the server to be impregnable, do you also trust the 
infrastructure on the other end to be invulnerable to hacking? And 
even if the answers to all those questions were yes, can you guaran-
tee that someone might not intercept your Internet traffic between 
the VPN server and its destination? Although the chance is quite 
small, you can never rule out that risk entirely—but that risk will be 
present even if you don’t use a VPN, so it’s effectively moot. 

❖	 What you have to lose: The greater the confidentiality of the 
information you send and receive while connected to a VPN, the 
more skeptical you should be about the VPN’s trustworthiness. 
If the worst thing that could happen in the event of a data breach 
is that someone gets your credit card number, it’s not that big a 
deal—you call your bank and cancel the card. On the other hand, if 
the worst that could happen is that a terrorist group learns where 
you’re hiding nuclear weapons, then the bar a VPN provider would 
have to clear in order to earn your trust is much, much higher! 

❖	 What you have to gain: Now let’s flip that last point around. 
What’s the risk of not using a VPN? Well, the probability of having 
your Internet exchanges monitored goes up! Mind you, it’s still a 
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fairly small risk; unless you’re being targeted individually because 
you’re a celebrity, politician, or someone with lots of money or 
big secrets, you’d have to be pretty unlucky (and do other things 
wrong, besides not using a VPN) to fall victim to random Internet 
sniffing. 

In sum, if you were to ask my opinion (as an expert), I’d say that VPNs 
are, as a general rule, trustworthy. They’re not foolproof—and not all 
created equal—but the preponderance of evidence weighs in their 
favor. 

The question to consider is: which is more likely—suffering a digital 
intrusion with a VPN, or suffering one without? When you put it like 
that, I’d have to say the odds of running into trouble are significantly 
higher without a VPN than with one. Only you can say (based on your 
notoriety and the sorts of information you transfer) whether a VPN 
might lower your risk of trouble from 1 percent to 0.01 percent, or 
from 90 percent to 3 percent. 

In other words, the decision to use a VPN should not be based on 
whether you have perfect trust in the technology, the company, or 
anything else; it should be based only on whether it’s smarter than 
the alternative. 

Can You Trust iCloud Sync? 
Let’s suppose you have an iPhone or iPad and you want to sync some 
data on it (contacts, calendars, passwords, documents, photos, what-
ever) with your Mac or PC. One easy way to do so is to enable iCloud 
syncing for each type of data you want to sync. (On a Mac, you do this 
in System Preferences > iCloud; on an iOS device, go to Settings > 
iCloud.) When you do so, Apple encrypts the data on your device, 
sends it to the cloud using a secure connection, and uses another 
secure connection to send it to your other devices. This all happens 
automatically and transparently, at least when iCloud is working 
correctly, which is less often than most people would like. 
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Note: I use iCloud here as an example, because I’ve had lots of ques-
tions about it, but much the same could be said about cloud syncing
services offered by other companies, such as Google and Microsoft. 

Reliability aside, some people don’t trust iCloud sync one whit. Their 
worries vary, but I’ll give a few examples. What if an Apple employee 
with the ability to decrypt your data were to read it? What if you were 
suspected of a crime and a court compelled Apple to give up your 
personal data? What if an outsider broke through Apple’s defenses 
and stole your passwords? 

When people have concerns such as these, they typically sync their 
data directly to a Mac or PC using Wi-Fi—or, if they’re concerned that 
even Wi-Fi poses too great a risk, using a USB cable. Local syncing is 
harder and more time-consuming, but it ensures that your data stays 
out of the cloud and under your control. 

Is that lack of trust warranted? Or is it reasonable to trust iCloud with 
the security of the data you sync? 

I’ll reiterate here some of the points I made about VPNs. On the 
plus side, the encryption technology is almost certainly trustworthy; 
Apple’s privacy policy (which I encourage you to read) is solid; and 
the company has an excellent reputation in regard to privacy. On the 
minus side, trusting a company doesn’t imply you can trust everyone 
who works for the company; mistakes and outside influences are 
always a possibility; and the importance of trusting iCloud depends 
a great deal on the sensitivity of the data you’re syncing. 

To be fair, the security of iCloud sync also depends in part on the 
strength of your password and whether you use Apple’s two-factor 
authentication option—these factors are in your control, and they 
may mitigate a lack of trust. For those who want to learn more, I 
discuss both password strength and two-factor authentication in 
considerable detail in Take Control of Your Passwords. 
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Tip: Apple’s Our Approach to Privacy page also makes for interesting 
reading. Among other things, it spells out what kinds of iCloud data are
encrypted and in what ways—including cases in which Apple does have 
access to certain types of synced data. 

In other words, so far, the answer is “it depends,” which brings me to 
the familiar issue of negative consequences: 

❖	 What you have to lose by trusting: What would happen if I trust 
iCloud sync and my data falls into the wrong hands? My personal 
candid answer is “nothing.” I don’t have any nude photos of myself 
(not that Perez Hilton would care), credentials for high-value bank 
accounts, top-secret corporate plans, or anything else on my Apple 
devices that, if the bad guys got hold of them, would cause me 
significant harm or embarrassment. I’m not an interesting target, 
so no one would bother going to any special effort to get at my 
information specifically. For me, there’s essentially no meaningful 
risk in trusting Apple. But if you have data that’s significantly 
juicier than mine, the potential negative consequences of trusting 
iCloud sync may be much bigger. 

❖	 What you have to lose by not trusting: If I mistrust iCloud sync, 
then what? Well, I can (as I mentioned earlier) sync over Wi-Fi or 
USB, but it’s a pain. That would mean I could only sync when I’m 
next to my computer, and I’d have to sync each device separately. 
It would also require several manual steps and a nontrivial amount 
of my time to do. Not trusting iCloud sync means inconvenience. 
Depending on what sorts of data you keep on your devices and how 
frequently that data changes, you may find the inconvenience to be 
less than I do. 

For me, the definite negative consequences of not trusting iCloud 
sync greatly outweigh the potential negative consequences of trusting 
it. And, my trust is boosted by the knowledge that I have a great 
password (see Four Password Myths) and use two-factor authentica-
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tion (see the Apple support article Two-factor authentication for 
Apple ID). As usual, your mileage may vary. 

Can You Trust Google? 
As a first pass, you might imagine that everything I said about trusting 
Apple (or, at least, one specific Apple service) should apply to Google 
too. After all, they’re both huge technology corporations, and there’s 
significant overlap in the online services they offer. Isn’t the story 
basically the same? 

Yes and no. 

I’m sure Google’s encryption technology is fine. I don’t worry about 
an outsider breaking into Google’s servers and stealing my data. But, 
because Google’s business model is entirely different from Apple’s, 
there are additional factors to weigh. 

I know people who trust Google completely; whose entire personal 
and professional lives revolve around Gmail, Google Docs, Google 
Calendar, Google Drive, and so on; and who never have the least 
concern that Google shouldn’t be trusted. I also know people who are 
vehemently anti-Google and won’t use any of the company’s services 
if they can avoid it. Clearly, the question of whether one can trust 
Google is far from obvious. 

Google has a huge number of products and services, of course, but I 
want to talk about Gmail in particular. Then I want to step back and 
consider whether Google’s overall strategy, including the information 
it collects when you search, should affect your trust in the company. 

Trusting Google with Your Email 
Gmail is an incredibly popular email service. It has loads of features, 
is quick and generally reliable, and has legions of rabid fans. It’s also 
free—but with a catch: by default, when you use Gmail in a Web 
browser (as opposed to a separate email client like Outlook or Apple 
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Mail, or a wrapper app like Mailplane), it displays ads that are based 
on keywords in the message you’re reading and other data Google has 
acquired about your interests. If a friend sends you email about the 
new refrigerator she’s thinking of buying, you can expect to see ads 
for refrigerators and appliance stores next to that message (and likely 
on other sites you visit that participate in Google’s AdSense program). 

Based on this fact, lots of people have jumped to the conclusion that 
someone at Google is actually reading all their email messages. If that 
were true, it would be incredibly creepy! It’s not true. Nobody at 
Google reads your email. Although it’s surely possible, technologically 
speaking, nobody has the time or interest to do such a thing—and 
anyway, do you have any idea how many millions of messages pass 
through Google’s server’s every day? No. Thinking someone at Google 
reads your email is beyond having a flipped bit—it’s just cuckoo! 

But wait, you say. I get that it’s not a human being reading my email— 
but surely Google’s computers are reading my email in order to extract 
the keywords that they match up with ads, and then sending at least 
that much information about me to all their advertisers. Right? 

Not quite! Google’s advertisers know nothing about the contents of 
your email. (I know this because I am a Google advertiser!) An adver-
tiser simply says, “Here’s my ad, and here are the keywords that 
should make it appear.” Google’s computers do scan all your messages 
(whether or not you use Gmail in a browser) and do match up key-
words with ads that appear in certain environments, but this all 
happens in an entirely automated way, without Google sending any 
information about you to advertisers unless you ask it to. 

If your friend Angie sends you a message about her Whirlpool refriger-
ator and you see an ad for a local Whirlpool dealer next to that mes-
sage, you may have the impression that the advertiser knows who you 
are and at least something about your email message, but in fact, at 
that point, the advertiser is unaware of your existence. Merely looking 
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at those ads does not reveal anything about you to anyone outside 
Google—but if you still worry about the system, you can opt out of 
targeted ads. That means Gmail will still show you ads, but won’t do 
the keyword matching. (You can also adjust how much Google knows 
about you, including your gender, age, and “interests.”) 

But…that’s not the end of the story. There are a few other salient 
points: 

❖	 Even though Google doesn’t share data about you with its advertis-
ers, Google itself builds up an extensive dossier of your interests 
and demographic details based on your email contents (as well as 
other information you supply, such as the things you search for 
using Google’s search engine). That information, in turn, is used 
to serve up ever more appropriate and enticing ads. 

❖	 Even though Google doesn’t share personally identifiable informa-
tion with advertisers, Google most likely does know exactly who 
you are—including your name, email address, age, gender, and 
location—based on information you’ve supplied to Google-owned 
services over the years, such as signing up for a Gmail account or 
putting your profile in Google+. 

❖	 In accordance with its privacy policy, if Google were to receive a 
court order or subpoena, the company might supply any informa-
tion it has about you (including the contents of your email mes-
sages and all your accumulated profile data) to the requesting 
government or law-enforcement agency. (Needless to say, this is 
true of nearly every company—at least those operating under U.S. 
laws.) 

❖	 While looking at an ad tells an advertiser nothing about you, click-
ing an ad does make a direct connection between your browser and 
the advertiser’s server. When that happens, the advertiser instantly 
knows which browser and operating system you’re using, the size 
of your screen, your geographical area, and a great deal more. 
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These facts—often along with data stored in cookies that are shared 
among advertisers and across sites—enable advertisers to create 
their own detailed profiles of you. They won’t know who you are by 
name or email address (unless you make a purchase, sign up for a 
newsletter, or do something else to share that information), but 
they’ll still be able to target you individually, even when you visit 
other Web sites. So, while Google doesn’t transfer your personal 
information to advertisers directly, it does send non-personal 
information and facilitate a process whereby advertisers can often 
learn your identity. 

All that said, can you trust Google with your email? In my opinion, 
you can trust Google to adhere to its own privacy policy. That means 
Google employees won’t read your email, but Google absolutely does 
scan it to show you targeted ads; may, under very specific circum-
stances, reveal your information to law enforcement; and will (in an 
indirect and non-personal way) enable advertisers to learn more about 
you. 

Trusting Google Not to Sell You to Advertisers 
Everything I just said about how Google handles ads in Gmail also 
applies to nearly all the company’s other services—the eponymous 
Google search engine, YouTube, Google Docs, and so on. No matter 
where or how you use Google, every interaction you have with the 
company adds detail to the profile it has on you, and the most impor-
tant way that information is used is to serve up ads you might like. 

The saying goes: “If you’re not paying for the product, you are the 
product.” I’ve heard this applied countless times to Google, the 
implication being that the company is not worthy of your trust 
because it’s doing something evil and underhanded—selling your 
information without your knowledge or explicit consent. And, worse, 
somehow “selling your information” gets alchemically transmuted 
into “selling you.” 
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The way Google collects your personal data and uses it to (among 
other things) show you relevant ads is spelled out in the company’s 
privacy policy. There’s nothing sneaky about it. Offering free services 
in exchange for viewing ads is Google’s business model, and wonder-
ing if you can trust Google not to sell and display ads based on your 
personal data is like wondering if you can trust ice cream not to be 
delicious. That would be going against its very nature, so trust doesn’t 
enter into it. 

But when Google sells ads, is it really selling your personal informa-
tion to the advertiser? The company expressly states, “We do not sell 
your personal information.” That’s true as far as it goes, but there’s 
more to the story. 

As I said a moment ago, just looking at ads served by Google reveals 
nothing about you to advertisers. Engaging with those ads—clicking 
them, and especially taking actions on advertisers’ sites—is a different 
story. Sometimes a single click on an ad causes an advertiser to pay 
Google as much as tens or even hundreds of dollars (although the 
figure is usually far lower)—so yes, Google is selling something to the 
advertisers: your attention. That click, in turn, supplies the advertiser 
with at least a little bit of impersonal information about you, but under 
the right conditions, following an ad can enable the advertiser to 
figure out much more—including your name, email address, and 
interests. 

Note: While Google ads don’t reveal any information about you to 
advertisers merely by appearing on your screen, ads from other
sources sometimes do. Don’t assume that by refraining from clicking on 
ads generally you’re safe from being profiled and tracked! For tips on 
avoiding this type of tracking, I refer you to my book Take Control of 
Your Online Privacy. 

In other words, if I choose to click Google-supplied ads, it’s fair to 
say that Google has received money in exchange for delivering some 
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information about me—at least indirectly—to an advertiser. But to the 
extent that this is true, my actions also mean my participation in that 
transaction was voluntary. I could limit or avoid this participation in 
any of the following ways: 

❖	 Not using Google services 

❖	 Not clicking ads (whether on Google’s own sites or third-party 
sites) 

❖	 Using an ad blocker (or, in the case of Gmail, a third-party email 
client or wrapper app) so the ads don’t show up at all 

Note: I can also change my Google ad settings to disallow targeted 
ads. That doesn’t change what happens if I click an ad, but it does 
perhaps make it less likely that I’ll see something I want to click. 

If I don’t do these things, then I have every reason to trust that Google 
will sell my information (in a manner of speaking) to advertisers— 
many times every day. 

To summarize: if you dislike the idea of Google facilitating the 
transfer of your personal information to advertisers, you can control 
or prevent it in various ways. But if you don’t take those steps, you 
should not consider the results to be a breach of privacy or of trust— 
it’s exactly what you agreed to. 

01100110011011000110100101110000011100000110010101100100 

Now you know that the answer to “Can I trust Company X?” is a 
resounding “Sorta! Sometimes! It depends!” In a general sense, 
companies are trustworthy (or not) in the same way as individuals, but 
with the added complication of there being many such individuals 
contributing to the company’s overall trustworthiness. Now I want to 
turn next to a specific example of (potentially misplaced) trust: 
company privacy policies. 
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2. Do Privacy Policies 

Mean Anything? 

Your privacy on our property is completely assured. We have a sign and everything. 
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Sometimes you want to go where everybody knows your name, IP 
address, shopping habits, browsing history, birthday, mother’s maiden 
name, and other personally identifiable information. Other times you 
don’t use the Internet. 

Most of us take it for granted that the Web sites we visit collect 
massive amounts of data about us behind the scenes. If that’s a 
concern—and it should be!—you can do things like changing browser 
settings, adding plug-ins, and adjusting your preferences on various 
sites to discover when they track your actions and to reduce (though 
not eliminate) the endless flow of private information you send out 
as you use the Web. 

Tip: If you aren’t aware of how much of your personal data may be
getting into the wrong hands as you use the Internet—or if you are, but 
wish you could keep more of that information private—take a look at a 
little book I wrote on that topic: Take Control of Your Online Privacy. 

But what about privacy policies? Nearly every commercial Web site 
has one, and you often have to agree to such a policy (implicitly or 
explicitly) when signing up for an account. Privacy policies spell out 
what data the company collects (particularly personally identifiable 
information), how it’s used, what protections are in place to safeguard 
it, and so on. Some people mistakenly think that these policies offer 
some guarantee of privacy or even legal protection. I’d like to disabuse 
you of that belief. 

Policies vs. Facts 
The existence of a privacy policy, along with a prominent link to it on 
a site’s home page, is sort of like the words “Nutrition Facts” on a food 
label. The facts could be that a site offers no privacy, or that a food is 
full of nasty stuff that provides no nutritional benefit. Sites may 
display a privacy policy because they’re required to by law, or because 
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3. Cloudy Choices for 

Cloud Storage 

Derek wondered where, in this vast and beautiful expanse, his vacation photos might
be stored. 
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It started innocently enough when I signed up for Dropbox way back 
when. This service gave me a handy and inexpensive way to sync a 
folder between my computers via the cloud—and, later, to collaborate 
on documents with other people. 

Over time, other similar services came along, each tempting me with 
a variation on that theme, but with unique features or especially 
attractive pricing. Before long, I’d also signed up for Amazon Cloud 
Drive, Bitcasa Personal Drive (which has just been discontinued), Box, 
Google Drive, iCloud Drive, OneDrive, and SugarSync. I also had a 
personal off-cloud storage device called a Transporter, a private 
cloud-like sync service called ownCloud, and BitTorrent Sync software 
for directly syncing folders across my devices. On top of that, I had 
multiple online backups (Backblaze, CrashPlan, DollyDrive, Spi-
derOakONE) and several ways to sync notes across devices and with 
the cloud (Evernote, iCloud Notes, OneNote). 

One day it hit me: I’d become a cloud storage junkie. I needed help. 

It seems I had flipped a bit or two. I’d fallen for the hype and con-
vinced myself that free online storage could only help me; that if 
a couple of accounts were good, a dozen must be great; that each 
service must have something unique to offer; and that I should get 
in on the ground floor in case one of these services turned out to be 
the next big thing. In short, I found myself with a solution (well, 18 
solutions) in search of a problem. 

Various companies (such as CloudFuze, CloudHQ, and Otixo) tried 
to convince me that I didn’t have a problem after all; what I needed 
was yet another service that let me access the files from all my cloud 
storage locations in one place, or sync them with each other. But, 
let’s face it, they were just enabling my habit. I was already spending 
lots of money on cloud services and lots of time trying to manage 
them, but not using any of them fully. I could never figure out which 
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4. IMAP Misconceptions 

“Sorry, we don’t serve POP. But I can make you a soda, or perhaps a nice milkshake.” 
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In this chapter, I want to examine a handful of common misconcep-
tions about IMAP, a popular protocol for retrieving email from a 
server. IMAP stands for… well, thereby hangs the first tale. IMAP’s 
inventor, Mark Crispin (who, sadly, died in December 2012), called the 
first version of his creation Interim Mail Access Protocol. Versions 2, 
3, and 2bis were referred to as Interactive Mail Access Protocol, and 
version 4—what’s in use today—is officially Internet Message Access 
Protocol. Although many Web sites claim that the acronym once stood 
for Internet Mail Access Protocol, I have found no credible references 
to back up that claim. 

By whatever name, IMAP has always been a means by which email 
clients can talk to email servers. That puts it in the company of POP 
(Post Office Protocol) and Microsoft’s MAPI (Message Application 
Programming Interface). Almost every modern email client—includ-
ing Apple Mail, Mozilla Thunderbird, Microsoft Outlook, and dozens 
of others—supports IMAP as a means of retrieving email. You may 
very well have been using it for years without even knowing it—for 
example, iCloud and its predecessors MobileMe, .Mac, and iTools have 
always defaulted to IMAP for email access. 

But for something that’s been around a long while, IMAP suffers from 
many a misconception that may lead you to reject it when it could 
solve problems for you and make your life much easier. 

(Not So) New Kid on the Block 
The first thing I want to clear up is the notion that IMAP is some sort 
of newfangled email system, a regular Johnny-come-lately compared 
to the ancient and revered POP (Post Office Protocol) method. Yes, 
POP has been around quite a while—it was invented in 1984. IMAP 
came along in 1986. Both protocols subsequently underwent numer-
ous revisions, but in any case, with just a two-year age difference, it’s 
silly to consider POP “traditional” and IMAP “new.” 
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5. Mac Apps: An Open 

and Closed Case 

“I’m close,” thought Rachel. “Real close. I’ll have Safari open in five minutes, tops.” 
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In this chapter, just for Mac users, I want to address several common 
sources of confusion about apps—such as how to tell when they’re 
running (which is not as obvious as you might think), the best and 
worst ways to launch and quit them (you may be expending far too 
much effort), and a couple of other app-related myths. 

Let me begin with a story to illustrate an extreme case of app-
launching confusion. 

How Not to Open an App 
The woman sitting next to me at Starbucks was having trouble logging 
in to the free Wi-Fi connection on her MacBook Pro and asked for my 
help. Firefox wasn’t doing the right thing, so I suggested trying 
Chrome or Safari. Here’s what she did: 

1. Opened a new Finder window. 

2. Typed Chrome in the search field, which produced no matches. 

3. Typed Safari in the search field. 

4. Found too many matches, none of them correct. 

5. Clicked Applications in the sidebar. 

6. Scrolled down to Safari. 

7. Dragged Safari to the Dock. 

8. Clicked the Safari Dock icon. 

Wow. Sure, she did eventually launch Safari, but it took her (by my 
estimate) 4 clicks, 15 keystrokes, a scroll, and a drag to do so. I would 
typically have done it in 4 keystrokes, but it could take as little as a 
single click or keystroke—and that goes for any app, not just Safari. 
When you consider how many times a day you might need to launch 
an app, the time you save by eliminating extra clicking and typing can 
add up! 
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 8. Java, JavaScript, and You 

The humble origin of countless computer programs. 
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I’ve seen a lot of news reports about security concerns with Java and 
Java-related software updates, as well as many conjunctions of the 
words “Java” and “danger.” I’ve also observed a huge amount of 
confusion over what Java is, what the potential problems are, and 
what the consequences of getting rid of Java might be. There’s further 
confusion over what a Java Runtime is; how JavaScript relates to Java 
(spoiler: not at all); Java downloads coming from Apple versus Java 
downloads coming from Oracle; and more. 

Note: This chapter has a bit of an Apple slant, which is partly because 
(as I explain ahead) Apple bundled Java with Mac OS X for many years 
after Microsoft stopped doing so with Windows. But since Java is
platform-neutral, the information here should be useful to anyone, 
regardless of platform. 

In this chapter, I’m going to attempt the quixotic undertaking of 
sorting all that out for you. Let’s start at the beginning. 

Java, East of Krakatoa 
Java is the name of the fifth-largest (and most populous) island in 
Indonesia (Figure 4). I’ve been there a couple of times, most recently 
when I turned 40. My wife and I hiked up to the rim of Mt. Bromo, an 
active volcano, at sunrise on my birthday. Come on over some evening 
and we’ll show you our slides over a nice cup of… java. It so happens 
that a great deal of high-quality coffee is grown on the island of Java, 
hence the nickname. (It also so happens that I single-handedly con-
sume 3.5 percent of the world’s coffee; hence another nickname for 
coffee, “Joe.”) 
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9. Four Password Myths 

Nearly every problem has a clever yet incorrect solution. 
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In the course of writing extensively about passwords over the 
years, I’ve come across—and attempted to debunk—quite a few 
myths involving password security. In this chapter, I want to call 
your attention to four extremely common misconceptions about 
passwords, all of which can lead to dangerous behavior. 

1: One Password Can Rule Them All 
I can’t emphasize strongly enough what a bad idea it is to use the 
same password in more than one place—even if it’s a great password. 
Password managers (see 1Password vs. iCloud Keychain, later) make 
it easy to create a unique random password for every single site and 
service that uses a password, and I recommend using them to do just 
that. The fact that reusing passwords is entirely unnecessary if you 
rely on an automated tool makes it that much worse. 

Why is it so bad to reuse passwords? Well, it seems like every week or 
so, there’s another news report about some big company experiencing 
a security breach of some sort in which thousands or even millions of 
passwords are lost, stolen, leaked, or hacked. This has happened to 
such well-known companies as Evernote, Facebook, LinkedIn, and 
Twitter, and you can bet this trend will continue. 

Now, if someone hacks Amazon.com’s servers and gets your password, 
that’s bad news. But if all your passwords are unique, at least the 
damage will be limited to that one account. On the other hand, if you 
use the same password for iCloud, PayPal, Twitter, Gmail, and so on, 
you run the very real risk that the attacker may try your password at 
those other sites, too, and use the access gained to cause mischief. 

I’m saying: using unique passwords—even strong unique passwords— 
doesn’t guarantee security. But it does enable you to contain the 
damage if your password for any one site is compromised. The people 
most likely to be harmed by password breaches are those who are 
oblivious to the problem of password reuse. Don’t be one of them! 
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10. Twelve Stupid Backup 
Strategies to Avoid 

Missing files? No problem whatsoever. I use Time Machine. 
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In the spring of 2015, I had a special opportunity to tour the 
DriveSavers headquarters in Novato, California. DriveSavers is a data 
recovery company—they’re the ones you call when you lose critical 
data from a hard drive or solid-state drive (SSD) and don’t have a 
backup. They can disassemble your drive in a clean room, perform the 
electronic equivalent of brain surgery on it, and in most cases, recover 
your crucial missing data. (For more on DriveSavers, read Jeff 
Carlson’s article DriveSavers to the Rescue.) These recovery services 
come at a cost, but in some situations, you can’t put a price on this 
sort of magic. 

The DriveSavers facility was a geek paradise. The only time I’ve seen 
anything close to that amount of high-tech gear in one place was 
when I visited CERN’s Large Hadron Collider in Geneva, Switzerland. 
I loved learning about every part of the data recovery process, which 
I found utterly fascinating. It was also eye-opening to hear about 
some of the high-profile customers DriveSavers had helped. The walls 
were covered with autographed photos of celebrities for whom the 
company had recovered data (including, somewhat ironically, Brent 
Spiner, who played Data on Star Trek: The Next Generation). 

All throughout the tour, I had two conflicting feelings. One was: 
“Wow, it would be so cool to work here!” The other was: “My mission 
is to put them out of business!” 

I have no malice toward the fine folks at DriveSavers, but I’ve been 
beating the backups drum for years, and if everyone had adequate 
backups, one of the main reasons for DriveSavers’ existence would 
disappear. (The company would be fine, in fact, because they also do 
lots of work for law enforcement and government agencies, and deal 
with plenty of situations in which backups wouldn’t have been a 
factor.) 

In my book Backing Up Your Mac: A Joe On Tech Guide, which is effec-
tively the eighth edition of a title about backups that I’ve been writing 
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11. Booting Your Mac 

from a Duplicate 

Pro tip: Label your clone with a pink bow so you know which is which. 
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In this chapter—just for Mac users—I want to look at what happens 
when you boot your Mac from a duplicate (or “clone”) of your startup 
disk, which enables you to get back to work immediately if anything 
goes wrong with your main disk. In doing so, I hope to clear up several 
common points of confusion, particularly regarding backups and 
syncing various types of data. 

It’s simple enough to make a duplicate using a tool such as Carbon 
Copy Cloner or SuperDuper; having done that, you can use the dupli-
cate to boot your Mac either by selecting it in the Startup Disk pane of 
System Preferences or by holding down Option while restarting and, 
when OS X’s startup manager appears, selecting the volume contain-
ing the duplicate. Running from the duplicate makes your Mac behave 
as though nothing had happened (apart from any changes that took 
place since the duplicate was last updated; we’ll get to that). So far, 
so good. 

Note: Unless your duplicate is on a second internal drive, booting from
it is nearly always slower than booting from your regular startup drive, 
and the first time you boot from a duplicate, it may be especially slow. 
Booting from a duplicate stored on a USB 2 drive can be excruciatingly
slow. 

But, based on numerous email exchanges I’ve had with people who 
have read my various books and articles about backups, what happens 
once you’ve booted from the duplicate is sometimes unclear. Some 
people expect a duplicate to behave entirely like the original in every 
situation, which turns out not to be quite true. Others worry that the 
duplicate will cause all sorts of problems because it’s not enough like 
the original, resulting in extra, unnecessary steps. To untangle things, 
let’s start with the least ambiguous situation. 
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12. Encryption 
Misunderstandings 

Don’t take chances with your sensitive data. Use this handy, high-tech device to
encrypt it. 
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In the Introduction, I mentioned a common misunderstanding about 
FileVault, OS X’s built-in full-disk encryption feature. I’ll get to that 
specific issue—and other misconceptions—in a moment, but in this 
chapter I cover a broader range of questions about encryption (most 
of which are applicable to any platform). 

Why and under what circumstances is encryption necessary? What are 
its strengths and weaknesses? How do I go about encrypting data I 
want to protect? Why isn’t everything encrypted, all the time? Should 
encryption have a back door for government and law enforcement 
use? How do the bad guys break encryption? And, what are some 
practical things ordinary people should know about using encryption? 

Although complete answers to all those questions could easily fill a 
long book, the next few pages provide enough basic information to 
help you make smart decisions about encryption. 

Encryption Basics 
In this chapter I can only hope to scratch the surface of the topic of 
encryption. I’m intentionally leaving out lots of details, but I want you 
to understand, at a high level, the basic concepts of encryption so that 
your mental model of what’s happening when you use it is reasonably 
accurate. So I hereby present a mini FAQ about encryption. 

What exactly is encryption? 
Encryption is a mathematical process that scrambles human-readable 
information, turning it into a seemingly meaningless series of charac-
ters. (When I say “human-readable,” I mean not only text but also 
photos, audio, video, and any other sort of digital content in its native 
form.) The point of encryption is to ensure that only the person or 
people authorized to access the protected data can do so. Decryption 
is the opposite—it’s the process of unscrambling encrypted informa-
tion to return it to its human-readable form. 
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13. 1Password vs. 
iCloud Keychain 

1Password remembers all your passwords, but requires you to remember only one. 

Click here to buy the full 190-page “Are Your Bits Flipped?” for only $15!

https://www.takecontrolbooks.com/cart?add-to-cart=1205


   

 

 

 

 

Everyone agrees that passwords are a pain. The idea that each user 
of a computer, Web site, or online service should gain access using a 
unique identifier (a username) and a self-selected password must have 
seemed logical back in the day, but the system hasn’t scaled well. Now 
we all need passwords for dozens or even hundreds of services, while 
a constant string of high-profile security breaches reminds us that a 
password-based infrastructure is inherently fragile and vulnerable. 

In response, service providers make ever-harsher demands of their 
users: create longer, more complex passwords; change them whenever 
the provider sees fit; answer security questions; add two-step verifica-
tion; and so on. Frustrated users, in turn, respond in ways that make 
them far less secure: they often choose easily guessable passwords, 
and reuse the same password (or one of a few) everywhere. 

I’ve been thinking and writing about the password problem for a long 
time, and one recommendation that I’ve been making increasingly 
strongly is to use a password manager whenever possible. This type 
of software automatically generates, remembers, and fills in pass-
words as needed, and syncs them across your various devices. Al-
though a password manager alone isn’t a complete solution to any-
one’s password woes, it can eliminate a large portion of the hassle 
while increasing your security tremendously. 

There are lots of great password managers out there, and I truly don’t 
care which one you use, as long as it works well for you. I know that 
apps like LastPass, Dashlane, Blur, and many others, have lots of fans. 
In addition, Apple’s own solution, iCloud Keychain, works in Safari 
for recent versions of OS X and iOS—and it’s free for anyone with an 
iCloud account. (I wrote extensively about iCloud Keychain in another 
of my books, Take Control of iCloud.) 

My personal favorite, however, is 1Password, which I’ve been using 
for nearly ten years. I’ve found that it hits the sweet spot of power, 
usability, and affordability—and it keeps getting better all the time. 
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14. How Email Attachments 

Work (and Don’t) 

A stapler may yield undesirable results when used to attach a document to your laptop’s screen. 
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Here’s a question I get frequently in response to the books and articles 
I’ve written about email: “Why aren’t attachments working the way I 
expect them to?” The specifics vary from person to person. One reader 
wonders why graphics and PDFs show up in the body of a message 
rather than as separate files. Another wants to know why attachments 
sent from a Mac don’t show up properly in Windows (or vice-versa). 
Yet another wonders how to know, in advance, whether an attach-
ment will get through to a recipient or if it’s so large that a mail server 
will reject it. 

These and other questions reveal a common set of misunderstandings 
about how attachments work (or don’t!) that I’ll sort out in this 
chapter. 

A Few Words about MIME 
The acronym MIME stands for Multipurpose Internet Mail Extensions. 
It is the mechanism by which email clients like Apple Mail and 
Outlook can send and receive attachments and perform certain other 
tasks. You can read a moderately technical description of MIME in this 
Wikipedia article if you’re so inclined, but let me give you the Cliff’s 
Notes version. 

In the beginning, email was always plain text. Not only that, but it 
was plain text using the Roman alphabet. As time went on, the apps, 
servers, and protocols people used for email had to change to support 
languages with characters not found in the 7-bit ASCII table, format-
ting such as custom fonts, underlining and boldface, and attachments 
of every shape and size. But adding this support was tricky because 
of the underlying assumption that backward-compatibility must be 
maintained. In other words, you have a fancy modern email client but 
your correspondent may not, and therefore the way your client does 
things must accommodate older and less sophisticated clients on the 
other end. In a sense, it’s a pity things had to evolve that way, because 
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15. Email Address 
Misconceptions 

Email is so simple, what could go wrong? 
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The first email message was sent in 1971. Over the more than four 
decades since, there’s been plenty of time for the technology to evolve 
and for people to get used to it. Even so, on an almost daily basis I run 
into people who are doing it wrong, by which I mean that your email 
address may be advertising facts that are untrue or misleading, while 
it’s far easier to change your email address than you might think—and 
there may be excellent reasons to do so. (See my TidBITS article It’s 
Not Email That’s Broken, It’s You.) 

In IMAP Misconceptions, I talked about common misunderstandings 
about IMAP. Now I want to step back and look at email accounts and 
addresses more generally. The less-than-optimal approaches to email 
accounts I see so often are usually honest mistakes that result from 
not thinking through the way email works—and the way other people 
use email. Let me see if I can expose and clear up a few of these 
trouble spots. 

Email: A Mini Glossary 
A quick reminder about some email-related terms you’ll see in this 
chapter and elsewhere: 
✦	 Host: As a verb, to provide access to Internet resources such as 


Web and email servers. As a noun, a company that provides these 

services.
 

✦	 ISP: Internet Service Provider, a company that provides Internet

access to your home or business (via cable modem, DSL, satellite, 

dial-up, or some other technology).
 

✦	 Provider: A company that offers one or more specific Internet 

services. I’m thinking mainly of companies that provide email 

accounts. In other words, for the purpose of this chapter, “host”

and “provider” are more or less interchangeable.
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16. Keeping Your Bits 

from Being Flipped 

It’s all ones and zeroes, baby. You just have to know which are which. 
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Whether a misconception is due to a lack of information or 
experience, or a simple misunderstanding—the proverbial flipped 
bit—we all have a tendency to acquire and hold onto mistaken ideas 
about technology. I hope the foregoing chapters have cleared up some 
of them, but the question remains: how can you prevent further 
misconceptions from taking hold? 

I wish I could immunize you against future bit-flipping, but that’s 
beyond my power. However, I can offer some advice, based on decades 
of experience, that should help most people form better mental 
models of new technology and avoid the biggest sources of potential 
confusion in the future. 

Think Like a Two-Year-Old (at First) 
If you’ve never spent much time observing a two-year-old, I recom-
mend it. (Don’t have a two-year-old? You can rent ours. Our prices 
can’t be beat!) 

Young children don’t have clear, fully-formed mental models of the 
world yet, which is part of the reason they make so many humorous 
mistakes when it comes to technology. On the other hand, they also 
tend not to take those mistakes too hard. You might find it humiliat-
ing to be corrected constantly, but it’s different for kids who haven’t 
yet reached the know-it-all stage. When my kindergartener is reading 
me a book and I point out words he gets wrong, he doesn’t get frus-
trated. Instead, his attitude seems to be, “Oh, cool, I never knew that 
was how you spell ‘enough.’ Now I’m even smarter than before, and 
I’m getting to be a better reader every day!” 

When my children encounter objects or concepts they’ve never seen 
before, they don’t throw up their defenses and think, “That’s too 
complicated for me to ever understand!” Instead, they assume that 
they can and should understand them. This leads to things like my 
son badgering me to explain the minutiae of how hybrid engines work, 
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Other Books about 
Being Wrong 

Although I’ve used words like misunderstanding and misconception 
in this book, let’s face it: those are just euphemisms for wrong. I didn’t 
think a book called Ways You Might Be Wrong about Technology sound-
ed very appealing. Who likes being told they’re wrong? 

But, in fact, I genuinely enjoy learning about ways I’ve been mistaken, 
because that means I get the chance to discard old, ineffective think-
ing with more-accurate mental models that will serve me better in the 
future. 

Apparently I’m not alone. I’ve found lots and lots of books that aim to 
expose and clear up misconceptions of various kinds. I’ve read many 
of these—on topics such as economics, history, and psychology—and 
appreciated them immensely. If you’ve found it at all useful to have 
some of your technological errors corrected, you may like some of 
these books too: 

❖	 Everything Is Obvious *Once You Know the Answer by Duncan J. 
Watts 

❖	 Freakonomics, SuperFreakonomics, and Think Like a Freak by Steven 
D. Levitt and Stephen J. Dubner 

❖	 Lies They Teach in School by Herb Reich 

❖	 Mistakes Were Made (But Not By Me) by Carol Tavris and Elliot 
Aronson 

❖	 On Being Certain: Believing You Are Right Even When You’re Not by 
Robert A. Burton 
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❖	 Predictably Irrational, The Upside of Irrationality, and The Honest 
Truth About Dishonesty by Dan Ariely 

❖	 Subliminal: How Your Unconscious Mind Rules Your Behavior by 
Leonard Mlodinow 

❖	 What Makes Your Brain Happy and Why You Should Do the Opposite 
by David DiSalvo 

❖	 You Are Not So Smart and You Are Now Less Dumb by David 
McRaney 

Bonus Tip: Wrong Songs 
A quick search in the iTunes Store turns up more than a dozen differ-
ent songs titled “Wrong,” and many more on that general theme. 

Two of my favorites are Wrong by Depeche Mode and Wrong by

Everything But the Girl. Adam and Tonya Engst suggest Scott Katz’s
 
The Wrong Song.
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About This Book 
Thank you for purchasing this book. We hope you find it both useful 
and enjoyable to read. We welcome your comments. 

Ebook Extras 
You can access extras related to this ebook on the Web. Once you’re 
on the ebook’s Take Control Extras page, you can: 

❖	 Download any available new version of the ebook for free, or buy 
a subsequent edition at a discount. 

❖	 Download various formats, including PDF, EPUB, and Mobipocket. 
(Learn about reading on mobile devices on our Device Advice 
page.) 

❖	 Read the ebook’s blog. You may find new tips or information, as 
well as a link to an author interview. 

If you bought this ebook from the Take Control Web site, it has been 
automatically added to your account, where you can download it in 
other formats and access any future updates. However, if you bought 
this ebook elsewhere, you can add it to your account manually: 

❖	 If you already have a Take Control account, log in to your account, 
and then click the “access extras…” link above. 
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