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SET UP A SHARED USB PRINTER 

With a base station set up to handle local computers and hooked into 
the Internet, your next step may be to attach a USB printer to the 
base station so that it can be shared among all the local computers.  

  
TIP ADDING TWO USB DEVICES 

To attach more than one USB device to the base station, such as a 
USB printer and a hard disk, or more than one of either, you need to 
attach a USB hub to the base station, and then attach the devices to 
the hub. I recommend a Hi-Speed powered hub that uses external AC 
power; this ensures greater reliability. 

  

Add a Printer 
For each printer you want to attach to the Extreme N: 

1. Plug the printer into the base station or USB hub. You should not 
need to reboot your base station for it to recognize the printer.  

2. Give the printer a custom name and share it over a larger LAN or 
the Internet; see “Rename and Widely Share a USB Printer,” 
(below). 

3. As needed, configure recent Macintoshes to connect to the printer; 
Add a Shared Printer in Mac OS X, explains how. 

4. As needed, configure Windows XP and Vista machines to connect 
to the printer; Add a Shared USB Printer in Windows XP and 
Vista, has instructions.  

Rename and Widely Share a USB Printer 
Your first task in setting up a printer is to get it working with respect 
to your base station. You can assign the printer a custom name that 
appears on the network during set up. Follow these steps: 

1. Launch AirPort Utility and connect to your base station, and 
choose Base Station > Manual Setup (Command-L). 

2. At the top of the window, click the Printers icon to open the 
Printers pane (Figure 41). 
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SET UP A SHARED USB DISK 

Extreme N adds an interesting option for sharing disks across 
a network without attaching them to a computer. The base station 
can share attached drives over a network both via the standard Apple 
Filing Protocol (AFP) format, the same format used with Personal 
File Sharing and Mac OS X Server to offer up files, and via Samba, 
a network file-sharing service compatible with Mac OS X, Windows, 
and Linux. 

 Warning! There’s no way to share volumes via either only AFP or 
only Samba; you have to share through both. 

  
You can connect a single drive to the USB port on the Extreme N, or 
connect a USB hub and then a series of drives to the hub. The drives 
may be hard drives or USB thumb (flash) drives, but you cannot use 
CD/DVD drives with removable media.  

You must format mountable disks before you attach them to the base 
station, using either the Mac HFS+ format, or the FAT16 or FAT32 
(MS-DOS) formats. Each partition on a disk becomes a separately 
available shared volume. (FAT16 supports smaller maximum parti-
tion sizes than FAT32; you’re unlikely to see FAT16 except on disks 
formatted by very old computers.)  

 Warning! Before you format anything, read Grant Access, ahead, 
to learn the quirks that can arise with different formats and 
different types of access. 

 

 Warning! Unix, Microsoft NTFS, and other partition formats are 
not supported. 

 

 Slow Speeds Ahead! The performance of base-station-connected 
drives is pretty paltry compared to network throughput and to 
the speed of reading and writing a drive connected to a computer: 
I saw speeds that were as little as 10 to 20 percent as fast when 
copying files to a shared disk compared to copying between two 
Mac OS X computers. For networks in which speed is an issue, use 
a computer-based fileserver or dedicated network-attached storage 
(NAS) device. 
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IMPROVE COVERAGE AREA AND RANGE 

The top question I receive about Wi-Fi is, “How can I extend the area 
served by my Wi-Fi network?” Several strategies let you cover more 
of your home or business without having to spend a fortune—$50 to 
$200 could double to quadruple your coverage area.  

While this coverage issue is still huge, I have to caution those of you 
who haven’t bought an 802.11n base station yet, or who haven’t tried 
its range. Because the Extreme N uses MIMO (multiple-in, multiple-
out) antenna arrays, it’s likely to cover a much greater area than any 
base station you’ve used before. 

MIMO works by listening better and transmitting farther, with 
dedicated receiving and transmitting antennas. The listening better 
part means that its receiving antennas can better distinguish between 
noise and real signal, and pick up weaker and more distant trans-
missions, even from 802.11b and 802.11g equipment, extending those 
older adapters’ range without an upgrade. 

Transmitting farther comes in two parts. First, every 802.11n base 
station, Apple’s or otherwise, has at least two separate radios, which 
transmit their unique signals simultaneously. This doesn’t double the 
power output—a lot of other factors are involved—but it does make it 
more likely a signal will reach further. Second, MIMO can beamform 
and steer signals. By varying the power going out over different 
antennas, MIMO allows a base station to put some English on the 
ball, like in billiards—to push a signal to one direction or the other, 
focusing more energy on a potential receiver.  

That said, if you still have coverage issues, or are building a network 
that works across an area that’s separated into distinct pieces, the rest 
of this section should help. 

Add Additional Access Points for Roaming 
A relatively simple way to extend a network is to add access points 
(APs), which are like Wi-Fi gateways but lack routing features and are 
designed for extending a network. You want these access points to be 
dumb. They should be set to bridge mode in which they don’t share 
an IP address via DHCP or perform other network tasks. Only your 
main access point should be smart, “firewalling” the outside world, 
connecting to the ISP, and handling other Internet and security tasks. 
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SECURE YOUR NETWORK 

If you use a wired network in your home, someone would have to 
break into your house, plug into your Ethernet switch, and then 
crouch there in the dark to capture data passing over your network. 

Wireless networks have no such protection: anyone with an antenna 
sensitive enough to pick up your radio signals can eavesdrop on all 
the traffic passing over your network. This could be a neighbor, some-
one parked in a car, or a nearby business. Many free, easy-to-use soft-
ware packages make this a simple task for only slightly sophisticated 
snoopers. 

However, you’re not powerless to prevent such behavior. Depending 
on what you want to protect and whom you’re protecting against, you 
can close security holes with tools that range from a few settings up 
to industrial-grade protection that requires separate servers elsewhere 
on the Internet. 

But before I delve into the details of protecting yourself from snoop-
ers, let’s look at whether you even need to turn on security. 

Likelihood, Liability, and Lost Opportunity 
When Adam Engst and I were writing The Wireless Networking 
Starter Kit, Second Edition, back in 2003, we disagreed over how 
concerned the average home Wi-Fi networker should be about 
security. Adam came up with a great formulation that I agreed with 
and want to walk you through. He calls it the three L’s of security: 
likelihood, liability, and lost opportunity. This framework lets you 
evaluate how much security—if any—you need for your network. 

  
NOTE If you’d like to know more about any of the topics in this section, read 

Take Control of Your Wi-Fi Security, a companion book we wrote 
(http://www.takecontrolbooks.com/wifi-security.html). 

  
Likelihood 
The first aspect of security to consider is likelihood: how likely is it 
that someone will violate your privacy, steal your data, or otherwise 
exploit you? If you live in a lightly populated area, and no one could 
easily come within range of your network without sitting in your 
driveway, you probably don’t have much to worry about. 
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APPENDIX A: STREAM MEDIA WITH AIRPORT 

Apple continues to extend itself into the media world, and the AirPort 
system hasn’t been left out of the mix. When Apple introduced the 
AirPort Express, they made a big deal about AirTunes, Apple’s name 
for streaming music over a wired or Wi-Fi network to an AirPort 
Express, which could then dump that music out as analog or optical 
digital audio via a standard stereo mini-jack. Strangely, AirTunes 
never appeared in any other devices. 

In late 2006, Apple revealed plans to offer the Apple TV, initially 
codenamed the iTV, which would stream high-definition video and 
digital audio over a wired or Wi-Fi network for output via HDMI 
(the high-definition digital video standard), composite analog, and 
both digital and analog audio. The Apple TV was unveiled in early 
2007 and shipped in March 2007 as I finished writing this version 
of the book. 

In this section, I cover how to best configure your Apple TV to stream 
video, and how to work with an AirPort Express. The big difference 
between the two devices, beyond video, is that Apple TV pulls content 
from connected computers, while the AirPort Express allows audio 
to be pushed to it from a copy of iTunes running on a computer on the 
same network. 

 Cheap music: The AirPort Express is still being sold as I write 
this, and at $99, it’s not a bad deal for transferring audio over your 
network. You can connect an Express wirelessly or via Ethernet on 
an Extreme N network with no problems, except the previously 
mentioned network performance hit.  

  

Apple TV 
The Apple TV can receive content from a single computer via 
synchronization and store it on an internal hard disk. It can also 
stream content live from up to five computers on the network. The 
Apple TV has 802.11n built in and can use 2.4 GHz and 5 GHz bands 
just like the Extreme N. It also has 10/100 Mbps Ethernet, a weird 
choice for a device that might move a lot of data. 
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APPENDIX B: SETTING UP 
A SOFTWARE BASE STATION 

You can use a computer equipped with a Wi-Fi adapter card not just 
as a client on a Wi-Fi network, but also as a base station. This appen-
dix explains how to set up a software base station under Mac OS X. 

Apple’s software base station has two distinct problems:  

• Security: You can use only WEP encryption, which I describe 
back in Use Built-in Encryption as a last-resort method of security. 
It’s definitely better than nothing, however.  

• Frequency: Even though 802.11n allows the use of the uncrowded 
5 GHz band for less interference and better throughput, Internet 
sharing over AirPort works just with the busy 2.4 GHz band.  

  
 SOFTWARE BASE STATION VS. AD HOC NETWORKS 

You needn’t create an ad hoc network (also known as a computer-
to-computer network, an informal network that you set up quickly, 
perhaps to transfer a file or to chat during a keynote speech) before 
setting up a software base station, and in fact, the two are mutually 
exclusive. Use an ad hoc network for connecting with another 
computer when you have no Internet connection to share.  

When you set up an ad hoc network by choosing Create Network 
from the AirPort menu, your Mac assigns itself an IP address in 
the 169.254.x.x range; Macs that connect to your network pick up 
addresses in that range so they can communicate. Bonjour services 
in iChat should work fine over ad hoc networks. 

  
The Software Base Station feature is found in the Sharing preference 
pane. Before starting, make sure you have either an Ethernet or an 
Internal Modem connection set up in the Network preference pane, 
as you can’t create a software access point without one or the other 
active.  
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APPENDIX C: ADVANCED EXTREME FEATURES 

I tucked the kitchen sink here at the end, because only a few of you 
may be interested in the advanced features found here and there 
across the AirPort Utility.  

Revert to Older Firmware 
Apple isn’t perfect, although many Apple fans like to pretend they’re 
close to it when compared to the rest of the computer industry. Some-
times, they release software that causes their products to work more 
poorly than they previously performed.  

This has often happened with AirPort base station firmware, the 
software code that runs on the base station itself. Many firmware 
releases have turned out to have minor defects, often quickly fixed, 
that disable or render erratic critical features. 

Apple has neatly provided a way to go backward in AirPort Utility: 
choose Base Station > Upload Firmware (Figure 68). Apple 
maintains a downloadable archive of older firmware at 
http://docs.info.apple.com/article.html?artnum=75422. As long 
as the base station is responsive, you should be able to use this 
command to restore a previous firmware release. 

FIGURE 68 

 

 

You can choose 
firmware that’s 
stored in 
AirPort Utility, 
or choose 
a separate 
firmware file. 

   

AirPort Pane 
A handful of options in this view beg for additional explanation. 

Base Station settings 
The Set Time Automatically checkbox and field allow you to set 
the time on your Extreme N (and previous models) via time servers 
operated by Apple or that you specify yourself. You must choose your 
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ABOUT THIS BOOK 
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